MALWWMHA BUPTYANW3IALMWA

cKkaaa’p

A - T =
~ ‘7., —

i)

DYKTYPbl PUHAHCOBO ro




ONS NOCTPOEHNS NHGPACTPYKTYPbI BbICOKOHan . \_
KOPNOPAaTUBHbIX N TOCYAaPCTBEHHbIX NHGOPMALMOHR

neT KOMIINIEKCOB TbIC. +
CEPUNHOro B NPOMBbILLUNEHHON BbIYUNCTUTENbHbIX
BbIlMyCKa aKCcnnyaTauum ®  Y3/0B

& P




HesaBucumocTb: BapraHTbl peanusauun N

[TlokOMMNOHEHTHOEe 3amelleHne

=  Bpems Ha n3yyeHne BapnaHToB, TECTUPOBaHNE 1 BbIGOP
= JlaBMHa B3anMoOCBA3aHHbIX MPOeKTOoB Mo BHeOPEeHWIO

=  CnoXHoCTb CUHXPOHMN3auUnn OOPOXHbIX KapT pa3BUTNA

= PocCT cpokoB BHeApeHNs 1 PUCKOB Ha CTbIKax
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Co3paHue uenesoun gosepeHHon VT-nHdpacTpykTyphbl

[locnepoBaTesibHbIN NepeBo CUCTEM Ha LieNeByio
noBepeHHyio NT-nHdpactpyktypy

= CHWMXeHne Harpyakin ¢ TekyLLen nHGpacTpyKTypbl
N HEOOXOOVMOCTIM ee MacLUTabupoBaHus

= CoKpalleHne CpoKoB BHEAPEHNS 1 CHUXKEHNE PUCKOB
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[Tpymep NOCTPOEeHNa NHPPACTPYKTYPbI
Ha ocHoBe MawwuH Ckana’p

KomnnekT pacwumpeHuns KomnnekT pacwupeHuns

BazoBbin kKOMNNeKT

OcHoBa MalLuuHbI

opusoHTanbHoe
MacLuTabupoBaHune
MawwunHbl Mogynamu

FopusoHTanbHoe
MacLuTabupoBaHue
MawunHbl Mogynamun

MawunHa — onpepeneHHas

NMoacuctema o

Y3nbl MOHUTOPWHra coBokynHocTb Mogynen
obecneyeHns

W perncTpaunn 015 BbINOSIHEHS
6a30BbIX CEPBNCOB
- dYHKLMOHaNbHOW 3agayn
B pamKax MHbpacTpyKTypbI

CeTeBas npeanpuaTns
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Tpeb6oBaHNg Ang PUHaAHCOBOIoO CeKTopa
2024 2025 2026 2027

Ha obbekTax KNI KpynHbim 6aHKam LOpyrum yyacTHukam Bcem yyacTHukam

He gonycKaeTcs BBOf, 06ecneynTb YCUIEHHbIN o6ecneynTb CTaHOapTHbIN peann3oBaTb

B 9KCMnyaTaumio HOBbIX YPOBEHb 3aLThI YPOBEHb 3aLUuThI MWHUMaJbHbIA YPOBEHb
[MAK, He aBnsiowmxcs ynpasneHns pnckom b ynpasneHns pnckom b 3almThbl B YacTu
[LOBEPEHHbIMN n obecneyeHns n obecneyeHns obecneyeHuns

(3a ncknoyeHnem onepaunoHHON onepauyioHHON onepauoHHON

He UMEeIOLLNX aHanoroB) HaOEeXHoCTN HaOEeXHOCTI CENECleleayl

MeToanyeckne pekomMeHaaumnm no ynpaeneHmnio puckomMm MHbGopMaLIOHHON 6€30MacHOCTU 1 06eCcneYeHio onepaLioHHoN HagexHocTy oT 21.03.2024 Ne 7-MP

K pona AMNAK B nHdpacTpykType ob6vekToB KU pomkHa coctaBngaTb

r h
10 B Peectpe MuHuundpbl

depepanbHbIn
Peectp Ob6opyaoBaHue B Peectpe MuHnpomropra
foBepeHHbix [MAK

®OyHkuma Vb ceptndurumposanHa PCTIK nam ©Ch
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https://www.cbr.ru/faq_ufr/dbrnfaq/doc/?number=716-%D0%9F#:~:text=%D0%9F%D0%BE%D0%BB%D0%BE%D0%B6%D0%B5%D0%BD%D0%B8%D0%B5%D0%BC%20%E2%84%96%20716%2D%D0%9F%20%D1%83%D1%81%D1%82%D0%B0%D0%BD%D0%B0%D0%B2%D0%BB%D0%B8%D0%B2%D0%B0%D1%8E%D1%82%D1%81%D1%8F,%D0%B2%20%D1%81%D0%BE%D0%BE%D1%82%D0%B2%D0%B5%D1%82%D1%81%D1%82%D0%B2%D0%B8%D0%B8%20%D1%81%D0%BE%20%D1%81%D1%82%D0%B0%D0%BD%D0%B4%D0%B0%D1%80%D1%82%D0%BE%D0%BC%20%C2%AB%D0%91%D0%B0%D0%B7%D0%B5%D0%BB%D1%8C
https://www.garant.ru/products/ipo/prime/doc/404395544/
https://www.garant.ru/products/ipo/prime/doc/404334646/
https://protect.gost.ru/document1.aspx?control=31&id=249146
https://protect.gost.ru/document.aspx?control=7&id=249433

CrnoxHoCTu pelwieHns gng duHaHcoBoro cektopa  /\

ABTOMaTn3npoBaHHas baHkoBckag Cuctema — Tpex3BeHHas apXuTekTypa
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Client
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= CoBMeCTMMOCTb

Appllcatlon Server
BnsHec onepauum

= HTTP agantepsbl

= BPM cepsuc

= Service Bus

= JMS

DBMS
OLTP
- OLAP
= [nékocTb
= MacwTtabupoBaHue
- HapexHocTb
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OTtpacneBble pelweHnd pnsa duHcektopa (MAK ABC)

Ckana”p, B paBHbIX YCNOBUSX, NpoBena TeCTbl / annapaTHbIX NnaTdopm nog, Kaxayro
apxnTekTypy 1 nokoneHme MawunHbl B cocTaBe oTedecTBeHHoro [10.

[1Be HOBbIX NaTdOopMbl TECTUPYEM Cenyac, onmpascb Ha SKCMEPTHYIO OLLEHKY MO pesynbTaTaMm
TecToB Ckana'p n naptHepos npounssogutenen NO: Postgres Pro n gpyrnx.

B ,EI,OpO)KHOI7I KapTe pa3BuTngd MawwH Ckana p nvetTCqd crneunaninanpoBaHHble BEpPCNi
a4 npnvieHeHnd B CoOCTtaBe ABC 1 NHbIX 3HAYNMbIX TPaAH3aKUNOHHbIX CNCTEM

MalumHa 6a3 gaHHbIx Ckana”p MB[.[ nosuumoHmpyeTcs HaMmm Kak MawwwnHa 6a3 naHHbIx Ckana“p MB[.I Ha ocHoBe Postgres Pro
3ameLleHne peleHnin Oracle ansg BbicokoHarpyxeHHbIXx OLTP cuctem Ha NPOMbILLIEHHbIX 06pasLIax NokasbIBaeT MPON3BOANTENBHOCTb

c 6azamu ot 20 oo 80 TeanT nnu cpegHe-HarpyXeHHbIx 4o 160 Teant KpaTHO BbiLle peLueHnii no Tunosbiv cxemam CYB+CXL

MalwwnHa 6a3 gaHHbix Ckana“p MBL.[M v gpyrune MawwnHbl CTteHnp ong TectupoBaHus n ceptudukaummn ABC Ha drHanbHoM cCTaguu

noctaBnsaoTcs kak goepeHHble NAK ong 30K FOTOBHOCTI
8



[MporpammHo-annapaTHbin komnnekc gnga AbC

CepTudunumpoBaHHbIN KOMMIEKCHbIN MPOAYKT
C rapaHTnpoBaHHoun npoussogutenbHocTbio [NAK ABC

Ckana”"p MCI1.b
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Apxutektypa NAK ABC
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Mopynb TpaH3aKUMOHHON 06paboTKIn

Mopynb pe3epBHOro KONMpoBaHNS
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N OOCTYIMHOCTHU

o

[Mapa BbicOKO

KnueHnt ABC

(%

M

Mapa BbICOKOW AOCTYMNHOCTM

Mogaynb TpaH3aKUNOHHON 06paboTKK

(basuc Guard)

IIIIIIIII

CepBepbl NPUIOXEHNN

Mopgynb BbluncneHnn

KnacTtep 6a3 paHHbIX

Mopynb TpaH3aKUVWOHHON 06paboTKn

ApXnTekTypa KatacTpodoyCTONUYNBOIro peLueHns

Ckana"p MCI1.b




KomnnekcHoe TectnposaHune NAK AbC (OKINWN)

MNMokasaTenu

CospaHue KIMeHTOoB MpoBeneHvie OKYMEHTOB elnft el

NepeBon
LEHEXHbIX
OTKpbITNE CYETOB N NPOAYKTOB [NpocmMoTp 1 Nony4YeHmne CnnckoB cpencTs (10,10.5)
N OOKYMEHTOB Onepauwnn no

NCNoJIHeHNIO
CospaHune gorosopos PKO 0643aTeNbCTB Mo

NTOram KAMprHra
(10.1)

YueTHo-KaccoBble
onepauun (10.2)

CospaHune n nameHeHne JOKYMEHTOB JlnkBngauws JOKYMEHTOB

AHanutunyeckmne 3arpochbl

Onepauunn

no BbinnaTte
[NloncK KNneHTa BO BHELLHUX CUCTEMAaX COS,D,aHVIe nnatexen KOJ1 N pasmeLleHunto
LEHEXHbIX
cpencTs (10.3)

HepeBOﬂbl yepes BHelWHne CepBUChl 3ar|p00b| Oero3nToB N KpeanToB

PesepBHOe KonmpoBaHme
Jlornyeckas pennukauns
[NepeknioyeHne penamnk

Onepaunn

no BbinaaTam,
nepecTpaxoBaHuio
N VHBECTULAM

ABTOMaTMYeCKMne onepauunm AHanuTnyeckunm yyet CuHxpoHunzauma NC (10.4)
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MawunHbl BupTyanusauumn Ckana”p MIB N

Ha ocHoBe peweHnn BASIS gnga cozgaHng gnHammnyeckom HPpacTpyKTypbl

Ckana"p MB.IN — yacTHOe o6nako c BupTyanmsaunen n KOHTenHepunsaumnen
Ckana”"p MB.BPM — nHdpacTpykTypa BUPTYanbHbIX pabounx MecT
Ckana”"p MB.C — runepkoHBepreHTHasa nHpacTpykTypa CepBepHOIN BUPTYyann3aumm

— CueHapnm npuMeHeHNns

= CospgaHune HageXHo OCHOBbI 019 rmékom N T-nHbpacTpykTypbl NpennpusTin o 2 O O
noboro macLutaba L

MALLIVNHA BUPTYANUIAUNN

= [locTpoeHune ropnsoHTanbHO MacLUTabupyemon NHGPacTPYKTypPbl y3/10B ==... %
BMPTYasbHbIX paboyrnx MmecT —— i

/

; - : )
. asBepTbiBaHMe AnHaMN4yeckol NHGPaCTPYKTYPbI A1 Cpef pa3paboTKu - CKQAQA —
n TectnpoBaHng, DevOps n CI/CD oo 8 I_I 6a VlT QAna p =:u %
z

= Kartactpogoyctonumeblie NHGPaCTPYKTYpbI =
06bEM XpaHNNLLA

— OcobeHHOoCTH O

- BCTpOeHHble CpeacTBa Pe3epPBHOrO KOMMPOBAHUS 20 OOO+ -

= [lpounsBoanTenbHocTb HapaBHe ¢ VMware
= CootBetcTBME BMpTYyanusauum TpeboBaHuam PCTIK BNPTYallbHbIX
= VHdpacTpykTypa B popmarte laC pa6oqv|x MeCT

— 3amMellaemMble TeEXHOIOrmmn
= VVMware, Citrix, Microsoft, Red Hat, Nutanix




[TokoneHne MB[.1 — moHONUTHaqa 6a3a gaHHbIX

MawwnHbl 6a3 gaHHbix Ckana”“p MB[.IN1 Ha ocHoBe TexHonorum Postgres Pro Enterprise

— CueHapum npuMmeHeHus

= CYB[ pnga HarpyxeHHbix npunoxeHnin (1C ERP, ABC)
= CYB[] onga yacTHbIX 1 r’mépuaHbiX 06/1aKoB

= BbICOKOHarpyxeHHble 0TKa30yCTONYMNBbIE CUCTEMDI

= KaTtacTtpodoyctonumsble NHGPACTPYKTYpPbI

— VIHcTanngauum B NpoayKTUBHbIX KOHTYpPax

= Cetb 100 [61nT/C, C HN3KMMIK 3aaepPXKaMu
= 1o 5000 coeamHeHnin Ha moaynb

= Mopaynb XpaHeHns AaHHbIX CO CKOPOCTbIo Ao 34 TéanT/uac
Ha pe3epBHOe KonunpoBaHue n 0o 22 Téant/yac Ha
BOCCTaHOB/EHME

= CpeqacTBa ynpaBeHns n MOHUTOPWHIa Knactepa
= CootBeTtctBue TpebosaHnam PCTIK
= 3ameHa Oracle Exadata

— |[',OCTyFIHOCTb a9 3aKa3a
= [octynHa MawwHa nokonenuns Mb[1.1M24

PekomeHOoBaHO

ot 12 000

TpaH3aKkuunin B CEKyHOY

no 160 T6anTt

Pasmvep 6a3 gaHHbIX

[TnkoBad
NPON3BOANTENBHOCTb

104 000+

TpaH3aKuuin/cek

MALLVHA BA3 OAHHbIX

Q

N
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OBonoung MawunH 6a3 gaHHbIX Ckana”p MBI

TecTbl npousBognTenbHocTn Postgres Pro
B NpeabiayLwnXx n HOBbIX MOKOMEHNAX
MawwnH MBI

TecT ogHoro Y3na B[] B MaLwuunHe c 6a3oBon
KOHbUrypaumnen

Vcnonb3osannce CYB[ Postgres Pro 14, 15 n 16-11 Bepcuia gng 20,
23, 24 nokoneHnn MaLunH COOTBETCTBEHHO

[TokagdaHa MakCManbHas MPon3BOANTENBHOCTb B CUHTETMYECKOM
TecTte ¢ 1 T6anTom faHHbIX, U3MEepeHHas cpeactsamMmn yTUINTDI
pgbench

[MopobHasa KoOHbUrypaunsa NPUMEHAETCS B TECTOBbIX KOHTYpaX,
Korga TpebyeTtcs MakcumasbHas Npon3BOANTENIbHOCTb OAHOMO
yana B[] opna cospaHng cueHapng TeCTUPOBaHUS MPUIOXEHNIA
nepeq nyénunkaumen B NPOAYKTNBHbIA KOHTYP

MawwuHbl 24-ro nokoneHnsa n panee
NOKa3blBaloT NUKOBYIO MPON3BOAUTENBHOCTb
ogHoro y3na b1 104 000 TPS

TpaH3aKLUWiA B CEKYHIY

PocT npon3BoanTenbHOCTU MaLlnH
c 2020 no 2024 rop,
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NcTopuna n popoxHaa kapta NAK ABC Ckana“'p

Tekywme nHMunaTuBbl U NAPTHEPCKUE NporpamMmmbl
2024 /Q4 2025/ Q1 2025/ Q2 2025/ Q3 2025/Q4 2026/ Hi

HoBble meTogunkin TeCTnpoBaHMA N CepMVIHaﬂ

C6anaHcupoBaHHoOe pellueHune
P P noctaBska MawwuH gng ABC HoBOro nokoneHus

Penns 2 — nunotnpoBaHue B KOHType 3aka3uuka (alpha) BunnnHrosble CUCTEMbI, fINYHbIE KABVHETDI
Penns 3 — nunoTtHbin npoaykTume (rcl)

Huwesas mogepHusauunsa ABC nog HoBble TeXHoornn TexHonorns ang Hosbix NpuoxeHun 8 ABC

KoHdurypauum gna makcrumanbHOm

KomnnekcHoe pewenune ¢ OLAP-mawmnHamm nog ABC 6aHka
NPON3BOANTENBHOCTIY B KOHTYpax 6aHKOB

BknioueHune B peectp MuHnpomTopra

WNHdpacTpykTypa ona ABC nog OLTP
n OLAP- TexHonornm ¢ cermeHTupoBaHnem
LaHHbIX

['mbkaga apxutektypa ona AbBC

16



MporpammHo—annapaTHbIn komnnekc ans ABC N
Ckana”"p MCI1.b

Ecnuny Bac:

Bbicokas KpUTUYHOCTb
@ NHPOPMaLWIOHHON

cuctembl (OKUIA)
= MporevoHcTprpyem BO3MOXHOCTY
= Hy>Ha BblcOKas 5
MPOV3BOANTENBHOCTb ~ - [poBenem aHanns TekyLLen
e NHPPACTPYKTYPbI
‘%@g CnoxHast noruka - Mporectypyenm no cornacoBaHHOMY
MPENIOCXEeHNA > nnaHy
,Jj oo LLCTs [~ « [peanoXxum KOMMNIEKCHOE PeLLeHe
O rnoaaep>XXkn seHaopoB |+
i MO 1 o6opynoBaHus - [MoaroToByM MPOEKT BHEAPEHNS
Heobxoamma = Obecneunm HecrepetonHyio
= o onTnMmn3auing \ SKCrtyatauuio
= CPOKOB nepexoa
K uenesomy peeHno

NT-nHdpacTpykTypbl
17
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[MAK — MawunHbl Ckana“”p — npeunmMyLiecTsa
nepen caMoCTOSATEIbHbIMIN NPOEeKTaMM

3a cuet CI'IeLI,I/IaJ'II/ISI/IpOBaHHOM MOJJ,yJ'IbHOI‘il BCTpel«IHaQ onTnMmnsaund n yCtpaHeHme y3Kux mect COI'IpOBO)KJJ,eHI/Ie O60py,D,OBaHI/I9| n nporpamMmmMmHoOro
n KnaCTepHoM aApPXNTEKTYPHbI peu_leH|/||7| Mo BCeMy CTEKY NMpmMeHnMbIX TEXHONOrnn obecrieyeHnsa Bcex KoMnoHeHToB MaluunH

i YckopeHune oo 30%
) npoekToB MMMNOPTO3aMeLLeHNS

SkoHomug oo 20%
Ha MPOEeKTNpOoBaHUU N BHegpeHUU

MpoaykTbl pa3BmBaloTCS
C yYeTOM NoXenaHnin 3aKka3yunkonB

Uy KpaTHoe COKpaLleHne NHUNOEeHTOB,
CBSI3aHHbIX C OLLUVBGKaMW SKCrutyatauunn

MALLUUHA BOJTbLLINX OAHHDBIX

Bbicokas noctynHoctb Yno6c¢TBo 3akynoyHbix npouenyp ong NMAK n Mogynen —

. 2
n KaTaCTpOCI)OyCTOI/IL-IVIBOCTb n3 KOpO6KV| i;l—o HOMeHKﬂa'lI;)c/Dprle e b L PeeCTpa P3r
y NHNpoMTOpra
o 6 VB CooTBeTCTBME akTyabHOMY 3aKOHOLaTEeNbCTBY
TBEeTCTBUEe T BaHNAM
DRI SRR no 3akynkam — NpedepeHuUnn n3gennam
PoCCUIICKOE 06 no MpumeHeHne gna KNC n T’NC,
000 OBaHMe n
PyA ’ Bkoyag aoBepeHHble MNAK gng KN

I'Ip;nvloe B3aMOOENCTBNE C TEXHOOrMYECKNMI napTHepamm rno pa3BnuTuMio Heo6XoaNMOro 3akasumkam Cl)yHKLI,VIOHaJ'Ia

— BK/lOYeHbl B EQUHbIA peecTp
POCCUNINCKOW pafnoanekTPOHHON NnpoayKuum n peectp MuHundpsbl
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MopaynbHaga nnatdopma Ckana’p
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o @

VickniounTtenbHasg HaaeXHOCTb

BesycnoBHoe cobniofeHmne NprHLMNOB OTKA30yCTONYMBOCTN
1N MacLUTabupyeMoCTI Ha YPOBHE apXMTEKTYpPbI
COOTBETCTBYET TPe60oBaHNSM A5 ICMOIb30BaHMS

B KPUTWYHBIX 1 BbICOKOHArPYXXEHHbIX KOPMopaTUBHbIX

N rOCynapCTBEHHbIX MHGOPMALIMIOHHbBIX CUCTEMAaX

Ypo6CcTBO paclumpeHuns

icnonb3oBaHne yHNbULMPOBaHHbBIX MOAYME NO3BONSET MMOKO
pacLnpaTb UHGPACTPYKTYPY B COOTBETCTBUMN C U3MEHSIOLLMICS
TpeboBaHVAMN 6U3HECA MPU U3MEHEH I Harpy3Kn

Mopopepxka 24/7

EovHble nogaepxka n cepBrCHOE 06CNyXBaHNE

L1 BCeX NpoaykToB NnHelikn Ckana'p oT nponssoanTens
obecnevnBaloT onepaTnBHOE paspeLleHne NHLNOEHTOB
Ha CTblKe TEXHOOM

AnbTepHaTunBa

3ameHa BbICOKOMPON3BOANTENIbBHOMY CaHKLNOHHOMY
o6opynoBaHuio, cobrpaemast 3 4OCTYMHbIX KOMIOHEHTOB

N

CkopocCTb pa3BepTbiBaHUS

MpooykTbl Ckana"p 9Bng0TCA NpegHacTPOEHHbIMIA
MaLuvHamMmn 1 NO3BONSIOT OCYLLECTBAATb BbICTPOE
pa3BepTbiBaHME 1 BBOA B 3KCMyaTaLuio

OKOHOoMUNYeckas 3dPeKTUBHOCTb

CHMXeHne COBOKYMHOWM CTOMMOCTI
BnageHus (TCO)

[MpocTaga uHterpaumns

MogynbHbIA NPMHLMN 06ecneynBaeT NHTErpaLmo
pPa3HOPOLAHbIX KOMMOHEHTOB T-nHbpacTpyKTypbl
B eAnHYI0 NnaTtdopmMy NPeanpusaTiii, Koprnopauum
N BEOOMCTB

MpeunmyliecTBa

Bonee Bbicokasi Npon3BOANTENBHOCTb MO CPaBHEHNIO
C OPYrMn peLLeHNSMM
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TexHnyeckaqa nogaepXxKa

MawwwnHbl Ckana”p NocTaBASOTCS C NaKeTamMmu yCiyr TEXHNYECKON NMopae pXXKI:

24x7

C NogaepXKon
CNyx6 akcnayaTauum
B KPYr/IOCYTOYHOM pexumnme

TexHnyeckad
noggepXxka
N3 «OOHOro0 OKHa»

* BO3MOXHOCTb aBaHCOBOW 3aMeHbl 1 PEMOHTa
060pYyAOBaHNS MO MECTY YCTaHOBKU;

N

1-5 ner

C BO3MOXHOCTbIO
npoanenns

X

ornunyg HeBo3BpaTa HaKonuUTenewn ¢ AaHHbIMIN

Kpyrnocyto4uHo
- 8-800-234-23-25
- tac@skala-r.ru

- NINYHbIN KabuHeT Service Desk
- https://tac.skala-r.ru

N

o

B nporpammy nogaep>Xku BXOQMUT:

- PEeLleHne NHLMOEHTOB
- KOHcynbTauum no akcnnyatauum MawwmH
- npepocTaBneHne obHoeneHun MO

[lononHuTenbHblE
NpodreCcnoHarnbHbIe YCIyrn

ﬂpOFpaMMbl OOMNOJIHNTESIbHbIX KOHCyﬂbTaLlMVI
aAMWHNCTPUPOBaHNA 1 SKCriJ1yaTauinn MawwnH
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