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TepmuHbI M onpeaeneHunsn

TepMuWH, COKpalleHne

OnpepgeneHue

Amazon S3

(anrn. Amazon Simple Storage Service) O6nayHasA cucTema XpaHeHuA B
coctae Amazon Web Services, opraHuM3oBaHHaa MO O6BEKTHOMY
npuHLUMNYy

Avanpost FAM

Cuctema eauHOM ayTeHTUOUKAUMKM COTPYAHUMKOB B KOPMNOPATUBHbIX
pecypcax opraHM3aumnm

GPT-Kkntou ToKeH gna aBTopmsauunn.
haproxy CepBep 6anaHCMpPOBKHK
hit (aHrn. HyperText Transfer Protocol) MNpoToKkon, KoTopbili Mcnonb3yeTcs Ans
p
nepeaayn AaHHbIX B UHTEPHETe
htt (anrn. Hyper Text Transfer Protocol Secure) PacwunpeHue npotokona HTTP
ps
ANA noaaep:Kkm wnudpoBaHUA B LEensxX NoBbliWeHNA be3onacHocTH
Kevcloak MporpammHbIiA NPOAYKT C OTKPbITbIM MCXOAHbIM KOAOM ANA yrpaB/eHuA
eycloa .
naeHTUdMKaumen n 4ocTynom
lifecycle MpaBunna »M3HEHHOTOo UUKAa
Linux CemencTBO ONepaLMOHHbIX CUCTEM C OTKPbITbIM MCXOAHbBIM KOA40M
Nginx Beb-cepsep
O6beKTHO-penauMoHHaA cucteMa ynpaBneHua 6asamu  AaHHbIX C
PostgresSQL
OTKPbITbIM MCXOAHbIM KOA0M
(aHrn. Simple Storage Service) CepBUC XpaHeHUA UMPPOBbLIX AaHHbIX
S3 6onbworo o6vema. Pabotaet no ogHOMMEHHOMY NPOTOKOAY S3 U OCHOBaH
Ha API, paspaboTtaHHom B Amazon Web Services (AWS)
SELi (anrn.  Security-Enhanced Linux) Moaynb  6e3onacHoct  Ans
inux .
onepaumoHHbIX cuctem Ha H6ase Linux
(anrn. Secure Shell) CeteBoit npoTokon ans 6esonacHoro Aoctyna K
SSH YOANEHHbIM  KOMMbOTEPAM UM cepBepaMm, KOTopbln obecneymBaet
WwrdpoBaHME AaHHbIX M 3aLUMLLLAET UX OT NepexsaTa U NoALE/NKM
0oC OnepaunoHHas cuctema




1 PassepTtbiBaHue «CnekTp S3» Ha OC «PEA OC 7.3»

1.1 Hactpoiika OC
Onsa HacTpoliku OC HeobxoaMmo:
a) BbIKNOYUTb Selinux 1 M3MeHUTb NPodPUNbL NPOM3BOAUTENBHOCTH:

sed -1 "s/SELINUX=enforcing/SELINUX=permissive/" /etc/selinux/config
setenforce 0

tuned-adm profile throughput-performance

reboot

6) HacTPOUTb CNYKOY CUHXPOHU3ALINMM BPEMEHMU:

cat > /etc/chrony.conf << EOF

B) HACTPOUTb KAMEHTA CNY*KBa CUHXPOHM3ALUNN BPEMEHM:

server <Agmgpec cepeepa NTP> iburst
server <Agpec cepeepa NTP> iburst

# Record the rate at which the system clock gains/losses time.
driftfile /var/lib/chrony/drift

# Allow the system clock to be stepped in the first three updates
# if its offset is larger than 1 second.
makestep 1.0 3

# Enable kernel synchronization of the real-time clock (RTC).
rtcsync

# Specify file containing keys for NTP authentication.
keyfile /etc/chrony.keys

# Save NTS keys and cookies.
ntsdumpdir /var/lib/chrony

# Get TAI-UTC offset and leap seconds from the system tz database.
leapsectz right/UTC

# Specify directory for log files.
logdir /var/log/chrony
EOF

r) HACTPOUTb MPOMEIKYTOUHbBIN CEPBUC CUHXPOHM3ALNN BPEMEHMU:

server ntpl.vniiftri.ru iburst
server ntp2.vniiftri.ru iburst

# Record the rate at which the system clock gains/losses time.
driftfile /var/lib/chrony/drift

# Allow the system clock to be stepped in the first three updates
# if its offset is larger than 1 second.

makestep 1.0 3

# Enable kernel synchronization of the real-time clock (RTC).



rtcsync

# Allow NTP client access from local network.
allow <KimMeHTCKas ceThb, npumep — 192.168.0.0/16>

# Specify file containing keys for NTP authentication.

keyfile /etc/chrony.keys

# Save NTS keys and cookies.
ntsdumpdir /var/lib/chrony

# Get TAI-UTC offset and leap seconds from the system tz database.
leapsectz right/UTC

# Specify directory for log files.
logdir /var/log/chrony

EOF

[) nepe3anycTuTb CNyKby CMHXPOHM3ALUN BPEMEHMU:

systemctl restart chronyd.service

chronyc tracking

Pesynbrar:

Reference ID
Stratum
Ref time (UTC)
System time
Last offset

RMS offset
Frequency
Residual freq
Skew

Root delay

Root dispersion
Update interval
Leap status

25C19CA9
3

Mon Mar 04 16:49:58 2024

0.002108357 seconds slow of NTP time
-0.003019165 seconds

0.006512589 seconds

19.367 ppm slow

+9.171 ppm

0.051 ppm

0.049870804 seconds

0.020764461 seconds

64.8 seconds

(137-193-156-169.novotelecom. ru)

Normal

€) HacTpouTb cepBuc ssh:

cat > /etc/ssh/sshd config.d/45-skala”r.conf << EOF

PesynbTaT:

MACs hmac-sha2-512,hmac-sha2-256,umac-128@openssh.com, hmac-sha2-512-
etm@openssh.com, hmac-sha2-256-etm@openssh.com, umac-128-etml@openssh.com

EOF

) NPUMEHUTb HacTPOIKKM cepBuca ssh:

systemctl restart sshd

1.2 YcTaHOBKa HEOH6X04UMbIX KOMNOHEHTOB
YctaHoBKa PostgresSQL 12 u Nginx:
dnf install postgresgll5-server haproxy nginx -y

MpumeyaHue - MNpeanosnaraeTcs YTO apxMB C NPOAYKTOM pasmelleH Ha CepBepe B AOMalIHewn
ANPEKTOPUM NOIb30BaATENS «rOOt».



1.3 HacTtpoiika cepBuca haproxy

Co3paHue KOHPUrypaumoHHbIX Gpannos:

mv /etc/haproxy/haproxy.cfg /etc/haproxy/haproxy.cfg def
cat > /etc/haproxy/haproxy.cfg << EOF

Copeprxumoe dpainna haproxy.cfg:

global
chroot /var/lib/haproxy
pidfile /var/run/haproxy.pid
maxconn 524288
user haproxy
group haproxy
daemon

stats socket /var/lib/haproxy/stats
tune.bufsize 22528

listen stats

bind :9000

stats enable

stats uri /haproxy stats

stats realm Haproxy Stats Skala

stats auth admin:<I[laposb amgMMHUCTPATOPA>
stats auth oper:<IapoJsie uMTaTEJIA>

stats admin if TRUE

mode http

log 127.0.0.1:514 local2
defaults

mode http

log global

option httplog

option dontlognull

option http-keep-alive

option redispatch

retries 3

timeout http-request 10s

timeout queue 1m

timeout connect 5s

timeout client 10s

timeout server 30s

timeout http-keep-alive 40s

timeout check 10s
timeout client-fin 1ls
timeout server-fin 1ls
maxconn 524288

EOF
HacTtpoika http coegmHeHus:

cat > /etc/haproxy/conf.d/http.cfg << EOF
Copaepxumoe dpainna KoHpurypauum ana http:

frontend http
bind 127.0.0.1:80



option http-server-close
default backend s3

backend s3
balance static-rr
server s3 1 <ip address>:80 check
server s3 2 <ip address>:80 check
server s3 3 <ip address>:80 check
EOF

HacTpoika cbopa cTaTucTuKm:

cat > /etc/haproxy/conf.d/stat.cfg << EOF

Coaepxmmoe KoHouUrypaumoHHoro ¢amnna:

frontend prometheus
bind :<mHTepberic mocTyna K HOAHHBIM CTAaTUCTUKNL>
mode http
http-request use-service prometheus-exporter
no log

EOF

Co3paHue KoHourypaumoHHoro panna ansa lifecycle (He aktyanbHo ana sepcun 6.5 (7685) un
Bbille):

frontend lifecycle
bind <ampec mow3a S3 M3 CceTM XpaHEeHUd (MM yKasaHHOM B npoekTe) >:90
option http-server-close
default backend lifecycle-b
http-request deny if !{ src <ceTb CcepBepoOB XpaHeHUda>/<Macka CeTyu XpaHeHus> }

backend lifecycle-b
balance static-rr
server s3 1 <ip address>:80 check
server s3 2 <ip address>:80 check
server s3 3 <ip address>:80 check
EOF

3anyck cepsuca haproxy:

/usr/sbin/haproxy -f /etc/haproxy/haproxy.cfg —-f /etc/haproxy/conf.d/http.cfg -f
/etc/haproxy/conf.d/stat.cfg -c
systemctl enable --now haproxy.service

MpumeyaHue - Ha gaHHbIM MOMEHT NpoToKoA https He ucnonb3yeTca AN NOAKNOYEHMA K y31aM
XpaHeHUA.

1.4 YcTaHOBKa KOMNOHEHTOB «CneKTp.S3»

MpY NOBTOPHOW YCTAaHOBKE KOMMNOHEHTOB, Nepe3anncbiBaoTcA cepTUdUKaTbl S3Proxy M nginx:

cp ctl-cert.pem ctl-cert.pem.ORIG

cp ctl-key.pem ctl-key.pem.ORIG

Cp prx-cert.pem prx-cert.pem.ORIG

cp prx-key.pem prx-key.pem.ORIG

cp /opt/skala-r/s3gateway 1.0.1.594/*.pem ./

cp /etc/nginx/ssl/nginx-selfsigned.crt /etc/nginx/ssl/nginx-selfsigned.crt.ORIG



cp /etc/nginx/ssl/nginx-selfsigned.key /etc/nginx/ssl/nginx-selfsigned.key.ORIG
cp /opt/skala-r/s3gateway/ctl-cert.pem /etc/nginx/ssl/nginx-selfsigned.crt
cp /opt/skala-r/s3gateway/ctl-key.pem /etc/nginx/ssl/nginx-selfsigned.key

YcTaHoBKa KomnoHeHToB «Llato3a S3»:

eel ~

tar -xf S3Gateway-distrib-*.tar.gz
cd ./distrib/files

dnf install ./rpm/s3gateway-*

1.5 HacTpoiika KOMNOHEHTOB
1.5.1 O6wue nonoxKeHums

K MOMEHTY npoBeAeHWA HACTPOeK KOMMOHEHTOB cepBMUC haproxy AonKeH 6biTb HAcTPOeH B
cooTBeTcTBMM C N. 1.3 1 paboTarTb.

1.5.2 HacTpoiika u 3anyck cepsuca «PostgreSQL»

NHnymanmsaums 6asbl gaHHbIx PostgreSQL v 3anycK cepsuca:

/usr/bin/postgresqgl-15-setup initdb
systemctl enable --now postgresgl-15.service
systemctl status postgresgl-15.service

ToHuHr PostgreSQL:

cat > /var/lib/pgsqgl/l15/data/postgresqgl.auto.conf << EOF

Coaepmmoe KoHouUrypaumoHHoro ¢amnna:

# Do not edit this file manually!
# It will be overwritten by the ALTER SYSTEM command.
# For pgbench test purpose

listen addresses = '*'

max connections = 1050

superuser reserved connections = 50
# Memory

huge pages = 'on'

shared buffers = 48GB
maintenance work mem = 2048MB
wal buffers = 256MB

work mem = 16MB

# I0
effective io concurrency = 200
random page cost = 1.1

# Checkpoint
checkpoint completion target = 0.9

min wal size = 4GB
max wal size = 128GB
# WAL

#wal level = replica

#wal log hints = on

# Query tuning



max worker processes = 96

max parallel workers per gather = 4
max parallel workers = 72
effective cache size = 182GB # (RAM - shared buffers - maintenance work mem *

autovacuum max workers)
EOF

M3meHeHWe NnapameTpoB Aapa:

cat > /etc/sysctl.d/85-mhd.o.conf << EOF

Copeprkmmoe KoHdUrypaumoHHoro daiina:

net.ipvé4.tcp tw reuse = 1
net.ipv4.tcp timestamps = 1
kernel.pid max = 4194303
fs.file-max = 9223372036854775807
vm.swappiness = 1
vm.vfs cache pressure = 100
vm.min free kbytes = 1000000
net.core.rmem max = 268435456
net.core.wmem max 268435456
net.core.rmem default = 67108864
net.core.wmem default = 67108864
net.core.netdev _budget = 1200
net.core.optmem max = 134217728

net.core.somaxconn = 65535

net.core.netdev_max backlog = 250000
net.ipv4.tcp rmem = 67108864 134217728 268435456
net.ipvéd.tcp wmem = 67108864 134217728 268435456
net.ipvé4.tcp low latency = 1

net.ipv4.tcp adv_win scale = 1
net.ipv4d.tcp max syn backlog = 30000
net.ipv4.tcp max tw buckets = 2000000
net.ipvé4.tcp tw reuse = 1
net.ipvé4.tcp fin timeout = 5
net.ipv4.udp rmem min = 8192
net.ipv4.udp wmem min = 8192
net.ipv4.conf.all.send redirects = 0
net.ipvéd.conf.all.accept redirects = 0
net.ipvéd.conf.all.accept source route = 0
net.ipv4.tcp mtu probing = 1

EOF

PepakTupoBaHua aocTyna K Postgres:

nano /var/lib/pgsgl/l15/data/pg hba.conf

Copepkmmoe daina c UsMeHeHneMm:

# TYPE DATABASE USER ADDRESS

# "local" is for Unix domain socket connections only

# local all all

local s3gw s3gwuser

local all postgres

# IPv4 local connections:

# host all all 127.0.0.1/32

host s3gw s3gwuser 127.0.0.1/32

METHOD

peer
mdb
trust

ident
mdb



anMeHeHMGBHeceHHHXM3MeHeHMﬁZ

sysctl --system
systemctl restart postgresgl-15.service

CospaHue cnyxebHoro nonb3osaTtens ana Cnekrp.S3:
echo "CREATE USER s3gwuser WITH PASSWORD 's3gwuser';" | psgl -U postgres
Co3pgaHue 6asbl AaHHbIX ANA noab3oBaTena CnekTp.S3:
echo 'CREATE DATABASE s3gw OWNER s3gwuser;' | psqgl -U postgres
1.5.3 HacTpoiika u 3anyck cepsucoB CnekTp.S3
Hactpoiika moaynen Cnektp.S3:
nano /opt/skala-r/s3gateway/s3gateway.config.json

Copeprkmmoe KoHdUrypaumoHHoro ¢aiina gns cepsuca astopumsauymm Keycloak:

"cmp settings": { # HacTpolkmu MOImyJssa KOMIpeccuyu, He TpeOyonT Koppekumu (6es
TPpeOOBaAHUM M3 KAPTH MHCOJISLINNA)
"compression level": 3,
"numgrt": 16
b

"cluster": {
"storage cluster name": "mhdo", # mmMa knacrepa xpaHeHms (vstorage)
"storage cluster password": "P@$SwOrd", # naposp kyacTepa xpaHeHus (vstorage)
"s3 cluster ip address": "192.168.100.12", # mMa xymacrepa s3(ostor)
"s3 cluster password": "qwerty" # mnapose kyiacrepa s3(ostor)
b
"compression": true, # true - BkIOYAT NOOOEPXKY MOINyJjis Komnpeccuu, false -

OTKJIOUAET MNONOEPXKY MOIYJIS KOMIIPECCUMU
"compressor grps_server": "localhost:5001", # ampec HOOKIOYEHMS K MOIYJIO KOMIIPECCHUMU
"db connection":

"postgres://s3gwuser:s3gwuser@127.0.0.1:5432/s3gw?sslmode=disable", # HacTpoMka

NOOKJIOYEHMS K CHUCTEMHOM Oasze HOaHHBIX
"hproxy address": "127.0.0.1:80", # nyTe Ija NOIKJIIOYEeHMA K cepeucy "Haproxy"

"iam settings": {
"type": "keycloak" # Tun MCHOJB3YEMOM CUCTEMEl aBTOPMBALMUM I[I0JIL30BaTEJIEN
"client id": "s3gtw-user", # Iomp30BaTens miA nogxkywdeHMa xk iam(Keycloak),

BBHIIEJIEHHOW IJia npoekra "lmo3 S3"

"client secret": "i60jw3ai6PjsfgBZJgFLC4qJ5UNtfe7g", # mapojyb OT MNOJb30BaTeJd

Keycloak, BuOmeseHHOM myig npoekTa "oz S3"

"realm": "s3gateway", # mMma obmactu Keycloak, BrmejieHHOM njsa mnpoekTa "oz S3"
"url": "http://192.168.191.19:8080", # nyTh IOJid NOIOKJIOUEHMI K cepBucy Keycloak
"use resource role mappings": true, # HaszHadYeHme mpaB HOCTyIla Ha OCHOBE pOJIEN.
BHeceHne m3MeHEeHUM He TpebyeTcs, KPOME OTIEJILHEIX CJIy4JaesB.
"skip verify ssl": true # oTkioueHMe BepudMkauuy sSsl cepTHdMKaTa MeXITy CEepPBEpPOM C
poJeio "lmo3 S3" u cepBucoM Keycloak
}I
"ostor grpc servers": [ # CHMCOK CepBEpPOB XPaHEHMs, B CIMCKE yKas3hHBaeTCA IyTh
NOOKJIOUEeHUS K cepBucy "s3gateway-ostor-server"
"192.168.100.13:5002",

"192.168.100.17:5002"
i
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"proxy ctl grpc server":"localhost:5003", # nyTs IJig NOIKJIOYEHUA K CEPBUCY
"s3proxy-server". He TpebyeT HACTPOUKM

"s3 admin": "Admin", # npedmukC B MMEHM POJM NOJIb30BaTeya iam "AnMmHMCTpaTop" (B
keycloak)
"s3 auditor": "Auditor", # npedmkxc B MMeHM poym HOJB30BaTend iam "AymuTop" (B
keycloak)
"ssl": |
"control cert": "/opt/skala-r/s3gateway/ctl-cert.pem", # [NyTb k cepTudMKaTy
naHenu ynpaBJjeHusa (web mHTepdernc)
"control key": "/opt/skala-r/s3gateway/ctl-key.pem", # IIyTe K KJIOUy NaHEJN
yhpaBJleH s (web mHTepbenc)
"proxy cert": "/opt/skala-r/s3gateway/prx-cert.pem", # IlyTe K cepTudmuraTy cepBmca
S3
"proxy key": "/opt/skala-r/s3gateway/prx-key.pem" # IyTb Kk KJKO4Uy cepsBuca S3
b
"ttl": 120, # BpeMs XM3HM OAaHHHX B Koue cepBuca "s3gateway-proxy-server"
"vision url": "https://192.168.186.51/vision/grafana/", # IyTb IJS NOOKJIOYEHMS K

cepBUCY MOHMTOPMHIA "Busmor"
"rsyslog": {
"control rsyslog url": "127.0.0.1:514/tcp", # azpec BHemHero/BHYTPEHHETO CepBMCA
rsyslog mnsa cepeuca s3gateway-control
"proxy rsyslog url": "127.0.0.1:514/tcp" # ampec BHemHero/BHYTPEHHEI'O CepBMUCA
rsyslog zmisa cepBuca s3gateway-proxy

s

"logger" : {
"control facility": "localO", # ampec fasility musa JorupoBaHMA COOHTHMI cepBMUCa
s3gateway-control
"proxy facility": "localO", # ampec fasility mnsa JoTrupoBaHMA COOHTHMI cepBMUCa
s3gateway-proxy
"control debug": true, # Br/OYaeT JIOTMPOBaHME BCEX 3aIpPOCOB B CUCTEMHEM XypPHAaJ

cepBuca "s3gateway-control-server.service"
"proxy debug": true # BxJoOYaeT pacllMpeHHOEe ONMCaHMe OomMOOK B JIOT Odaiine
"/var/log/skala-s3gw-proxy/proxy.log"
}y

"role separator": ".", # cuMBOJN pa3meNMTEJNE B MMEHM POJIM IOJb30BATEJA
"autologout": {
"autologout time": 5, # ykasmBaeT BpeMA XM3HM CECCUM IOJIE30BaTeJNA NPpM Oe3IerCTBUN

B MMHYTax
"autologout warning time": 5 # ykasweBaeT BpeMA MHOOPMMPOBAHMA [NOJIb30BATENA O
3aBEpUEHNM €U0 CEeCCHMU IO NpuurHe Oe3OelCTBUS
y
"disable header names normalizing": false # oTkioueHMe HOpManuzauuyu http
3aroJIoBKOB, false - HOPMaIM3MPYKWTCs; true - He HOPMajM3MPYOTC:
}
KommeHTHpoBaHWe napameTpos daiina KoHoUrypaumu:
dopmat dalina He JONYCKaeT CO3L4aHUA CTPOK C KOMMEHTAPUAMMU, HO AN KOMMEHTUPOBAHUA
CTapblX, WUAN 3SKCNepUMEHTA/IbHbIX 3HaYeHUM AO0MNyCKaeTtCcA MeHATb MMA NapaMeTpa. ﬂapameTp C
HenoaAepKMBaeMblIM MMeHemM byaeT NPOUrHOPMUPOBaH.
Copeprkmmoe KoHdUrypaunoHHoro ¢aiina ana cepsumca astopmsaumm FAM Avanpost:

"cmp settings": { # HacTpolkmu MOImyJssa KOMIpeccuyu, He TpeOyonT Koppekumu (6es
TPpeOOBaHUN M3 KaPTh MHCOJISLNUNA)
"compression level": 3,
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"numgrt": 16
}I
"cluster": {
"storage cluster name": "mhdo", # mMa xjacTepa xpaHeHud (vstorage)
"storage cluster password": "P@SSwOrd", # mnaposne kiacrepa xpaHeHms (vstorage)
"s3 cluster ip address": "192.168.100.12", # mMa xygacrepa s3(ostor)
"s3 cluster password": "gwerty" # mnaposnb kjacrepa s3(ostor)
by
"compression": true, # true - BKIOUYAT NOOOEPXKY MOINYyJia Kommopeccum, false -
OTKJIOUAET MNONOEPXKY MOIYJIS KOMIIPECCUMU
"compressor grps server": "localhost:5001", # agpec HNOIKIOYEHMS K MOOYJIO KOMIPECCUM
"db connection": "postgres://s3gwuser:s3gwuser@127.0.0.1:5432/s3gw", # HacTpolKa
NOOKJIOYEHMS K CHUCTEMHOM Oasze HOaHHBIX
"hproxy address": "127.0.0.1:80", # nyTe mOn4 HOAKJIOUeHUS K cepsucy "Haproxy"
"iam settings": {
"type": "avanpost" # TUN MCHOJB3YEMOM CUCTEME aBTOPMBALMUM I[I0JIL30BaTEJIEN
"client id": "s3gtw-user", # nomp30BaTENE ONIA NOOKJIOUEHMA K lam (FAM Avanpost),
BBHIIEJIEHHOW IJia npoekra "lmo3 S3"
"client secret": "i60jw3ai6PjsfgBZJgFLC4qJ5UNtfe7g", # maposb OT mnojb30BaTessa FAM
Avanpost, BBIOeJEHHOW nJjisa npoekrta "lmos S3"
"realm": "s3gateway", # mMmsa oBjmacTtm FAM Avanpost, BHIeJIeHHOM njs npoekrta "los3
S3"
"url": "http://192.168.191.19:8080", # nyTh OJd MNOOKJKNUYEHMSA K CepBUCYy FAM
Avanpost
"skip verify ssl": true # oTkioueHMe BepudMkauuy sSsl cepTHdMKaTa MeXITy CEepPBEpPOM C
poJpio "Iz S3" m cepBucoM FAM Avanpost
}I
"ostor grpc servers": [ # CHMCOK CepBepOB XpPaHeHMHA, B CIUCKE yKasbBaeTCAa NYyThb
NOOKJIOUEeHUS K cepBucy "s3gateway-ostor-server"
"192.168.100.13:5002",

"192.168.100.17:5002"
i

"proxy ctl grpc server":"localhost:5003", # nyTep IyA HOOKJIOYEHMSA K CEPBUCY
"s3proxy-server". He TpebyeT HACTPOUKM
"s3 admin": "Admin", # npedmuxc B MMEHM POJM MNOJIb30BaTeyd iam "AmMmHmMCTpaTop" (B FAM
Avanpost)
"s3 auditor": "Auditor", # npedmxc B mMMeHM poym HoJyb30BaTend iam "AymuTop" (B FAM
Avanpost)
"ssl": |
"control cert": "/opt/skala-r/s3gateway/ctl-cert.pem", # IyTb k cepTudmxary
naHenu ynpaBJjeHusa (web mHTepderc)
"control key": "/opt/skala-r/s3gateway/ctl-key.pem", # I[IyTb K KJIOUY [HaHEJNU
ynpaBJjeHusa (web mHTepdenc)
"proxy cert": "/opt/skala-r/s3gateway/prx-cert.pem", # IlyTe K cepTudmukaTy cepBmca
S3
"proxy key": "/opt/skala-r/s3gateway/prx-key.pem" # IyTb Kk KJKO4Uy cepsBuca S3
}I
"ttl": 120, # BpeMs XM3HM OAHHHX B Kole cepBuca "s3gateway-proxy-server"
"vision url": "https://192.168.186.51/vision/grafana/", # IyTb OJsa NOOKJIOUEHUS K
cepBUCY MOHMTOPMHIA "Busmor"
"rsyslog": {
"control rsyslog url": "127.0.0.1:514/tcp", # ampec BHeWHero/BHYTPEHHEI'O CepBMUCA

rsyslog mns cepBuca s3gateway-control
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"proxy rsyslog url": "127.0.0.1:514/tcp" # ampec BHemHero/BHYTPEHHEI'O CepBMUCA
rsyslog mis cepBuca s3gateway-proxy
by

"logger" : {
"control facility": "localO", # ampec fasility mns jormpoBaHmMsa COOHTMII CepBMCA
s3gateway-control
"proxy facility": "localO", # ampec fasility mnsa JorupoBaHMA COOHTMIN cepBUCa
s3gateway-proxy
"control debug": true, # BrOYaeT JIOI'MPOBaHME BCEX 3aIpPOCOB B CUCTEMHEM XyPHAaJ

cepBuca "s3gateway-control-server.service"
"proxy debug": true # BkJoOYaeT paclMpeHHOEe ONMCaHMe OomMOOK B JIOT Ofaiine
"/var/log/skala-s3gw-proxy/proxy.log"
}y

"role separator": ".", # cuMBOJN pasmeamMTeNb B MMEHM POJIM I[10JIE30BaTENA
"autologout": {
"autologout time": 5, # ykasmBaeT BpeMA XM3HM CECCUM IOJIE30BaTeJNA NPpM Oe3IelCTBUM

B MMHYTax
"autologout warning time": 5 # ykaseBaeT BpeMA MHOOPMMPOBAHMA [NOJIb30BATENA O
3aBEPIIEHNM €TI0 CeCCUMM IO NpUUMHe Oe30eMCTBUSA

}y
"disable header names normalizing": false # oTkioueHMe HOpMaaIM3aumu http
3aroJioBkOB, false - HOpMaIM3MPyoTCHA; true - He HOPMaM3VPYITCH
}
KommeHTHpoBaHWe napameTpos daiiia KoHoUrypaumu:
dopmat Ppanna He [ONYCKAET CO34aHUA CTPOK C KOMMEHTAPUAMMU, HO 1A KOMMEHTUPOBAHUA
CTapblX, WAW 3KCNEPUMEHTA/IbHbIX 3HAYEHWUI AOMNYCKAETCA MEHATb MMA NapameTpa. [lapameTtp ¢
HenogAepKMBaembiM MmeHem ByaeT NPOUrHOPMUPOBaH.
MwuHMManbHO Heobxoanmble TPeboBaHUA MO HAaCTPOMKe:
[lna 3anoNHeHNs AaHHbIX B cMCTeMHOW 6a3e AaHHbIX HeobxoAMMO yKasaTb B ¢paiine "/opt/skala-
r/s3gateway/s3gateway.config.json" 3HaueHne napametpa "db_connection".
3arpysKa CTpyKTypbl 6a3bl 4aHHbIX:

cd /opt/skala-r/s3gateway/
/opt/skala-r/s3gateway/migrator

3anyck cepsucoB CnekTp.S3:

systemctl enable --now s3gateway-compression-server.service
systemctl enable --now s3gateway-proxy-server.service
systemctl enable --now s3gateway-control-server.service

MpoBepka paboTbl cepsBuca s3gateway-compression:

systemctl status s3gateway-compression-server.service

PesynbTaT:

® s3gateway-compression-server.service - S3CMPServerUnit
Loaded: loaded (/usr/lib/systemd/system/s3gateway-compression—-server.service;
enabled; vendor preset: disabled)
Active: active (running) since Thu 2024-02-29 15:55:27 MSK; 19%h ago
Main PID: 33624 (s3cmp-server)
Tasks: 9 (limit: 462631)
Memory: 3.3M
CPU: 56ms
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CGroup: /system.slice/s3gateway-compression-server.service
L 33624 /usr/bin/s3cmp-server --cfg path=/opt/skala-
r/s3gateway/s3gateway.config.json

ber 29 15:55:27 xnodeO5.vstoragedomain systemd[1l]: Started S3CMPServerUnit.

beB 29 15:55:27 xnodeO5.vstoragedomain taskset[33624]: INFO 2024/02/29
15:55:27 Metrics server listening at: :8088
beB 29 15:55:27 xnode05.vstoragedomain taskset[33624]: INFO 2024/02/29

15:55:27 grpc server started at localhost:5001

MposepKa paboTbl cepBuca s3gateway-proxy:

systemctl status s3gateway-proxy-server.service

PesynbTaT:

® s3gateway-proxy-server.service - S3ProxyServerUnit

Loaded: loaded (/usr/lib/systemd/system/s3gateway-proxy-server.service; enabled;
vendor preset: disabled)

Active: active (running) since Thu 2024-02-29 15:55:34 MSK; 19h ago

Main PID: 33636 (s3proxy-server)
Tasks: 22 (limit: 462631)
Memory: 10.2M
CPU: 26.447s
CGroup: /system.slice/s3gateway-proxy-server.service
L_33636 /usr/bin/s3proxy-server --cfg path=/opt/skala-

r/s3gateway/s3gateway.config.json

ber 29 15:55:34 xnodeO5.vstoragedomain systemd[1l]: Started S3ProxyServerUnit.

deB 29 15:55:34 xnode(5.vstoragedomain s3proxy-server[33636]: INFO 2024/02/29
15:55:34 database connection is established

beB 29 15:55:34 xnodeO5.vstoragedomain s3proxy-server[33636]: INFO 2024/02/29
15:55:34 s3 proxy server started at: :443

deB 29 15:55:34 xnode(5.vstoragedomain s3proxy-server[33636]: INFO 2024/02/29

15:55:34 grpc server started at localhost:5003
beB 29 16:12:47 xnodeO5.vstoragedomain s3proxy-server [33636]: 2024/02/29 16:12:47
license was updated

MpoBepKa COCTOAHMUA MOAYNA YNPABAEHUS:

systemctl status s3gateway-control-server.service

Pesynbrar:

® s3gateway-control-server.service - S3ControlServerUnit

Loaded: loaded (/usr/lib/systemd/system/s3gateway-control-server.service;
enabled; vendor preset: disabled)

Active: active (running) since Thu 2024-02-29 15:58:47 MSK; 19h ago

Main PID: 33773 (s3control-serve)
Tasks: 31 (limit: 462631)
Memory: 19.0M
CPU: 8.306s
CGroup: /system.slice/s3gateway-control-server.service
L_33773 /usr/bin/s3control-server --cfg path=/opt/skala-

r/s3gateway/s3gateway.config.json

beB 29 17:05:45 xnodelO5.vstoragedomain s3control-server[33773]: 2024/02/29 17:05:45
GET /license 52.173691ms
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[ob6asneHune/ YganeHue y3nos xpaHeHUs:

Mpun pobaBneHUn, AN yAaneHUW Y3N0B XpPaHEHUA Heobxoaumo yaanutb, Uan [o06asuUTb

nHdopmaumio 0b y3ne xpaHeHus B pain "/opt/skala-r/s3gateway/s3gateway.config.json".

Mocne 3Toro nepesanycTutb cepeucsl: "s3gateway-control-server

1.5.4 Hactpo#Ka u 3anycK cepsuca «Nginx»

HeobxoaMMOo M3MeHUTb HacTpolkm Nginx:

mv /etc/nginx/nginx.conf /etc/nginx/nginx.conf def

cat > /etc/nginx/nginx.conf << EOF

Copepknumoe danna KoHuUrypaumm:

user nginx;

worker processes auto;

error log /var/log/nginx/error.log notice;
pid /run/nginx.pid;

worker rlimit nofile 65536;

include /usr/share/nginx/modules/*.conf;
events {

worker connections 8192;

http {

n n
7

s3gateway-proxy-server".

log format main

'Sremote addr - Sremote user [Stime local] "Srequest"

'Sstatus $body bytes sent "S$http referer" '

'"Shttp user agent" "$http x forwarded for"';

access_log /var/log/nginx/access.log main;

sendfile
tcp _nopush
keepalive timeout

on;
on;
65;

types hash max size 4096;

server names hash max size 2048;

server names hash bucket size 1024;

include
default type

/etc/nginx/mime.types;
application/octet-stream;

include /etc/nginx/conf.d/*.conf;

EOF

MposepKa KoOHUrypauum nginx:

nginx -t

PesynbTart:

nginx: the configuration file /etc/nginx/nginx.conf syntax is ok
nginx: configuration file /etc/nginx/nginx.conf test is successful

3anyck cepBuca nginx n gobaBneHune B aBTO3arpysKy:
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systemctl enable —--now nginx

1.5.5 NMoakntoueHue K naHenu ynpasneHusa Cnekrp.S3

DocTtyn K web nHtepdeiicy
Mocne yaayHoro 3anycka cepBMcoB web WHTepdeic AocCTyneH no ccbinke https://<ip agpec

cepsepa>:6006
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2 Bo3moxKHble HeucnpasHoctu ¢ OC «PEA OC 7.3» 1 cnocobbl ux ycTpaHeHUA

NHdopmaLma, npuBeaseHHas B HACTOALLEM pa3gene OTHOCUTLCA K BEPCUMU NPOAYKTA, YKA3aHHOM
Ha PUCYHKe HUKe (PUCYHOK 1).

PucyHok 1 - Bepcua npoayKta

HeucnpasHoctb N2l
Mocne yctaHoBKM angenTos (dnf update -y) He 3arpyrkaeTtca cepsep, BblgaéT ctatyc GRUB>.
MpuymHa: ncnopyeH daiin grub.cfg
PeweHue:
a) 3arpysuTbCA B PEXWMM BOCCTAHOB/EHMA (C YyCTaHOBOYHOro o06pasa), W BOCCTAaHOBUTb
npeablayLwmin:
cp /boot/efi/EFI/redos/grub.cfg.rpmsave /boot/efi/EFI/redos/grub.cfg

Pe3ynbTaT NoKa3aH Ha PUCYHKE HUXKe (PUCYHOK 2).

PuUcyHOK 2 - Pe3ynbtat BocCcTaHOBAEHUA daina

6) 40 3arpy3Ku cepBepa HaxkaTb coveTaHune Knasuw Ctrl+D.
BapuWaHT pelieHus:

Cpa3sy nocne yctaHoBKM angeintos (dnf update -y) Bpy4Hyto BoccTaHoBUTL daiin grub.cfg.

HeucnpaBHocTb N22

He 3anyckaetca postgres

MNpuunHa: B daline HacTpoek npusedeH napametp huge pages = 'on', npu 3TOM Ha xocTe
oTcyTCTBYIOT huge_pages no-ymoyaHuio.

PeweHue:

MocTtaButb NapameTp huge pages = 'off'.
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JIucT perucTpaymm MsmeHeHui

Bcero
Homepa nunctos (cTpanuuy)
NNCTOB Ne paspeuw.
n3m. Noanwuce [aTa MpumevaHne
(cTpaHuL) OOKYMeHTa

M3meHeHHbIX 3aMeHeHHbIX HoBbix AHHYMPOBAHHbIX 8 0K
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