


ONS NOCTPOEHNS NHGPACTPYKTYPbI BbICOKOHan . \_
KOPNOPAaTUBHbIX N TOCYAaPCTBEHHbIX NHGOPMALMOHR

neT KOMIINIEKCOB TbIC. +
CEPUNHOro B NPOMBbILLUNEHHON BbIYUNCTUTENbHbIX
BbIlMyCKa aKCcnnyaTauum ®  Y3/0B
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[MponykToBble HanpasneHusa Ckana™p

peweHnd a9 BbICOKOHar py>XeHHbIX KOpPrnopaTUBHbLIX N TOCYyAaPCTBEHHbIX CUCTEM

MaLunHbl guHaMuyeckon NHPpacTPyKTypbl
Ckana"p MOV

Ha ocHoBe pelueHnin BASIS nnga cosnaqng
ONHaMINYECKON KOHBEPreHTHON

N runepkoHBepreHTHom nHdpacTpykTypbl LLOL
1 BUPTYasbHbIX pabounx MecT rnosib3oBaTenen

MawuHbl 6onbwmnx gaHHbIX Ckana'p MB[.8

Ha ocHoBe pelueHnin ARENADATA n PICODATA
LN CO3aaHNa MHPACTPYKTYPbl XpaHEHNS,
npeobpasoBaHNs, aHaNMNTNYECKON, CTaTUCTNYECKON
06paboTKM faHHbIX , @ Takxe pacnpeneneHHbIX
BblUNCNEHNIA

MawwnHbl 6a3 gaHHbix Ckana”p Mb[]

Ha ocHoBe pelueHnin Postgres Pro ang samenbi
Oracle Exadata B BbICOKOHarpy>xeHHbIX CCTEMaXx
C obecneyeHnem BbICOKOW JOCTYMHOCTM

N COXPaHHOCTUN KPUTUYECKIN BaXHbIX aHHbIX

MawwnHbl XxpaHeHns gaHHbiX Ckana”p MX[

Ha OCHOBE TEXHOJOT NI O6bEKTHOro XpaHeHns S3
015 reopacnpeneneHHbIX KaTacTPoboyCTONUNBbIX
CUCTEM C COTHSIMUN MUNNIMOHOB O6bEKTOB
Pas3NNYHOro Tna n obecneyeHns 6biICTPOro
0OCTYMa K HAM

MawwunHa NCKyCCTBEHHOr 0 NHTENNeKTa
Ckana’p

Ha OCHOBE oNTUMIN3NPOBAHHOMO NPOrPaMMHO-
annapaTHOro cTeka Ans MakCumMasnbHOM
NPOWN3BOANTESIBHOCTN NpY paboTe C MogensmMum
N

Icnonb3oBaHue onbiTa
TEXHOMNOTrMYECKUX NAEPOB
(rmnepckennepos)

lcnonb3oBaHme cambix 3penbix

N NepPCMeKTNBHbIX TEXHOJOT I

B KOOMepaLmn C TEXHOIOrMYeCKNMUY
nnaepamm poCCuiickoro pbiHka B
Kagom 13 CerMmeHToB



MopaynbHaga nnatdopma Ckana’p

icnonb3oBaHMe onbiTa TEXHONOMMYECKNX NNAEPOB — rmnepckennepos

EQnHbIM NpMHLUMN MOAYNbHON KOMMOHOBKMW N NIaTPOPMEHHDbIN NOAXOLA,

EovHasa o6nayHas cuctema ynpasneHus cepeucamm

{%3 EER) PaaS E‘L: DBaaS

EonHaga cuctema ynpasneHns pecypcamm n aKcnayataumen

N :Q} N A J‘ T:.I"l“
= PaspeneHue pecypcos ~.=2  MynbTuTeHaHTHOCTb . =" ABTOMaTM3aLNS
=T = —
= Bl &
MopgynbHaga nnatdopma
— [JnHamunyeckas nHPpacTpykTypa - WHppacTpykTypa ynpaBneHns gaHHbIMU

[vHamunueckas nHbpacTpykTypa TpaH3akumoHHas o6paboTka BosnbLune aaHHbIe




[MporpammHag nnatdopma Ckana'p

O6beanHeHNs pasnnyHbIX AOMEHOB yrpaBneHns B eguHyto dyHKUnoHanbHyto rpagosyio CMDB

KomnnekcHoe pelueHne gng akcnayatauum nHppacTtpyktypbl ypoBHSa LOL,

ckana'p

EonHaga Touka o63opa
COCTOSIHNS KOHTYpa

O603pMMOCTb 11 YIOOCTBO
ynpasnenuns LO[

% kubernetes
LindpoBoin ABONHMK
NHPPaCTPYKTYypbI
KoHTponb nameHeHmnn

ObICTPOMEHSIOLLINXCSH
TOMoNornin

MogenupoBaHue
N3MEHEHWI

B MHPACTPYKType

Bbicokag cTeneHb
aBTOMAaTM3aUNn

OPENSHIFT

MocTtpoeHune Al-Copilot
ong ynpasnenuns LLO[




Ckana’p — Secure by Design N

CyLIJ,eCTByIOLLI,I/Ie CNCTEemMbl

AnnapaTHoe ob6ecrneuyeHune (cepBepbl, KOMMYTATOPbI)

6e30nacHoOCTHn

Cnyxe6Hoe MO

MpuknagHoe MO

MOHUTOPUHIra n nopaepxkn Nb

9]
(V)
s
4

MAK nHgpacTpyKTypbl
Ckana MB.BPM, MB., MB.C

MAK xpaHeHus gaHHbIX
Ckana Mb[A.M, mxg.o

MAK 06paboTku N XpaHEeHUs AaHHbIX
Ckana MBO.X, KX, T, T

MAK cuctem pesepBHoOro
konupoBaHus Ckana MX[.P

MAK gnga cuctem ACY TI
Ckana MB.IM

MAK nckycctBeHHOro nHTennekTa
Ckana Mb.1A

SIEM (npumep)

1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 CucTtembl o6ecnet-|eHv|9|, I

1
! .
1 1
1 1
1 1
1 1
1 1
1 1

1

o O YnpasneHue goctyrnom (FAM)

OnTummnsauung

::.") AHTUBMPYC $yHKumnoHanbHocTn NMAK
C yY€TOM NCMNOoNb30BaHNS

N o 3awmTa BUpTYyanbHON NHPPaCTPYKTYpPbl cpepncTts C31

. o Wcnonb3oBaHue cepTudnumnpoBaHHbIX
MporpammMHbiX Moaynen MNAK CootseTctBMe MAK

s aTTeCTauMOHHbIM

TpeboBaHUSIM

— i:’) CpepncTBa noBepeHHOWN 3arpy3ku ) 9

") CkaHunpoBaHue Ha ya3BUMOCTI
= HaaTane paspaboTku



[MAK Ckana”p B Peectpax P®

St N

PeeCTp I'IpOf"-ﬂbILIJJ'IeHHOH npoaykunu, r|p01.-138e,quHo[F1 Ha TeppUToOpUn

Poccuinckon ®epepauum

gz pmcr
¢¢. . MPOrPAMMHOIO OBECMEYEHUA

CooTBeTCTBYIOT KpuTepusam gosepeHHoro NAK
TexHonornyeckad He3aBNCNMOCTb
IHbopmaLumoHHas 6e30nacHOCTb
PyHKUMOHaNbHag yCTONYNBOCTb



iImnopTo3amelLeHne: CNI0XXHOCTb Bblbopa
OTcyTCTBI/Ie TeXHOJ1IOrmn4yeCKoro jgngepcTBa

CeTeBas XpaHeHne
MHbpacTpyKTypa LaHHbIX

HITACHI

~AKVM
e, “ WE \icrosoft
CISCO NetApp .

BupTyanusauus

&) vmware

BbluncnutenbHas Cyb[ OnepaunoHHble
MHppacTpyKTypa CUCTEMbI

ORACLE a" Microsoft

& Microsoft & RedHat

OTcyTcTBME MHDOPMALLN N MPAKTNYECKOrO NOATBEPXAEHIS
COBMECTUMOCTV MPOQYKTOB

Bpemsa 1 pecypcbl ons NoATBEPXOEHNS COOTBETCTBIS 3asBIEHHON
dYHKLIMOHANBHOCTI

CeTeBag
UH$pacTpyKTypa

LTEX @QTECH
D) RDP ZFelax

[/ & uoPoBEE
PELIEHNA

BbluncnutenbHas
MHppacTpykTypa
A reABUTOH

or He

AGUARIUS

@ OpenYard

XpaHeHune
LaHHbIX

SEPE;

AGUARIUS m

Yo AcrREDISK
RAIDIE |

CybA

Pogzgres Pro gAD

Qntor (& SBER TECH

Yandex £~ S8coL

© GIS I,

PICODATA ety

BupTyanusauus

Veil (esmiinu) aigs,
wvm

BASIS NUMA

PYCM3IK #irT
PO S KMBEPNPOTEKT

OnepauunoHHbie
CUCTEMbI

;I’tEL =F'.E,D,OC

applite & SBERTECH

E!FTEB& &) Cxke

Mpo6rnema COBMECTUMOCTI C NPOoAyKTaMu U3 PasHbIX KNaccoB

PasmblBaHWe MOHATIS «aep»: B KaXO0M CerMeHTe CyLIEeCTBYIOT

[0EeCATKN Ha NepBbIl B3rna paBHOLIEHHbIX MPOOYKTOB



HesaBucumocTb: BapraHTbl peanusauun N

[ToKOMNOHEeHTHOEe 3amMeLlleHne

Bpems Ha n3yyeHmne BapnaHToOB, TECTUPOBaHME 1 BbI6GOP
J1laBnHa B3anMOCBSA3aHHbIX MPOEKTOB MO BHEOPEHMIO
CNOXHOCTb CUHXPOHN3aLUI OPOXHbIX KapT PasBuUTUS

PocT cpokoB BHeApeHNs 1 PUCKOB Ha CTbIKax

M  rpoexr: B
» HIHH  Xpanenne <« ,|S88 [poexr: -
< L] Bwuptyanusauns
({{(D AaHHbIX ~ =
A
\ 4 v
I L = MpoekT: 3
CeTteBag < > =@ e P
NHPPaCTPYKTYPE
yy f
Y Vv v
= MpoekT: MpoexT:
» !m! BbluncnuntenbHasi< >@ OnepaunoHHbIe<
~ ~ HPpacTpykTypa cucTeMbl

Co3paHue uenesoun gosepeHHon VT-nHdpacTpykTyphbl

[locnepoBaTesibHbIN NepeBo CUCTEM Ha LieNeByio
noBepeHHyio NT-nHdpactpyktypy

= CHWMXeHne Harpyakin ¢ TekyLLen nHGpacTpyKTypbl
N HEOOXOOVMOCTIM ee MacLUTabupoBaHus

= CoKpalleHne CpoKOB BHEAPEHUNS 11 CHUXXEHE PUCKOB

/‘:
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| |

B
;
: :
El
3
=
i =
:
z
,

1

MALLMHA XPAHEHASR DAHHDBD

g
] 3
ckana’p--| cKana’p | ‘ cKana’p
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Mouemy MAK Ckana”p ? N

= [‘apaHTnpoBaHHO COBMECTUMbIE KOMMOHEHTDI
= OTKa30yCTONUYNBOCTb Ha YPOBHE apXUTEKTYPbI

= OnTnmmnsaums npoon3BoanNTesIibHOCTIU

=  OTBETCTBEHHOCTb OQHOIr0 NPON3BOANTENS
3a QYHKLMOHAN 1 NokasaTenn HasHavyeHuns

MAm:HA BUPTYANU3ALMN

MALurAHA BONBLUIWVX AAHHDBIX

MALWNHA XPAHEHUSA DAHHbBIX
MALIVHA BA3 OAHHDIX

= PelueHHble BONpoChl MHTErpaunm, akcnayaTauuny,
MOHUTOPUHra, obecnedeHns Vb, pe3epBHOro
KOMMPOBaHWS

= [Mopoepxka 1 cepBUC N3 OOHOIO OKHa

= CepumnHOCTb 1N MPeeMCTBEHHOCTb

= YnpaBngemas gopoXxHas KapTa pa3BUTuS




KOHKYpPEHTHbIe NpenmMmyLiecTBa

ONTUMN3NPOBAaHHbIX peweHun Ckana“'p
[Mpon3zBoguTENbHOCTb

YeM peLleHnd, nCnoJsb3yloLline YyeMm peLlleHns B BmpTyaanon cpene, [OJ19 CUCTEM C BO/bLLUNM KOSMYECTBOM
CorioCtaBuMble arnapaTtHble CpeacTBa ncrnosb3yroLine coroctaBnmblie CEeCCUIN 3a CYET UCMOJIb30BaHNS

3a cyeT onTuMmn3aun BBOAa-BbiBOAA U annapaTtHble CpeacTBa 3a CYeT cneunann3npoBaHHbIX NynepoB
NHTEPKOHHEKTa 1 3a CHEeT pa3rpys3kn Ly CHIMKEeHNA NaTeHTHOCTN n 6aﬂaHCI/|pOBLLI,I/IKOB

RPO/RTO [ocTynHoOCTb

CBSI3aHHbIX C OLUMBKaMy KCHyaTauum

1 CyLLEeCTBEHHOE YBeNMYEeHne AOCTYMHOCTA

3a CYeT CMOob30BaHNS Creunann3npoBaHHON
CUCTEMbI yrpaBieHns pecypcamm

BPEMS BbINOIHEHS PE3EPBHOIr0 BPEMS MOSIHOrO BOCCTaAHOBEHNS y3/1a
KOMVPOBaHNS N BOCCTAHOBIEHUS B C/ly4ae 0Tkasa 3a CYeT CMoNb30BaHNA
3a cYeT Cneunann3npoBaHHOrO BCTPOEHHOrO BCTPOEHHOI CUCTEMbI pa3BepPTbIBaHNA
MOZY/19 PE3EPBHOI0 KOMMPOBaHWS 1 uMPPOBOro ABOMHKKA CUCTEMbI

* Ha npumepe MatumHbl 6a3 gaHHbix Ckana”p MB.I



[MAK — MawunHbl Ckana“”p — npeunmMyLiecTsa
nepen caMoCTOSATEIbHbIMIN NPOEeKTaMM

3a cyeT crneunann3npoBaHHON MOLYIbHON
N KNacTepHOWN apXnUTEKTYpPbl peLleHni

SkoHomug oo 20%
Ha MPOEeKTNpOoBaHUU N BHegpeHUU

MpoaykTbl pa3BmBaloTCS
C yYeTOM NoXenaHnin 3aKka3yunkonB

Bbicokas noctynHocTb
1 KaTacTPOPOYCTONUNBOCTb N3 KOPOBKM

CoortsetcTBue TpebosaHusm Ib

Poccunckoe o6opynosaHue 1 MO

MALLUUHA BOJTbLLINX OAHHDBIX

BCTpeLIHaﬂ onTnMmnsaund n yCtpaHeHme y3Kux mect
Mo BCeMy CTEKY NMpmMeHnMbIX TEXHONOrnn

]

apaHTNPOBaHHO PaboToCNOCO6HOE peLleHne

YckopeHune oo 30%
npoekToB MMMNOPTO3aMeLLeHNS

KpaTHoe coKpaweHne NHUNOEeHTOB,
CBSA3aHHbIX C OLUNBGKaMWM SKCrutyatauunn

Y0o6¢TBO 3akynoyHbix npouenyp ana NAK n Mogynein —
3TO0 HOMEeHKJ1aTypHble Mo3nunn PeeCTpa P3Ol
MuHnpomTopra PO

CooTBeTCTBUE aKTyanbHOMY 3aKOHOAATENIbCTBY
no sakyrnkam — NpedepeHunn N3pennsam

MpumeHeHne gna KNC n T’NC,
Bknovas goBepeHHble MNMAK ona KN

I'Ip;nvloe B3aMOOENCTBNE C TEXHOOrMYECKNMI napTHepamm rno pa3BnuTuMio Heob6XxoanuMoro 3akasuymkam Cl)yHKLl,I/IOHaJ'Ia

pannoanekTPOHHON Nnpoaykuum n peectp MuHundpsl

— BK/loYeHbI B EONHBIN peecTp poccuinckoi
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MawwwnHa
VICKyCCTBeHHOFO VIHTeJ'IJ'IeKT
Ckana”p




MaLwinHa nckyccteeHHoro nHtennekta Ckana“p

T U pelEHNS e

@ & @ © © O e

NHPpPACTPYKTYpbI 019 06yyeHns n ucrnoaHeHus NN

Ananor I
Huawei Atlas 900 Pod / NVIDIA DGX SuperPOD I

Cotype GigaChat ValueAl Llama Canbokc DeepSeek YandexGPT 5 CwmapTt Opyrune
lMnatdopma N pelienus .
T N e e e l
! — — 1 |
1 5y (L e 1 1 -
: el W . | Katanor [MoaroToBneHHbIE MNpodpunnposaHHble | i
! g | \ 1 o < -
i Pre-Train CLOUD 2 ! KOHTEeNHepoB N pelueHns KOHTeNHepHble cpenbl »
: : et
| iy ] |
I i | ML/LLM O6yueHne  Paspabotkum lcnonHerne | |
1 g 1 © o o
: — ' | MPOCTPaHCTBO  Mofenell N pewiennin  mopenein A | |
. . MAK AW 5 - Pk
: FineTune O6yueHne 2 m e T i
[
: KoHTenHepHas nHppacTpykTypa ViHpopmaunoHHas | | !
: 6€30MacHOCTb o
| NAK UV AnnapaTHoe o6ecneyeHune Lo
1
i Inference NCNOTHOE BbluncneHns  XpaHeHue Cetb .
I mMoaenen nepepayun -
: e AaHHbIX -
, 5 = O v
l _ 5 g I:E%D et
: MAK nosuumnoHnpyeTcs ang obecrnevyeHus on-premise Iooooo ] L
1 ! :
I
I
I
I
I



CueHapun npnmeHeHna MawwuHbl M Ckana“p

nonTBepXaeHa paboTa n NoaTBEPXAEHbI XapaKTePUCTUKN, CONOCTaBNMbIe C 06/1aUYHbIMIN
nokasartenamu, gng pasnnuHoix ML nnatdopm n mogenen

¢l3bikoBble mogenn

Mopenun malmnHHOro obyyeHus

N vt
ol W osi (&)
ROEBOT a Llama S MeTon
OMOPHBbIX
perpeccus
BEKTOPOB
;I YandexGPT
ABTOMaTM3aUNS @ DeepSeek [epeso MOﬂ,erb
. cnyYyanHoro
peLeHnn
neca
KoHTponb kauecTBa - Cotype

KoHBenep paspaboTkin

mMbkas yHNPULMPOBaHHasa apXNTEKTypa B COOTBETCTBUMN C COBPEMEHHbLIMI OTPaCEBbIMI

cTaHOgapTaM NO3BONIeT NCMOb30BaTh €€ C AOCTYMNHbIMI Ha POCCUNCKOM PbIHKE

NPUNOXEHNSAMU, TAKUMU Kak:
MoHUTOPUHT :

‘ - GigaChat n gpyrumnm

15



B ocHoBe HoBou MawuunHbl N Ckana”p —
nepenoBble TEXHONOMMN pacrnpeneneHHbIX
BblUNCNEeHUN &

N

KoHTelnHep ¢ pabounm mectom DS
nnn PeweHnsmun Ha 6ase N

_| Nonnepxnsaemoe
""" dyHKUMoHanbHoe NO
Q"o
W \393\*:?;96 o\
R o
20 PV ® S Bpokep pecypcos
o8 00 o2 (WP
Woaee® W%, Pandora
a0
Q"
gt | GPU [paiiBep

KoHTennep OC

f%
\% - GPU Nvidia
% nnn
Oq;:;ﬁy --"I GPU China
449% CPU Intel
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Paamepbl MawuHbl Ckana”p M

TecTtupoBaHune [ lemo

Paspa6oTtka [ MVP

CeTtb gocTyna

MpopakwH (KopnopaTuBHbIN)

CeTb gocTyna/xpaHeHuns

Al Factory (nonHbin unkn)

CeTb OOoCTyna CeTb NHTEePKOHHEKTa

0 0 a] 0
i~ i~ i~ =
© CeTb onumoHanbHo o [0y [0
O O O O

CeTb ynpaBneHuns

CeTb xpaHeHns  CeTb ynpaBneHus

= CepBep Ha 4-8 = CepBep Ha 4-8 GPU = 2 cepBepa Ha 4-8 GPU o Cepsep (-bl) Ha 4-8
o GPU + NVLink > + NVLink > + NVLink > GPU + NVLink
é 8 nnu é 8 n/nnn é 8 n/nnn é 8 n/nnn
3 S CepBep 53 = CepBep & S 2 cepBepa = S Cepsep (-bl)
& LTS ] wa2GPU @ LTS wa2 GPU @ LHTTTTIIG] va 2 GPU @ LS| wa2aPu
o) o) o o) | (e ——— 0
2 2 s fr-——=Cua ) < f (LT
é é = CepBep é : ““““““Ig : 2cepBepa é : o I SCepBepa
5 [ YnpasneHve onuvoransHo & LIS z § . c § TS !
© © yrpaBfeHns © o] YnpaBneHns o fl, I ynpaBneHus
g g g N [nommnmg): A K =
= = S > | ULLEs .
S S X S X S \Y] 6
T T paHeHune T paHeHune T acwrabupyemoe
D || ARl e 2 N 1) NokanbHo 2 B 1) NokanbHo ¢ XpaHuInLLe
>§ § 2) BHewwHnin S3 § 2) BrHewwHnin S3 § 06beKTHOE

XL #8

L c=com i

EE
Ll
it J_

S com



[TapameTpbl NPOAYKTOBON TNHENKN

KonnuecTtBo y3nos 1 (Mogynb nHdepeHca) 2+ (MuHUManbHbIN KnacTep) 4+ (OTKa30yCTONYMBIN KnacTep) 10+ (MacLuTabupyemblin knactep)
Mopnepxka nHpepeHca [a (nokanbHbIn) [a (knacTepHbIn*) [a (onTuMn3npoBaHHbIA) [Ha (maclTabrupyemblin)
Moppepxka GPU/TPU /\ 1GPU (onuuoHansHo) [a (Heckonbko GPU) Ha (knactep GPU) [a (onTMmnsnpoBaHHbie depmbl)
MOHUTOPUHI U METPUKN /\ BasoBble MeTpuK® Prometheus + Grafana PaclvpeHHas aHannTka Al-aHanuTuka + npenckasaHns
| Aulbmrize ) Het [a (6a3oBoe ynpaBneHne) [a (nponBurHyTOE ynpaBneHne) [a (NofiHbIi KOHTPOSb + MOHUTOPWIHT)
~ Management
OTKa30yCTONUNBOCTb Het /\ YactunuHo [a (aBTOBOCCTaHOBMEHME) [a (BblcoKasi AOCTYMHOCTb)
CospaHune NN-areHTOB Het /\ BasoBble cLieHapun [a (cnoxHble areHTbl) [a (aBTOHOMHbIEe areHTbl)
MacwTtabupyemMmocTb Het /\ PyuHoe macluTabupoBaHue [a (aBTOMaTMUECKOR) Oa (rn6koe + 6anaHcMpoBka)
NWN-accucreHTbl Het Het /\ TMpocTbie nHTerpaumnm [Oa (MHOFOMO,D;éﬂbeIe aCCUCTEHTbI)
O6yuyeHune mopenen Het Het /\ OrpaHnyeHo Oa (pacnpenenéHHoe obyyeHune)
LleneBon cueHapun | TecTtupoaHue [ Jemo Pagpabotka / MVP | MpopakLuH (kopropaTyBHbIN) . Al Féctory (monHbIN LK)

* C gobaBneHneM MOoAY s YrpaBAeHus, MOXHO K1aCTepU3npoBaTb MOAYIN NHpepeHca




[Tpymepbl UICNONHAEMbIX 3agay S o

q VEmeRElPT(E5) AHanns TpaH3akLUMOHHON ceTn (MUNINOHbI y3N0B)

\ ) =] pe>|<|/||v|e peaanoro BpeMeHI/I 014 BblABJTIEHNY
SciBox (HTcpymeHT) CNOXHbIX CXEM MOLUEHHNYECTBA.

AHann3 KpeanTHOM NCTOPUIN + TEKCTOBbIX AaHHbIX
(noroBopbl, Nnepenuncka).

RAG (HcTpymeHT)

M T
c Cotype (LLM) [eTtekunsa aHomanuin B notoke TpaH3akuum (~100K TPS)
@ DeepSeek (LLM ‘f'l. 0 .' "'—*’L' PacnosHaBaHue n BepundunkaLlms ronoca B Komsi-
el ) | , LeHTpax 6aHKa
‘ MapCuHr JOrOBOPOB, PErnamMeHToB, CKaHOB
ﬁ ValueAl (MHCcTpyMeHT) [OKYMEHTOB

D~ 1 BbISBMEHNE PUCKOB
@ Llama (LLM)

O6paboTka TbICAY NCTOYHNKOB O/19 NPOrHo3a

t GigaChat (LLM) BOJTaTWIbHOCTW PbIHKa

ABTOMaTH4Yeckoe dopmMrpoBaHME OTYETOB

*‘%1 Mo perynsaTopuke Ha OCHOBE BHYTPEHHIX AaHHbIX
LY [pyrue VI pelueruns
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[Ipmepbl NCNOMHAEMbIX 3agau

YandexGPT (LLM)

SciBox (IHTCpymeHT)

RAG (HcTpymeHT)
Cotype (LLM)

DeepSeek (LLM)

ValueAl (MHCTpyMmeHT)
Llama (LLM)

GigaChat (LLM)

LOpyrue NN pelwweHns

111111

l13BneyeHne gaHHbIX N3 JOKYMEHTOB
[MporHo3npoBaHMe OTTOKA K/TMEHTOB

Knaccunyeckunin KpegnTHbIA CKOPUHT ¢ druyamm
N3 TPaH3aKLNA.

BbisgBneHne nogo3pnTenbHbIX TPaH3aKLA
(HO He B peaslbHOM BPeMEHN)

AHanna KNNeHTCKnx Npodunen

OTBeTbl Ha TUMOBbIE BOMPOChI KNINEHTOB
(6e3 cnoxHoro RAG)

ABTOMaTN4YECKOE KaTeropnanpoBaHme pacxonos.
PasmeTka TpaH3akuum

MpoBepka NacrnopToB, 4OrOBOPOB Yepes3 KOMMbIOTEPHOE
3peHmne

20



NHPepeHc-y3nbl

sem /\

TecTupoBaHne/nemo

1 s | IOHUTBI 4 RU
. g .". @ El
E CeTb ONLMOHANbHO i 1 Mpoueccopnbl 2x Intel Xeon 4/5 Gen

CepBep Ha 4—8 GPU + NVLink RAM DDRS

PCle cnoTtbi [NepenHasa NnaHenb: NoOAAepPXnBaeT MakCMyM OOVIH CNOT

< Cepsep Ha 4-8 PCle 5.0
i GPU + NVLink
5 A 3agHgs naHenb: nogaepxnsaeT makcumym 10 cnotoB
% ~ Cepaep PCle 5.0 n 8 BugeokapT ABONHOW LLUNPUHbI
e LTS Ha 2 GPU OnektponutaHue | ~3,6KBT
()
T
) CepBepbl Ha 2 GPU FOHUTDI 2 RU
3 YnpaBneHmne onumoHanbHoO :
§ 1 Mpoueccopbl 2x Intel Xeon 4/5 Gen
>

v ol bl ol RAM DDR5
% ( | PCle cnoTtbi [o yeTbipéx PCle 5.0 x16 n go 1péx PCle 5.0 x8

!

% XpaHeHue nokanbHo : OnektponutaHne | ~1,3KBT
=3
Vcnonbayembie GPU NVIDIA NVIDIA H100 NVIDIA H200 NVIDIA A100 NVIDIA L40s NVIDIAT4/L4
Vicnonbayemble GPU Asng 16GB GDDR 32GB GDDR 48 GDDR AHanor NVLink opraHunyeHo, PCle 4.0 n PCle 5.0

Ll
it J_



MawwwuHa Ckana"p M — Mopynn w2 A

Mogaynb nonesHon Harpy3kn MawwunHbl MU

= Bare metal y3nbl, BoicTynatowme B kadectse Worker Hog knacTepa Deckhouse Kubernetes Platform. KonnyectBo aTrx y3noB MOXHO BapbUpoBaTh
oT 3 po 16 (B HEKOTOPbIX Cy4Yasix BO3MOXHa KOHpUrypaums ot 1yana).

=  BblyncnntenbHble MoLWHOCTY y3na — 64 ¢usnyecknx gapa CPU, ot 12816 no 4T O3Y npu onTuManbHOW KOHGUrypaLmum namaTi.
= Ot1p0o 8 GPU tuna H100 B oaunH y3en

= [nckn B 9TUX y3nax (oT 4 WTyK B KaXaoM yare B 6a30B0I KOHGUIrypaumy ¢ BOSMOXHOCTbIO MacLUTabupoBaHus fo 16 AnckoB Ha y3en) MOXHO
Mcrnonb3oBaTh 4719 OpraHn3aLn XpaHeHUs AaHHbIX KOHTENHEePOoB, Ha cerogHs a1o onuuu local path provisioner n SDS local volume B TepmuHonorum
Deckhouse Kubernetes Platform.

KommyTauunoHHbin mogynb MawunHsl MUN

= [1Ba kommyTtaTtopa 100GbE nnn 400GbE Ha 32 nopTa(kaxablil) B OTKa30yCTONUMBOW KOHPUIYpaLMN O CeTN MHTEPKOHHEKTa MaluviHbl.

= [1Ba kommyTaTopa oT 25GbE no 48 nopToB B 0TKa30yCTONUYMBON KOHGUIypaLny ois opraHmsauumn goctyna k cepsucam MawuHsl MW n3 cetu
3aKasuuka.

= [1Ba kommyTaTopa oT 25GbE Ha 48 nopToB(kaxablli) AN opraHu3aumnmn CeTi XpaHeHns AaHHbIX MalumHbl.
= [Ba kommyTaTopa 1GbE Ha 48 nopToB (kaxablin) Ans opraHusauum ynpaensioLlel cetu (out-of-band ynpaeneHue n in-band ynpaBneHue).

Mogaynb ynpasneHus MawwnHon MW

=  Tpwn cepBepa 019 pasMeLLeHNs YNpaBagioLLnX KOMAOHEHT MaluuHbl — yapaBnsoLwmx 1 cnyxebHbix y3noB Deckhouse Kubernetes Platform,
cepBucoB Ckana”P.

= [uckm B 3TuX y3nax (Mo 4 WwryKkun B Kaxanom yane B 6a30Bol KOHOUIypaLuuy ¢ BO3MOXHOCTbIO MacLuTabupoBaHus Ao 16 ANCKoB Ha y3en) MOXHO
NCMO/b30BaTb A1 OPraHn3aun Pas3inyHbIX BapUaHTOB XPaHUSINLL,

MALLMHA UCKYCCTBEHHOIO MHTE/UTEKTA

Mopaynb xpaHeHns MawuHbl MUN

= [lopknioyaembin kK knactepy DKP MawwumnHbl kKoHTenHepHon nHdpacTpykTypbl nocpeacteom CSI gpaiiBepa.
= [loppoepXka pacrpeneneHHbIX BblunCaeHNiA

= [NopaepXrBaeT MHOTOMOTOUHYIO 3arpy3Ky/Bbirpy3Ky (Hampumep, Yepes sSecmd, rclone)
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MawwuHa Ckana“p MU XL — KOMNOHEHTDI

< <FA

o I CeTb nHTepkoHHekTa 100GbE
unun 400GbE
(2 x B4Com CS4132U
unu 2 x BACOM CS6132F)

KommyTaumoHHbin mopynb MawunHbl MUN

Cetb ynpaeneHus 1GbE

—_— Cetb goctyna 25GbE
R I (2 x B4Com CS2148-4D)

=[] (2xB4Com CS4148Q-8U)

CeTb XpaHeHus paHHbix 25GbE
(2 x B4Com CS4148Q-8U)

Mopynb ynpaeneHus MawwunHon MWW (3 pusnuecknx cepsepa) Mopynb xpaHeHus MawwnHbl MU

Cunctema XpaHeHnq oaHHbIX

N

Deckhouse Kubernetes Platform 1.67 CSE control plane n cuctemHsie BM

| MoHunTopuHr 1 || DKP cepsuchi 1 || Al Task manager | |MOHV|Top|/|Hr 2|| DKP cepBuchbl 2 || Al Task manager | ||\/|OHVITOpVIHF 3|| DKP cepBuchbl 3 || Al Task manager |

K8s
ynpasneHue 1

Pen OC 7.3 ®CT3K
(gemu, kvm, libvirt)

CepBep mopnyns

ynpaBneHus 1

DKP
6anaHCMPOBLLVK 1

HW
MGMT

DKP
6anaHCpPOBLLMK 2

HW
MGMT

K8s il

ynpaBneHune 2

Pen OC 7.3 ®CT3IK
(gemu, kvm, libvirt)

CepBep monyns

ynpaBneHns 2

DKP
6anaHCypOoBLLMK 3

K8s
ynpaBneHune 3

Peg OC 7.3 ®CT3K
(gemu, kvm, libvirt)

CepBep monyns

ynpaBneHns 3

HW
MGMT

i‘%‘ : n/mnu
L

Mogynb nonesHon Harpy3sku MawuHbl MU (o1 3 go 16 dusmnyeckrx cepsepos, oo 8GPU Ha ysen)
Deckhouse Kubernetes Platform 1.67 CSE worker nodes

OC Pepg OC 7.3 ®CTSK bare metal OC Pep OC 7.3 ®CTIK bare metal OC Pen OC 7.3 ®CTOK bare metal OC Pep OC 7.3 ®CTIK bare metal

CepBep mopyns
nonesHom Harpysku 1

CepBep monyns
MONe3HoN Harpysku 2

CepBep mopyns
nonesHol Harpysku 3

CepBep mopyns
ronesHol Harpysku 4

CepBep mopnyns
nonesHon Harpysku 5

CepBep mopnyns
nonesHom Harpysku 6

CepBep mopnyns
MonesHow Harpysku 7

CepBep monyns
MonesHon Harpysku 8

CepBep monyns
Mones3Honm Harpyskum 9

CepBep mogyns
nonesHon Harpysku 10

CepBep mopyns
nonesHon Harpysku 11

CepBep mopyns
nonesHon Harpysku 12

CepBep mogyns
nonesHon Harpysku 13

CepBep mopyns
nosiesHol Harpy3aku 14

CepBep mopyns
nonesHon Harpysku 15

CepBep mopyns
nonesHon Harpysku 16



MawwuHa Ckana”p MU XL — w2 A
flornyeckast cxem

. Mogpaynb ynpaBneHus MawunHon MU

&0

" Traing lser (Cepsep ¢ OC 208 GPUC NVLink-+HW + Cora ROMA) Network

Spine

1
1
1
1
1
1
1
1
H 5 1
: ] 1
Mogaynb xpaHeHns MawunHbl MW DeckHouse -5 !
Monb3oBaTtenn | Meta :ig‘) : Q
N VL ML opkecTpaTop —— g8 ! 3
1 . 2 N\ T2 [0}
] OaHHbIX : E 5 \\ ig :§ : E
MB[.8 ! : H %, MNocTaHoBKa 3apaun (ORI
CX[ (S3) |—> ey WE Ha sanyck POD'a g0 :g ) é
: oy 12 o
l : 12! z
1 1 [0)
ic ! T =
! i3 | s | 2
T S S N I S g L e T L L B
Vo Monynb noneaHoii Harpyaku Mawurset MAW a1 T e i «( =
1 - 1 —_
I Y by KommyTaumoHHbin mogynb MawmnHbl MAW N % =
1
. Pt = o2
| 0 =
! (@)
:: LLM/VLM MynbTnareHTHble AccucCTeHTbI " MHTennRéAG —— : : 'g
: I ang nHdepeHca CUCTEeMbl/areHTbl n Copilot's N n om( 1 : =
1 1 5
I 1 1 Q
" POD POD POD POD s O
L A A 4 4 Inference Lo o
1 1
L mmmmm—m————— dmm e - e mmmme oo - -4 network leaf : o
ge
1
1
1
1
1

aoooon
Training
network leaf
GPU CPU CeTb




MeTtpukun no NAKy NI

[Tpon3BoOANTENIBHOCTDb

Ha oguH pabounin ysen (TF32)
Ha ogunH pab6ounn y3en (FP32)

MacLwTtabupoBaHmne cet C NpUMeHeHNem
RDMA yBenunumnBaeT Npon3BoanTeNbHOCTb
N yMeHbLUaeT 3afepXKu bosiee yem B 2 pasa,
YTO KpUTNYHO ona mogenen NI, paboTtatowmx
Ha pacrpefenéHHoM KnacTepe
CO CJIOXHOW TOMONorneu

MakcumanbHbin pa3mep LLM

napameTpoB
B OOWH pabounin y3esn 6e3 KBaHTOBaHWS

Ncnonb3oBaHune NVLink gna LLM

yBenunumsaet TPS
NPUMEPHO

B 3aBMICIMOCTM OT KOSIMYECTBA
NoNb30oBaTeNEN 1 TUMa 3arnpoCcoB
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Okocuctema gaHHbix Lakehouse + ML/AI N

MnaTtdpopma aaHHbIX —
Data Lakehouse

CTBEHHOTO UHTENNEKTA [\

CKQ/\Q k p

=l

(L
~@¢

MALVIHA A9 VCKYC

Data
AHanunTunka Science
°‘ B peaJibHOM A
L BPEMEHM
Bl-aHanuTuka MawwunHa NN Ckana”p

T T

-8y 8y -8y ¥ -¥p %4
!
D00 ® D

CTpYKTYpUpOBaHHbIe 1 HECTPYKTYPUPOBaHHbIE AaHHbIe

EonHoe ynpaesieHNne AaHHbIMNA

06bEeANHSET CTPYKTYPUPOBAHHbIE 1 HECTPYKTYPUPOBAHHbIE AaHHble
ona obyderuns mopenen VI, nopaoepxneas pasHoo6pasHble paboyne Harpy3ku
(Hanpumep, Bl, ML, reHepaTtnsHbin V1)

PacwumnpeHHble BoamoxxHocTu gnga NI
NPVMEHEHNE NHHOBALMOHHbBIX POPMaTOB C NOAAEPXKON TPaH3aKLNOHHOCTM
N BEPCNOHNPOBaAHWS, rapaHTNN HagEXHOCTY AaHHbix ang I

MacwTabnpyemMocTb 1 NPoON3BOANTENIbHOCTb
ONTUMU3NPOBAHO NS KPYNMHOMAaCLUTAabHOro ncnosb3osaHus VI
C UHCTPYMEHTaMU, MOAAEPXKMBAIOLLMY aHaNNTUKY B peasibHOM BpeMeHN

YnpaBneHune n 6e3onacHOCTb
KauyeCTBO flaHHbIX 1 COOTBETCTBUE TPe6oBaHUAM Ang npunoxeHun I

WNHTerpaung reHepatusHoro U
obecrieynBaeT NHHOBaLUWNOHHbIE BapnaHTbl NCMOJIb30BaHW4A, TakKe KakK areHTbl
N CNCTeMbl pekoOMeHZauunmn
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[Mpenmywectea MawuHbl I Ckana“”p

S

3o
<
ks

53

o

5

MnatdopMeHHble peLueHns NO3BONSIIOT COKPaTUTb
= B 15 pa3 Bpems NoaroToBKM Cpefabl pa3paboTku
= B 5 pas Bpems paboTbl AaTa-NHXEHEPOB

1 faTa-aHannTUKOB™

Peanunsaumns katanora VI pewweHnin
OT BanuanpOBaHHbIX NapTHepPOoB Ha 6a3e MAK VI

HapexHasa mynbtnBeHgopHas Enterprise-
NHPPaCTpPyKTypa C oNTUManbHON KOHbUrypaumnen
1 CTabubHbIM NPOrpaMmMHO-annapaTHbIM CTEKOM
Ha OCHOBE NPOBEAEHHbIX TECTOB 1 NIyYLLNX NPaKTUK.

CooTBeTcTBME TPE6OBAHNSM COBMIOOEHNS
NPUHLMOB OTKA30yCTONYNBOCTH,
MacLUTabupyemMoCT Ha YPOBHE apXUTEKTYPbI
015 ICNOJIb30BaHIS B KPUTUYHBIX

1 BbICOKOHAr PY>XX€HHbIX KOPHopaTUBHbIX

N rocynapCTBEHHbIX MHHOPMALMOHHBIX CUCTEMAX

VcknioyeHre MHUMOEHTOB Ha CTbIKe TEXHOMOMIA
1 BbicoKOKBanuduumpoBaHHas nogaepxka Ckana’"p

MALUMHA WCKYCCTBEHHOTO VHTENNEKTA

|—
<

PaCLLIVIpeHI/Ie BO3MOXHOCTeW Kak BepTunKanbHOro,
TakK N TOPN3OHTasIbHOIro MaCLLITa6VIpOBaHVI9|

MNpenckasyemble XxapakTepucTuK, MeTpriKi
bYHKLNOHMPOBaHNS NnaTdOPMEHHbIX peLleHIin

YnpaBneHune XnN3HEeHHbIM LINKIOM
kopnopaTtuBHbIx VIV pelueHmnn

MopnepXka perynsaTopHbIX TpeboBaHWUiM,
OTpac/eBbiX CTaHOaPTOB

YBennyeHne Nnpon3BoanTenbHOCTN
= B 3 pasa npwu oby4yeHun ML mogenen
= B4 pa3za obyueHHbIx NI/ mogenen

BesonacHoe ncnonb3oBaHMe NONynspPHbIX
a3blkOBbIX Mogenei LLM B 3akpblTOM KOHTYpe

*Nokazatenn MOryT BapbnpoBaTbC4 B 3aBNCMOCTIW OT 3afaudi
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[MTpumepbl ucnonb3oBaHnga N

019 KOpNopaTUBHbIX 3aaay

CoBepLUeHCTBOBaHME NPOLLECCOoB
TEXHNYECKOWN Noaaep XK1 NPOaYKTOB
KOMMaHun IT.ONE
ABTOHOMHas
NocTynarLwmnx

Mo pPasHbIM KaHanam CBS3U
Ha KOPPEKTHYIO INHNIO TEXHNYECKON
NnoaaepPXKu.

[NocTpoeHa Ha OCHOBE 06PabOTKM
€©CTECTBEHHOrO 53blka C MPVIMEHEHNEM
afanTMPOBaHHbIX 93blIKoBbIX Mogenen LLM.

MoBbilweHne 3¢pPeKTUBHOCTN KIIMEHTCKOrO
cepsuca

4N UHGOPMUPOBAHKS, OTBETOB Ha ObLLMe
BOMPOCbHI, YTOYHEHNS AOMNOMHNTENBHON
nHpopmaLunn.

[MocTpoeH Ha OCHOBE TeXHOOr M 06paboTKy
€CTEeCTBEHHOro 93blka 1 [OO6YUYEHHbIX
a3blkoBbIX Mmogenax LLM.

CoBeplLUeHCTBOBaHNE BHYTPEHHNX
NpoLLeccoB Mo NoBceAHEBHOWN paboTe
COTPYAHUKOB

BCTpeY
C cyMMapu3saLieil UToroe, onpeneneHns
pEeLLUeHIIA 1 MopYyYeHUIA Mo ayamnosaniucu:
Ha OCHOBe 06PaboTKN €CTECTBEHHOIO A3bIKa,

TpaHCKpI/I6aLI,VI9|, npumeHeHmne aganTnpoBaHHbIX

a3blkoBbIX Mopenein LLM.

CospaHune eqnHOro CBS3aHHOIO
NPOCTPaHCTBa AaHHbIX N3 pa3HOPOAHOI
MHpOpPMaLN OKYMEHTOB OFPaHNYEHHOro
[OCTYyNa, MPUXOAdLIMX B OTBET Ha 3aMpoChl
KOHTPONMUPYIOLLMX OPraHOB FroCyfapCTBEH-
Holi BnacTu ¢eaepanbHOro ypoBHs

ABTOHOMHOE (on-premise) NI-peLueHne
Ha ocHoBe LLM, B popmarte MNAK

C rM6KOI HAaCTPOIKOI NpaBuJi
N3BNEeYEHNS OaHHbIX.

TunoBble 3agaun ang nHdpactpyktypbl MawwmHbl NI Ckana”p

MoBbiweHne 3pPeKTUBHOCTN pa3paboTkm 1
TECTUPOBaHNS MPOrpaMMHbIX NPOAYKTOB
KoMnaHun

onga paSpa6OT\—II/IKOB N TeCTNPOBLLNKOB,

C NoanepxXKom

(MO) BO BHYTPEHHEM KOHTYpPE
KoMMaHuu.

Co3zpnaHune nsonupoBaHHon NT-nHdpacTpyKTypbl
AN9 3KCnyaTaumm pesynbtaTtoB nHnumnatmne .

MoBbiweHne 3pPeKTNBHOCTN NPOLLECCOB
ynpaBneHns NpoeKkTaMyi KOMNaHum

VIHTennekTyanbHbIA MOMOLLHNK

pykoBoguTenei NpoeKkToB
C BHYTPEHHe foKyMeHTaumnen, 6a3oi 3HaHWIA
N pernameHTamy KOMMaHum, XpaHaLWnMMmncs
B pa3HOPOOHbIX BHYTPEHHUX KOPNOPaTUBHbIX
cepBuUcax KoMnaHuu.

[MocTpoeH Ha OCHOBE afanTPOBaHHbIX
a3blkoBbIX Mogenen LLM, nHTennektyanbHOro
anropuTMma s KOHTEKCTHOrO Moucka,
arperauunn gaHHbIX 1 MPenocTaBneHns
CTPYKTYPUPOBaHHbIX OTBETOB Yepes
WHTYUTUBHBIN NHTEpPdENC yaTa.

dopmMunpoBaHne y COTPYAHNKOB
KOMMEeTEHLUI, NO3BONSIOLLNX NCMOIb30BaTb
[oBepeHHble TexHonorum N

NPOMMNT-NHXUHUPUHFY 1 MOTUBALAN
ncnonb3oBaHug M1 Ha ocHoBe.

MocTpoeHbl Ha 60bLINX GYyHOAAMEHTASIbHbIX
A3bIKOBbIX MoAengax (o061auHbIX) ans
BbIMOJIHEHNS TEKYLLMX 3a4au.

CoBepLUeHCTBOBaHIe NpoLeccoB nogéopa
COTPYOHNKOB

Ha COOTBETCTBUE TPEGOBAHNAM MO3NLUN
(BakaHcun).

lMocTpoeHa Ha ocHoBe TexHonorui NLP
1 MPVYIMEHEHS afanTNPOBaHHbIX
4a3bIKOBbIX Mogenein LLM.
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AcnekTbl 3agay

XunsHeHHbin unkn KNC ¢ N

OGLIJ,I/II‘/'I B3rndn Ha 3T1aribl 1 3agauvin

CoBpeMmeHHbIN Xun3HeHHbIn uukn KUC ¢ N nmeeTt cneunduyeckmne 4epTbl, CBA3aHHbIE C paboTon C faHHbIMU 1 MOAENIMMU

N TECHYIO CBSI3b C 3agadvamu nHepacTpyktypbl n b

Bxog, XU3HEHHbIN LK
B LIAKN Vcnonb3oBaHue petuerms UK
pesynbTaToB
1 oueHKa 3¢pdeKToB
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Skecnnyatauus
1 nopaepxka
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NcTopuns opraHn3aumnoHHOro N
N TEXHONIOrMYECKOro pa3BuTuS

OT umnopTosameleHns Highload-cteka k posepeHHol UT-nHppactpyktype Ha MAK ._

2014-2015 2016 2017 2019 2021 2023 2025

n 3ameuweHne VMware u Citrix OuHaMuueckas MHbPacTpyKTypa
Virtuozzo + VDI MawwuHbl BupTyanusauum Ckana'p MB

A 4

| 3ameuyeHune Oracle Exadata BoicokonpoussoauTenbHblie CYB[]

A 4

Postgres Professional MaLwwuHbl 6a3 gaHHbix Ckana”p MB[.I1
n 3ameweHune Teradata _ YnpaBneHue 60nbINMU AAHHBIMI
Arelaiae MaLwmHbl 60nbLunx gaHHbIX Ckana'p MB[.8
n 3amelueHne Scality, EMC/Netapp ~ Macuwra6Hble S3-xpaHunmLLa
Virtuozzo SDS + S3 - MawwwmHbl XpaHeHns gaHHbiX Ckana’p MXO.0
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22 mag 2015
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MALUMHA WCKYCCTBEHHOTO VHTENNEKTA
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