ckana™p

MalunHa KOHTENHEPHOWN NHPPACTPYKTYPbI
Ckana”p MON.K (MB.K)

MALLVHA KOHTEVHEPHOW NH®PACTPYKTYPbI

Camblll 6bICTPbIN MYTb K aTTECTOBAHHOW KOHTENHEPHOWN NHPPACTPYKTYpEe
(NporpaMmHble KOMMOHEHTbI MalLUVHbl UMeT cepTudrKaT COOTBETCTBIS ]
®PCTOK Poccun) ckana’p @ [ |

FoTOBOE pelleHe: CoKpaLlaeTCcs CPOK Lika MoKymnkiy, 3akasa, BHeapeHus | 0

BanuoupoBaHHbI Habop annapaTHOro 1 NPOrpPaMMHOro o6ecrneyeHns

MBKOCTb CLeHapreB pasBepTbiBaHNS 1 MPUMEHEHNS

BesonacHOCTb Ha ypOBHE apXUTEKTYpPbI s

LLinpokunin dyHKLMOHaN agMUHNCTPUPOBaHNS

TexHnyeckas nogaepxka MalunHbl MO NPUHLNMY «eQNHOIO OKHa»

CueHapun npumeHeHus Ckana“p MON.K:

[Mepexon, OT «MOHOMUTHBIX» MPUIOXEHWNA K MUKPOCEPBNCHO apXUTEKTYPE
3amelleHne 3apyBeXHbIX peLLeHII

Mepexopn ot OpenSource-peLleHnint Ha POCCUNCKNIN KOMMEPYECKNIA NPOaYKT
C Texnoanepxkom 24x7

EonHas nnatdopma ois BbINOMHEHNS Pa3nnYHbIX TUMOB Paboyrx Harpy3oK
B KOHTelHepax

O6ecneveHmne paboTbl KOHTEMHEPHbIX HArpy30K B aTTECTOBAHHbIX Cpeaax,
KW, 3OKW

KoHdurypauna MaLumnHbl

3 BblUMNCANTENBHbIX Yy3na nogcuncTtemMbl ynpaBneHny, 3 BbIUMCANTENBHbIX Yy3na nogcucrtemMbl

MuHumansHas nonesHol Harpysku, 2 ceTeBbix yana 48x25I6ut/c + 8x100I6uT/c, 2 ceteBbix yana 48x1réut/c
KOHuUrypaums +4x106uT/c
KnacTtepa [MpoueccopHble MOLHOCTI B MOACUCTEME NOSIE3HON Harpy3k — 192 duaunyeckinx sgpa
Kubernetes OnepaTunBHas NamMsaTb B MOACUCTEME MNOME3HON Harpy3ku — 768 I'b
XpaHeHMe faHHbIX Ha ToKasbHbIX AMCKaX BblYNCIUTENbHbIX Y3/10B MOACUCTEMbI MONE3HOIA
Harpysku 1/unm BHeLHe ANCKPETHON CUCTEME XPaHEHUS AaHHbIX C 6104HbIM gocTyrom (CSI)
MakcumanbHas 3 BblUMCANTENbHbIX Y3na NMOACUCTEMbI yNpaBneHns, 16 BblYMCANTENbHbIX Y310B MOACUCTEMbI

nonesHom Harpysku, 6 ceTeBbix y3noB 48x25 6ut/c + 8x100 [6ut/c, 2 ceTeBbIx y3na 48x1 éut/c
KOHoUrypaums + 410 [6uT/c

Knacrtepa [MpoueccopHble MOLHOCTIM B NoacuctemMe nonesHon Harpyskm — 1024 dunsnyeckux sgpa
Kubernetes OnepaTtuBHasg NamsTb B MOACHCTEME MOME3HON Harpy3kn — 64 Tb

XpaHeHre faHHbIX Ha fokanbHbIX ANCKaX BbIYMCANTENbHBIX Y3/10B MOACUCTEMBI MOIE3HOI
HarpysKku 1/unm BHeLHelN ANCKPETHOI CCTEME XpaHEeHUs aHHbIX C 6/10UHbIM ,qocwnow},@Sl)

/



MpenmywecTtBa

WNHopacTpykTypa

BesonacHocTb

PyYHKLMOHaNbHOCTb

Mopa nonesHyio Harpy3Ky, B O4HOM
knactepe K8S MatuuHbl (o 16
baremetal BbluMcnuTENbHBIX Y3N10B):

001000 ¢una. apep LMY
0o 64TE O3Y
1o 8000 pod

BapVIaHTbl XpaHeHNA faHHbIX:

XpaHVIJ'II/ILLI,e Ha NToKasIbHbIX ANCKax
BbIYNCTNTENbHbIX Y3/10B

XpaHunuiLe Ha BHELLHEN 6104HON
CUICTEME XPaHEHNs JaHHbIX
B cocTaBe MaluuHbl

Vcnonb3oBaHne CTOPOHHErO
xpaHunuwa Ceph nnn NFS

C MOMOLLBIO NHTErPUPOBaHHbIX

B natopMy MOLYEN, peanuayoLLyx

Be3onacHocTb Ha ypoBHe

apXUTEKTYypbl:
CeptuounumpoaHHas PCTIK
Poccumn OC

CeptunéunumpoBaHHas PCTIK
Poccun koHTenHepHasa nnatdopma

HO,D,TBep)K,D,eHHaﬂ COBMECTUMOCTb
C HanoxeHHbIM cpencrtsammn
3aLnTbl

[oBepeHHas 3arpy3ka OC
Ha BblYMCINTENBHDBIX Y3ax

VIHTerpaums ¢ LWMpoKyM CNeKTPOM
SSO-pelueHnn

Mopnepyxka pasHbiX onuuin paboTbl
c cepTudmnkatamu

BcTpoeHHble MHCTPYMEHTBI

Bo3amoxHocTt nnatpopmbl:

PazBepTbiBaHue, 3amyck
11 COMPOBOXAEHE XN3HEHHOTO
LMKa KOHTENHEPHBIX Harpy3oK

BoamoxHoCTb paboThl stateful
1 stateless npunoxeHwni

MynbTnapeHgHOCTb Ha 6a3e
N30NNPOBAHHBIX OKPYXEHII
(«NpoeKTOB») C BO3MOXHOCTAMU
MUKPOCErMEHTaLMN CeTH

LleHTpanun3oBaHHOe ynpaBneHne
pecypcamu

BcTpoeHHble MHCTPYMEHTbI
MOHWUTOPWHra 1 ornoBeLlleHns
[MpepHacTpoeHHas ceTb

1 FOTOBbIE BapuaHThI

y J19 NPOBEPKN 06Pa30B KOHTENHEPOB
odyHkumoHan CS| gpaneepoB & poBep P P GanaHc1poBKNy
Ha ysI3BIMOCTH
Oy6nnpoBaHHas ceTeBas Bo3moxHOCTb ynpaBneHus
nHdpacTpykTypa: cekpeTamu B cocTaBe nnatpopmbl
25 [BUT/C B OTKA30yCTONUMBOIA SUIOMOLLEIOECTREELOHS
KOHbUrypaLmK WNHCTPYMeHTa
BoamoxHOCTb ncnonb3oBaHus mTLS
npy B3aUMOLENCTBI CEPBIICOB
CoctaB 10 Ceptudukarthbl [ocTynHocTb

OI'IepaLWIOHHaSI cucrtema:
CepTudrLmMpoBaHHasi BEpCHst
«PE[] OC»

Poccuinckas nnatdpopma ynpaBneHus
KOHTEeNHepamu:

Deckhouse Kubernetes Platform
Certified Security Edition Pro
(DKP CSE Pro)

MporpammMHas nnatdopma ynpasieHus:

Ckana"p [eHom
Ckana"p BuanoH

CootBeTcTBME TPEGOBAHUSM:

EPPPI MuHnpomTopr PeecTtpoBag
3anuck Ne 10549739

Ceptudukatr PCTIK Poccum
Ne 4860 ot 04.10.2024

Ceptudpukat PCTIK Poccun
Ne 4060 ot 12.01.2019

OTKa30yCTONUYMBOCTb U BblCOKas
LOCTYMHOCTb Ha YPOBHE apXUTEKTYpPbI:

OTcyTCTBYE EANHON TOYKIM OTKa3a

3apesepBuUpoBaHHag NogcucTema
MOJSIe3HON HarpyaKku

3apesepBupoBaHHag rnoacrcrema
ynpaeneHns

3apesepBUpoBaHHag ceTeBas
noacucrema

Moanepyxka, pacwmpeHne, onuun

CepBucHas nopgaepxka

PacwnpeHune

MNocTaBkKka

TexHnyeckas nogaepxka
«113 OOHOrO OKHa», PeXuM 9x5
unun 24x7, ot 1 roga oo 5-tu net

Onunsa HeBo3BpaTa HakonuTenen

MacluTtabrpoBaHne NoJCNCTEMbI
NonesHol Harpy3Ku C LLIarom

B 1 BblUMCANTENBHDBIN y3en

(oo 16 BbluMCANTENBHDBIX Y3M10B

Ha knactep K8S)

MoHTaxHbI wkad 19" 42U Ckana'p
NNV MOHTNPYETCS B CEPBEPHbIE
wkadbl 3aKasumKa
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