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Ckana’*p ceroaHsa

pa3paboTKa U NPoOM3BOACTBO MOAY/bHOM NAAaTGOPMbI ANA BbICOKOHATPYKEHHbIX
roCyAapCTBEHHbIX M KOPNOPATUBHbIX NHGOPMALMOHHbBIX CUCTEM

8 rer 400 6500

CEPUIMHOrO KOMMNEKCcoB BbIYMCNUTE/IbHbIX
BbIMYCKa B MPOMbILLJEHHOMN y3/10B
3KcnyaTaumu



Jlnnenka npoayktos CKana”*p

NN BbICOKOHArpy»XeHHbIX KOPNOPaTUBHbIX U TOCYJapPCTBEHHbIX CUCTEM
KNnacTepbl BbICOKOM AOCTYMHOCTH, KaTacTPoPoyCTONUYMBBLIE U METPOKAACTEPDI

=

AnHammnyeckaa MHGPaCTPYKTypa
MawwuHbl BUpTYanusauyum Ckana”p MB

Ha ocHose pelweHunit Basis ana cosgaHna gMHammuecko
KOHBEPreHTHOM M rTMNepPKOHBEPreHTHON MHPPACTPYKTYpbI
LOA v BMpTyanbHbIX paboumnx mect nonb3oBaTenem

BbicokonpounssoauTenbHble 6asbl AaHHbIX
MawwuHbl 6a3 gaHHbIX Ckana’p MB/,

Ha ocHoBe peweHunin Postgres Pro ans samenbl
Oracle Exadata B BbICOKOHArpy»eHHbIX CUCTEMAX
c obecneyeHMem BbICOKOM AOCTYMHOCTH

M COXPAHHOCTM KPUTUUYECKM BaXKHbIX AaHHbIX

5

Big Data & Data Science

MawwuHbl 60nbwnX aaHHbIX Ckana’*p MBA.8

Ha ocHoBse peweHnit Arenadata, Picodata n Datamart
ANA co34aHnsa MHOPACTPYKTYPbl XpaHeHUs, Npeobpa3oBaHua
M OAHOBPEMEHHOM aHa/IMTUYECKOMN N CTaTUCTUYECKOM
06paboTkK 60bLINX 06BEMOB MHPOPMaLUK

I/IHTenneKTyaanoe XpaHeHne AaHHbIX

MawuHbl XpaHeHUA aaHHbIX Ckana’*p MXA

Ha OCHOBE TeXHO/1I0rMKN 06BEKTHOTO XpaHeHua S3

ONA reopacnpesenieHHbIX KaTacTpodOoyCTOMUYNBbIX CUCTEM
C COTHAMW MUIJIMOHOB OHBEKTOB PA3/IMYHOrO TUMA U
obecneyeHuna BbICTPOro AOCTyNa K HAM

Mcnonb3oBaHWe OnbiTa TEXHOIOMMUYECKUX TNAEPOB (rMnepckelinepos)
Mcnonb3oBaHMe camMbiX 3penblX U NEPCNEKTUBHbIX TEXHONOIMIA B KOOMEPALUM C TEXHOIOTMYECKMMWN TINAEPAMMU POCCUNCKOTO PbiHKa

B KaXX4OM U3 CErMEHTOB



NAK Ckana”p B EamHom peecTpe N
POCCUNCKON PAAMNOINEKTPOHHOWN NPOAYKLNM

MaLlwnHbl
I b | fﬁc}'ﬂapc"ﬂ?ﬂhaﬂ
Mogaynu ER, tommamarac— JN MUHTEOMTOPT

PeecTp npomMbILLNEHHOR NPOaYKLUK, MPOM3BENEHHON HA TEPPUTOPUN
KOMMNOHEeHTbI Poccuiickon Gegepaumnu

MawuHbI

NMPOrPAMMHOIO OBECINEYEHUA L EEpas

[MporpammHoe obecneyeHmne

= [poaykuma Ckana’p BKkAOYEHA B EAMHDBIN peecTp POCCMNCKON PaaMO3/IEKTPOHHOM NPOAYKLUUMK
= TexHu4yeckune cpeactsa MawuH u Moayneit CKana’*p BKAtoYeHbl B EAMHbBIN peecTp pPOCCUNCKOM PaaMo31EeKTPOHHOM NPOAYKLMN

= [lporpammHble KomnoHeHTbl MawuH CKkana”p BKAOUYEHbI B EANHBIN peecTp poccuiickmux nporpamm ans 3BM un 6a3 gaHHbIX



Ckana’*p MB.BPM

NHbpacTpyKTypa BUPTYabHbIX paboUumxX MECT «Mof, KoY »

bnaok kommyTauuu

BblicOkonpounssoamTesibHaa ceTb

r BNOK BblUMCNEHUA U XPAHEHUA

KnaCTep BbIYNC/TNTEJIbHbIX Y3/10B

CocTtaB npoaykKra:

= VDI-peweHune basnc.WorkPlace

= Mnatdopma BnpTyanmsauymm ot Ckana’p

= [lporpammHoO-onpenenaemoe XpaHuauLLe
= CepBepHoe obopyaoBaHue

= CeTeBoe obopyaoBaHue

MALLVHA BUPTYANU3ALIUU

[lpenmyLiecTBa

"  MHPpaCTpyKTypa BUPTYaASIbHbIX
PaboUmMx MecCT «noj, KNo4»

= YnpaBaeHne XMU3HEeHHbIM LUKIOM pa60qu
CTO/10B U I'IpI/II'IO)-KeHMI;i

= (OTKa3oycToMuMBan apxUTEKTYpa

= MacwTabuposaHue ao 16 000
nonb3oBaTenen Ha ogHy MawuHy



[OTOBbI K 1106bIM MacLliTabam

MpMmep BO3MOXKHbIX CLLEHAapMEB 1 YMCAa NOMb30BaTENEN

400 2000

Hebonblwoe OaHoBpemeHHO n BPM
BHegpeHue BPM N TepMUHaNbHble cepBepbl
Myn BPM Myn TepmuHanbHbIX
- . . cepBepoB
-

N

20 000

OrpomHasn, opraHM3aunoHHO
C/IOXHaA MHPPACTPYKTYypa
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KaK ycTpoeHa
MalwwnHa BUPTYyanbHbIX
pabounx mect Ckana”p MB.BPM

& KnueHT Baauc.WorkPlace s

BASIS




MalunHa BUPTYabHbIX pabouynx mecT
Ckana’*p MB.BPM

NH}pacTpyKTypa BUPTYaNbHbIX
paboumx mecT «noa, Kno4»

CocTaB npoAayKTa:

VDI-peweHune basmnc.WorkPlace
Mnatdopma BupTyanmsaymm ot CKana’*p
MporpamMmHo-onpeaeniemoe XpaHunmue
CepBepHoe obopyaoBaHue

CeTteBoe obopyaoBaHue

Bnok kommyTauun —

Bnok BbiuncneHns n XpaHeHna —

ALWIVHA BUPTYAITU3ALIUU

2




3ayem HyXXHa BUPTyanm3aumnsa pabouymx mecrt?

S >
G: . A
N "" :
@— 2 =-
— )
Be3onacHoOCTb YanewesneHue
NAHHbIX AA4MUHUCTPUPOBAHUA
3a cyeT LI,eHTpanVI3aLI,VIVI 3a c4eT TMNn3aunmu
AAHHbIX NONb30BaTENEN paboumx mect
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BO3MOXHOCTb
MUrpaLnm

33 CYET BO3MOXKHOCTU
MCNONb30BaTb MPUNOXKEHMS,
He noadepKnBaemble
Ha OC nonb3oBaTenA



OxunpgaHune | BPM — ato npocto

= [lopbepem pelwieHune
= Hactpoum BPM T
" [logKNto4MM Nonb3oBaTenen \
//Q\\ Nyn BPM
| L lc

e
) / BM BM BM
L 1)
N3 odpuca
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PeanbHocTb | BPM — 3710 c/10XKHO

Heobxoanmo yuyectb TpeboBaHUA B TaKMx 061acTaAX KakK:

= [logKnto4YeHWe Nonb3oBaTesielt B pasHbiX CLLeHapUsaX :

"  BanaHCMpPOBKa HArpysKu

= Bbe30omnacHoOCTb

o

[ 1

()

.

CoToBas cBA3b

JomalwHnm
Wi-Fi

&

I
ey |

N3 oduca

BupTyanbHble paboune mecta u TEPMUHA/IbHbIE CEPBEPDI

Mnatdopma BUPTYyanmsaumm
PernameHTbl aAMUHUCTPATOPOB U XeNnaecka

Myn TepMUHANBbHbBIX
cepBepos

- iR

Myn BPM
<—

BM BM BM

LIS
LTS

il

LDAP
Mpodunnu
MOHUTOPUHT
Xennaeck

11



Y10 U3 3TOro ectb B coctaBe Ckana”*p MB.BPM?

= [natdopma BPM Basuc.WorkPlace

= [natdopma cepBepHOM BUPTyanm3aumm

* [lporpammHo-onpeaensiemoe XpaHunumue

= CepBepHoe u ceTeBoe 0bopyaoBaHme

e |

e |

KAMeHT 1 npoTokon
Ana pabotbl 1 ¢ Linux

()

—

.

CoToBas cBA3b

—_ /

—

JomalwHnm
Wi-Fi

"  BanaHCUMPOBLUMK CETEBOM HarpysKu

= dyHKuuKM 6e3onacHoCTM

" (DYHI-(LI,MVI AAMUHUCTPUNPOBaAHNA U NOOAEPHKKHU nonb3oBaTeNien

=  *MOoHUTOPUHT (BCKOpe)

=

banaHcMpoBLUMKMK \

|

N3 oduca

Mnatpopma BPM

Myn TepMUHaNbHbIX
cepBepos

Myn BPM

BM BM BM

LIS
LIS

Ob6opyaoBaHue

Mnatdopma
BMPTyanusaumm

_ Sl

= LDAP
= [Ipodunau

= MOHUTOPUHT

*MOHUTOPUHT

= Xennpgeck

DyHKUMM ANnAa xenngecka
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ApPXUTEKTYpa

[¥] (TTTTTTTTTTTTTTT T i
= [lucnetyepbl NOAKAOYEHUIA ABNAIOTCA : : yn Tfepxgzi’;b”b'x
1
«LW03aMmM» ANA Noab3oBaTeNen i : — —_—
1
: ! L1
= bpokep BPM oTtBeyaert 3a: : ] T o UL L L
1 1
! [Oucnetyep I = ; Myn BPM
® XpaHeHune KOHCI)I/II'ypaLI,MM B b/} i NOAKNIOYEHNMIA : O 5, E:] ' ol e B
[ | [ Locooooo g '
= B3aumogeicTane c LDAP : BPM : ! B 5
' - = bl
" ynpasaeHuem onepaymamm c BM i : i >< L0 [ow] [ow] [om]
i LLInto3 BPM | —> Ell' _______ 0 4 >
1 o
= Pa3BepTbiBalOTCA B HECKO/IbKMX IK3eMnaspax Ans : B DhlZeEin] ! LIS
- B BPM
pe3epBMPOBaHUA U MacLLITabUpyemMocTu b . ; el THIINE

Mnatdopma
BMPTYyan3aLmnm
Q ‘IIIIIIIIIIIISV @

LDAP Postgres
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TexHun4yeckaa MHPoOpMaUUA
peweHnAa Ckana”*p MB.BPM




PaboTa B KOMMNEKCHbIX CLEHapuAX N

BupTyanbHoe paboyee MecTto U TepMUHA/bHbIE CEPBEPLI, NyBAMKALMA OTAENbHbBIX MPUNOKEHWNI, AOCTYN K
dunsnyeckum MK

N

[NepcoHanbHbIN
pabounit cton

YHUKanbHbI Habop MO

MOHOMNO/bHbIN AOCTYN OAHOTO
nosb3oBaTtens

Bceraa BKkAtoyeH 6e3 noTtepum ceccum

5520

Q9 Q LALA

CeccuOHHble (0gHOTUMHbIE)
paboumne cTonbl

CTaHaapTM3npoBaHHbIK Habop MO
C BbICOKOM HarpysKom

OauH nonb3oBaTeNb paboTaeT
B ogHoW BM ogHOBpemMeHHO

PoTauus pabouynx CTONOB MeXKAY
nonb3oBaTeNaAMun

ABTOMATM3aLMA CO34aHUA YAANEHNS
M obHoBNeHue wabsoHa

g%>g
e .

TepmnHanbHble cepBepbl
N Ny6NKaLNA NPUIOKEHUN

CTaHAapTM3MPOBAHHbIN Habop
MO ¢ HM3KOW HarpysKo

HeckonbKo nonb3oBaTtenei paboTatoT
B ogHOW BM ogHOBpeMeHHO

ABTOMATM3aUMA CO34aHMA
n obHoBNEHMe WabsioHa
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PaboTa B KOMNAEKCHbIX CLLeHapUAX

Moaaeprka cBA3aHHbIX KNOHOB: Onepaummn YyTeHuns

"=  DJKOHOMMWA MeCTa Ha XpaHuauue l l l l

" BbicTpoe pa3BepTbiBaHUE

| | | |
= =28 g =

MacTtep-o6pa3 Onepaymm 3anucu
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LLiInpoKkmne soamorxkHoctn ana OC

MoaaeprKa pasHbIX BEPCUNA:

* [oppepxka Windows 1 Linux Kak Ha KIMEHTCKOW, TaK U Ha CepBEPHOM CTOPOHaX

= [logKkntovyeHne K BUPTYya/ibHbIM pa6quM MeCTaM N TEPMUHA/IbHBIM CepBeEpPaM

" [loaaeprKKa LWMPOKOro CNEeKTPa YCTPOMCTB A0CTYNa

OnepaumoHHasn BupTyanbHbIn TepMUHanbHbIN YcTpoincTBa
cucTtema pabounii cton cepsep [0cCTyna
+ + +

Anbt

Pen OC + + +
Astra Linux + + +
Ubuntu } _ +
Knnentckne Windows + _ +

Windows Server
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3almnLEeHHbIN TepMUHan Ha base Kaspersky OS

MopknioueHnss [MapameTtpbl  VIHCTpyMeHTbI

= Pa3paboTaHa Bepcua KAMeHTa
basnc.WorkPlace gna KasperskyOS

MNoaKntoueHme

*= [lpuHuymnuanbHo HoBaAa OC
Ha 6a3e MUKPOAOEPHOM apPXUTEKTYPDI
(He Linux)

= LleHTpannsoBaHHOE ynpasaeHue
TepmnHanamm yepes Kaspersky
Security Center

= CoBMmecCTHaA pa3paboTka
N TeCTUPOBAHME ANA CO34aHUA
COBPEMEHHOW 3aLUULLEHHOMN
MHPpPaCTPYKTypbl BPM

Mpsmoe RDP-nopknioueHne MopxnoueHwne k basnc.Workplace

KTC-13435 @ Her cesian c Kaspersky Security Center  EN 27 sHB. 14:16
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PoKycC Ha 3KcnyaTauuto

= Peanusayma mMHornx GyHKLMIM 0b6CcnyKmnBaHuUA

=  OTnpaBKa COO6IJ.I,€HMM NOAKNHOYEHHbIM MO/Ib30BaATE/IAM

= C60p AMArHOCTUYECKUX AAHHbIX C YCTPOMCTBA AOCTYNa NoAb30BaTens

*= [logKkntovyeHne B ceccuio NONb30BaTeNA AJ19 OKa3aHUA TEXHUYECKOM

noaAepPHKU

=  OTt4yeTbl NO pa60Te No/b30BaTe/IeEN N CUCTEMDI

= [lpepoctasneHue nonHbix APl gna octanbHOro

R~ OTBA3aTh Nonb3oBaTenei

Myn

UTHDHBMTI:: coOo6LEHWE NOAKNHYEHHBIM KNMeHTam

OBHOBWTE areHT

PC roToBbix K NoOKMK

PC He roToBbIX K NOOKNHYeHWH

HocTynHbIR ropAYKiA pesepe

MNapameTpbi

OoctynHoCTh

Twn nyna PC

Pexum cospnaHm:

KTC-01085398

WHdopmaums OuardocTuka

KTC-01085398
95672d4a-fd32-4bd1-a94a-26439
eda9c73 W
10.0.244.10

21.09.2022,15:13
21.09.2022, 1525

vdi-user02
vdi-user02

Paspelwen

21.09.2022,15:13

1.6
KasperskyQS-SDK-TC-2.0.0.589

0MB

10.02.15
52:54:00:12:34:56
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PoKyc Ha be3onacHOCTb

CKana"p Cospars ~

CobbiTus

XypHan onepauun

CepbesHocTb Monb3osar.. ID nonb30s... |P-agpec Onepauus

= [1ByxdaKTOpHaA ayTeHTUPMKaLUA = KaTanoru nonb3oBatesnen
= PyTOKeH = Microsoft Active Directory
= eToken = SambaDC
= ESMART Token = QOpenLDAP
= JaCarta = FreelPA
=  WHTerpauma c Kaspersky " PacwupeHHoe }KypHanmpoBaHue

Obvekr

Tun obvekra
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boraTtbin pyHKUMOHAN peLlleHuns

YnpasneHue

Mybankaums BUpTyanbHbix paboumx ctonos Windows u Linux

MapKupoBaHue paboymx CTOI0B U TEPMUHANBbHbIX CEPBEPOB, Ha
ycTapesLwem wabsoHe

CmeHa wabnoHa pa6oqero CTOJ1a U TEPMUHANIbHOTIO CepBepa C
dBTOMaTUYECKUM Nnepeco3gaHnem

3agaHue hostname pabouyero cTona Ha Linux B coOTBETCTBUMU C
Mmackol B nyne PC. MapK1MpoBaHue paboymx CTO/I0B C yCTapeBLUMM
areHTom

MepemelyeHne pabounx CTONOB MeXay nynamu

CBOAHbIN 3KpaH nyna paboumnx ctonos

Be3sonacHoOCTb

3agaHne npuBUAErniA NONb30BaTe/IEN B CECCMOHHOM Ny/e Ha 6ase
Windows B HaCTpOMKax Nyna, a He B HAaCTPOMKax areHTa

TaliMmayT HEAKTUBHOCTM ANA NEPCOHANMU3NPOBAHHbIX NynoB PC

AOMUHUCTPUPOBAHUE

My6bnanKkauma TepmmHanbHbix cepsepos Windows m Linux

3apaHue VLAN B HacTpoMKax nyna pabouymx ctonos
N TEPMUHANbHbIX CEPBEPOB

ABTOMaTM3MpPOBaHHOEe 06HOBNEHMe areHTa BPM

Ob6paboTKa HegocTynHocTM BPM B KOHCONM agMUHUCTPATOPaA

[NognepKa

OTnpaBKa coobueHnin NogKNOYEHHbIM NO1b30BaATENAM

MNogKkntoyeHne B ceccmio Nosib3oBaTess A8 OKa3aHUA TEXHUYECKOM
NnoAAepPHKKU

OT1yeTbl No paboTe nNosb3oBaTeNen U CUCTEMbI

C60p AMArHOCTUYECKUX AaHHbIX C YCTPOMCTBA AOCTyna
no/sib3oBartena
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[MNnepKoHBepreHTHaA NnatPopma
MawwnHa snptyanmnsaymm Ckana’*p

MalwmnHa BUpTYyanbHbix paboumx mect Ckana”p MB.BPM N

BK/IOYAET cneylolme KOMNOHEeHTbl NAaThopPMbl:

= unepsu3sop, obecneunsatoLmil K1acTep BbICOKON A0CTYMHOCTU

= [lporpaMMHO-oNpeaeniemasn CMCTeMa XpaHeHus,
peanusyoLan MHOFOYPOBHEBOE BbICOKOAOCTYNHOE XpaHeHMe @ @
ONAHHbIX XpaHunuuye XpaHunuye

= Cucrema ynpasneHus, obecneymsaroLas ynpasaeHune ( J k J
KOMMOHEHTaMM €13 OHOrO OKHa», K Takne GpyHKLUN KaK @

Knactep 6anaHCUPOBKU HArpysKu 8

MHoroypoBHeBoe
dl

»  BbICOKOAOCTyNHOe <
XpaHeHWe AaHHbIX

—
—



TexHun4yecKas noaneprKka n ycayrm

N

MawwuHbl CKana”*p NOCTaBAAKTCA C MAKETAMM YCAYT TEXHUYECKOM NOAAEPHKKM:

24x7

C NoAAEPHKKOM
cny»K6 akcnayaTaymm
B KPYI/IOCYTOYHOM pexmme

TEXHUYECKas
noaAeprKKa 13
«OAHOro OKHa»

BO3MOYHOCTb aBaHCOBOM 3aMeHbl U PEMOHTA
060pyA0BaHMNA NO MECTY YCTaHOBKMU;

1-5 ner

C BO3MOXHOCTbIO
npoaneHnA

X

onuunAa HeBO3BpPaATa HaKonuTeneu c AaHHbIMHU

KpyrnocytoyHo

= 8-800-234-23-25

= tac@skala-r.ru

"  JINYHbIK KabuHeT Service Desk
= https://tac.scala-r.ru

7

B nporpammy noanepKun BXO4MUT:

" peleHne NHLUNAEHTOB
" KOHCY/AbTaLMM MO 3KcnayaTauum MawmH

" npepocTaBneHue obHosneHun MO

JononHutenbHble
npodeccnoHasnbHble YyCayru

Mporpammbl AONOJHUTENbHbIX KOHCYNbTaLMIA
aAMWHUCTPUPOBAHUA U 3KcNyaTaumMm MalwuH

24



[Toyemy 3aKa34mku BbibupatoT Ckana’*p

[nyboKaa MHTerpaumna u BCTpeyHana onTMMmn3aumna
KomnoHeHToB MO 1 MUKPOKOHTPONNEPOB:

= BbicoYaMLLasa yCTOMYMBOCTb
" JKCcTpemanbHaa NPoM3BOAUTENBHOCTb

= CrabuabHble NOKa3aTenun Ha npeaenbHbIX Harpy3Kax

» CepuinHbIM BbIMNYCK, NOAAEPKKA U CEpBUCHOE 0b6CcnyKnBaHue 24*7
" BbICTpOE pa3BepTbIBAHWE M BBOA, B 3KCNAyaTaLMIO

= CooTBeTcTBME TPEOOBAHMAM K KPUTUYHbBIM, BbICOKOHArPY»KeHHbIM
NHPOPMALMOHHBIM CUCTEMAM

=  CHUXKeHWe COBOKYNHOM ctommocTty Bnagenus (TCO)

CKAAQ™P---
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CKana’p

MALNHA XPAHEHWSA DAHHBIX

MALIVHA BA3 DAHHDBIX
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