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[TocTpoeHne poBepeHHON NHPPACTPYKTYPbI
BbICOKOHarpy>XeHHbIX CNCTEM
moaynbHbimun NAK Ckana“p
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[MpoaykToBble HanpaBneHuda Ckana“p

peleHNd 019 BbICOKOHarpy>XeHHbIX KOPrnopaT/BHbIX 1 TOCYOaPCTBEHHbBIX CUCTEM

[nHamunuyeckas =
NHPpPaCTPYKTypa ~

MawwunHbl guHaMmnyeckon
I/IHCI)paCprKTypr Ckana"p MU

Ha ocHoBe pelueHnin BASIS gng cospaHuna
LVHAMUNYECKOWN KOHBEPIreHTHOW 1 FTMNePKOHBEPTEHTHON
NHPPACTPYKTYpPbl cepBepHon BupTyanmsauun LIO

1 BUPTyasbHbIX pabouyrx MeCT nonb3oBaTtenen

NHdppacTpykTypa .
nm R

MalunHa NCKYCCTBEHHOI O NHTEIEKTA
Ckana"p

Ha OCHOBE ONTUMN3NPOBAHHOIO NPOrPaMmmMHO-
anmnapaTHOro cTeka Ans MakCumMasibHOW
NPOW3BOANTENBHOCTY NpY paboTe ¢ Mmogensmu VA

YnpaBneHue %ﬁ
AaHHbIMU

MawwnHbl 6a3 gaHHbix Ckana”p MB[]

Ha OCHOBe pelueHunin Postgres Pro ong sameHsl
Oracle Exadata B BbICOKOHarpyxeHHbIX CucTemax
C obecneyYeHmnem BbICOKOW OOCTYMHOCTY

1 COXPaHHOCTY KPUTUYECKIN BaXHbIX AaHHbIX

MaLmnHbl 6onblinx gaHHbix Ckana'p Mb[4

Ha ocHoBe pelueHun ARENADATA n PICODATA

LS co3naHns nHbPaCTPYKTypbl XpPaHeHNs,
npeo6pa3oBaHNg, aHaNUTNYECKON, CTaTUCTNYECKON
06paboTKMN faHHbIX, a TaKke pacrnpenefeHHbIX BblYNCIEHNIA

MaLwunHbl XxpaHeHuns gaHHbix Ckana”p MX[,

Ha OCHOBE TEXHOOT O6BbEKTHOrO XpaHeHns S3

LS reopacrnpeneneHHbIX KaTacTpodoyCTONUMBBIX CUCTEM
C MunnapgamMmy o6bekToB PasMYHoOro Tuna

N o6ecrneyeHns 6bICTPOro OOCTyna K HAM

peLleHns Ha ocHoBe nnaTdopMbl S3 1 POCCUINCKOro
MO ong KoMNNeKCHbIX 3afgay pe3epBHOro
KOMMUPOBaHNS 1 BOCCTAHOBEHS KPYMHbIX MacCUBOB
[OaHHbIX CO BCTPOEHHOW NepapxXmnen XxpaHeHuns

N obecrneyeHnemM BbICOKOW LOCTYMHOCTI KOMUNA

CneunannsnpoBaHHbie
L, P
peLweHns

MalunHa ynpasneHuns
TEXHOJIOrMYeCKNMn npoueccamm
Ckana"p MCI1.TI1

BbICOKOHafexXHas nHPpacTpyKTypa ang

pa3nunyHbix ACY Tl npoMbILLAEHHbIX

npeanpuaTyi C BbICOKUMY TPe6oBaHNSM

K OTKa30yCTONYMBOCTY U NHOOPMALMIOHHON
6e3onacHocTn. CooTBETCTBYET TPE6OBaHNSM
30KNW, B TOM uncne kputepusam Kk goBepeHHbimM [AK

MawwmnHa cneunannsanpoBaHHbIX
6aHkoBCckunx cuctem Ckana"p MCI1.BC

Ha nnatdopme MawwnH Ckana”p ons 3agay
knacca ABC n NpoLeCCnHroBbIX peLleHui

C NOAAEPXKKOW BbICOKOW TPaH3aKLNOHHON

N aHaNNTNYECKOW HarpysKu, CerMeHTNPOBaHNS
6a3 faHHbIX 1 obecneyeHuns V1B

B Koonepauunnm C TexHoaormn4yeCcKknmm angepamm pOCCI/II‘/'ICKOFO PbiHKa B Ka>XAOM N3 CermeHToB



MopynbHas nnatdopma Ckana’p N

EOVHBIN NpUHLUWN MOOYIBbHOW KOMMOHOBKW 1 MaTOOPMEHHbI NMOaXo.a

HE
EauHas o6nayHas cuctema iC‘()j 8aS S =8 gaas
ynpaB/ieHNnga cepBncamm et i =]
EnnHas cucrtema ynpasneHus h= PaspeneHne A Sz s_,J.-L-".'..
~ e = =2  MynbTUTEHaHTHOCTb = "080 ABTOMATU3ALNG

pecypcamMm n aKkcnnyatauumen ©7  pecypcoB Sl

24 "L o
MopynbHas nnatdopma

[OunHamunyeckasa nHppacTpykTypa WNHdpacTpykTypa ynpaBneHus gaHHbIMU

- J

OTpacneBble
peLueHns

[rHamunueckas nHbpacTpykTypa TpaH3akuUnoHHas 06paboTka YnpaBneHue gaHHbIMM

ST ’



Passutue: MporpammHas nnatdopma Ckana”p N

ob6beanHeHne pasnNYHbIX OMEHOB yrnpaBieHUs B €ANHYI0 06 BEKTHO-CEPBUCHYIO rpadoByIO Mogesb -
KOMMIEKCHOE peLlueHne ang akcnayataumum nHepacTpykTypbl yposHs LIO[

= EpwmHag Touka 0630pa
COCTOSIHUS KOHTYpPa

Mpunoxenns Cetn

=  0O603pNMOCTb 1 yoobCTBO
ynpasnenns IO

CepBepbl

----------

= Lndposoin oBonHmMK
NHPPaCTPYKTYypPbI
= KOHTpOsb N3MEHEHNIN

060pynoBaHNS U
CepBUCOB

[Nonb3oBaTenu

,,,,,,

=  MogenupoBaHue
N3MEHEHWNIA

B MHpPACTPYKType

= Bbicokag cTeneHb
aBToMaTun3aLunn

......

CepBuchl

e




[MTAK Ckana”"p B Peectpax P® N

MawwuHbl Ckana”p (IMAK)
Mopnynun Ckana”p (MAK)
KOMMOHEHTbI

§:::: PEECTP
¢¢ "  MPOrPAMMHOIO OBECMEYEHUA

[MporpammHoe obecneyeHmne

CooTBeTcTBYIOT KpuTepusm gosepeHHoro MNAK (MM 1912)

'NAK Ckana” =  TexHonornyeckas He3aBNCUMOCTb
P = HdopmaLmoHHaa 6e30MacHOCTb

= DyHKUMNOHabHas YCTONYMBOCTb




iIMmnopTo3ameLleHne: cCnoXXHOCTb Bbibopa

OTcyTCcTBME TEXHOIONMYECKOro NINAEepPCTBa

@ no6anbHbin UT-pbIHOK

XpaHeHune

DaHHbIX
HITACHI Ll
~KVM

thah " HE p
'clls'clo' NetApp m: Microsoft

BbluncnutenbHag CcYB[ OnepauunoHHbie
CcCuUCTEMbI

nHdpacTpyKTypa

BupTtyanunsauus

CeTteBag
UHppacTpyKTypa

ORACLE B Microsoft

‘ Red Hat

B Microsoft

CeteBas
MHdpacTpyKTypa

EX @QTECH

Zelax

/& uePoBbE
L2 PEWEHWA

BbluncnutenbHag
MHPpacTpyKTypa

M\ rpABUTOH

e The =

AGUARIUS
Q) OpenYard

/\.
SN DELTA

“* GAGARV¥N

XpaHeHune
AaHHbIX

AGUARIUS m

We AerEDISK

Ccvyba

Pogzg resPro gAD

tantor & SBER TECH

< GIS 881

PICODATA AAHHBIX

[Mpobnembl otcyTcTBUa NT-nngepoB Ha pOCCUNCKOM PbIHKE
Mpo6bnema COBMECTUMOCTI C MPoayKTamMu U3 pa3HbIX KNaccoB

PasmbiBaHe NOHATUS «IAEP»: B KaXOOM CErMeHTe CyLLEeCTBYIOT
[OECHTKI Ha NepBbI B3rNam PaBHOLLEHHbIX MPOAYyKTOB

OTcyTcTBre HGOPMALIN 1 MPaKTNYeCKOro NoATBePXaeHS

COBMECTUMOCTV MPOQYKTOB
Bpems 1 pecypchbl Ans NogTBEPXAEHS COOTBETCTBUS 3asiBIEHHON

®YHKUMOHANbHOCTN

Poccuncknmn UT-pbiHOK

BupTtyanunsauus

Veil (ssmamux) sl
vm (@)
BASIS numA

PYCM3IK #irT
2O S KMBEPNPOTEKT

OnepauynoHHble
cuUCTEeMbl

ah'a*:}L =EE,£I,OC

ASTRALINUX \\

applite (& SBER TECH

8. oo




iImnopTo3amelleHne: BapnaHTbl Nnepexoaa N

[TOKOMMNOHEHTHOE 3aMeLLEeHNE: CospaHune ueneBon posepeHHon NT-nHdpacTpyKTypbl:
) Bpqu Ha N3y4yeHmne BapmaHToB, TeCTUpoOBaHMe N Bbl60p L) ﬂOCﬂeﬂOBaTeﬂbell‘/ll rnepeBon CMCTeM Ha LesieBYIo OBEPEHHYIO
= JlaBnHa B3anMOCBSA3aHHbIX NMPOEeKTOoB Mo BHeApeHo VIT—VchI)paCprKTypy

= CHIMXEeHMe HarpysKku ¢ TekyLlen nHpacTpyKTypbl 1

=  CnoXHOCTb CHXPOHM3aunn 0OPOXHbIX KapT Pa3BNTUA
OTCyTCTBIUE HeobxoanmmocTn ee MaCLIJTa6VIpOBaHVI9|

= Poct CpOKOB BHeApeHNd N pUCKOB Ha CTblKaX
" COKan.I,eHVIe CpOKOB BHEPEHUA N CHNXEHWE PUNCKOB

(0 _ J—
LB xpavere [« JfBBE rpoec: |, il FE
: i « 1 BupTyanuzauus | = ——
[ seneex : = B ;
3 I
v — . | | é |
: E ,
» [lpoekT: - _ |
Iz OEKT: ‘ :
~ CerteBas < > E’@ CF;’BJJ, < ckana’p
- WHdpaACTPyKTypa
A f
\ 4 A \ 4
== [lpoekT: MpoexT:
> BbluncnutensHas (< :@ OnepaLyoHHble [«
~ 7 unHdpacTpykTypa CUCTEMDbI \‘




[Mouemy NAK Ckana”p

Bbicokas 0TKa3o0yCTONYNBOCTb

3a cueT cneunann3npoBaHHON MOLYJ1IbHON
N KNacTepHOWN apXUTEKTYPbI peLleHni

SkoHomuns oo 20%
Ha MPOoeKTUupoBaHUN N BHeApeHNN

MpoaykTbl pasBuBaloTCS
cy4yeTom rnoxenaHni 3aKa3dumnkoB

Bbicokas noctynHocTb
1 KaTacTPOPOYCTONUMBOCTb aPXNTEKTYPbI

CootsetcTBue TpebosaHusm Ib

Poccunckoe o6opynosaHue n MO

Bbicokas npon3soanNTesibHOCTb

BcTpeyuHas onTuMmnsaums n ycTpaHeHne y3knx Mect
Mo BCEeMy CTeKY NPUMEHNMbIX TEXHOOT I

MALLUHA BONbWKUX AAHHbDIX

EnnHaga TexHnueckasa noaaepXxka

ConpoBoxpaeHne o60pynoBaHNg 1 MPOrpaMmMHOro
obecneyeHns Bcex KOMNoHeHToB MalumH

YckopeHne 0o 30%
npoekToB MMMopTo3amMeLleHNs

KpaTHoe COKpalleHne NHUNOEeHTOB,
CBSI3aHHbIX C OLUN6GKaMWU aKCnnyataunnm

Ypo6c¢TBo 3akynoyHbix npouenyp ans NAK n Moagynen —
3To HOMEHKaTypHble no3uunn PeecTtpa Par
MwuHnpomTopra P®

CooTBeTCTBUE akKTyalJibHOMY 3aKOHOOaTeNbCTBY
rno 3akyrnkam — NpedepeHuUnn n3gennam

MpumeHeHune gna KNC n F'NC,
skniovas goBepeHHble MNAK ona K

Mpsmoe B3auMoaencTBme C TEXHOIOrMYECKMI MapTHePaMm No PasBUTNIO HEOBXOANMOro 3akadunkam dyHKLoHana

[NAK — lNporpammHo-annapatHble komnnekcbl 1 Mogynu nnatdopmbl — BKIOYEHbI
B PeecTp poccuinckon NpoMbILAEHHON 1 paanoanekTpoHHon npogykuum, MO Ckana®p - B peectp MuHumndpsl



>

MawunHbl Ckana”p gng 3agay BupTyannsauum

BbICOKOMPON3BOANTE/IbHbIE NPOrpaMMHO-annapaTHble KOMMIEKChI
ONS co3naHung AuHaMmunyeckon nHdpacTpyKTypbl BUPTYyann3auum

B/ SIS

Ckana"p MOWN.O < Basis Dynamix Enterprise 0o 500 O
MAK BupTyanusauum cepBepHoOn MHPPaCTPYKTYPbl U CO3AaHNA YaCTHOroO o6naka C yanos B [1AK ;
6nouHoi CX[1 (koHBEepPreHTHbII) 2 |
S . - _-
. . . 16 000+ ==
Ckana"p MOW.B < Basis Dynamix Standard : — %
MAK BupTyanusauuy cepBepHon MHPPaCTPYKTYPbI C rMNepPKOHBEPreHTHbIMUYI BAPTYyasbHbIX gx ; Z
y31amm XpaHeHns pabounx mecT 3 e =l %
P === %
Ckana"p MOW.P & Basis Workplace ==z
OOCTYMHbI BEpCUY .
[MAK BnpTyanunzauyum paboumx mect (VDI) Ha ocHoBe Ckana”p MOV.B dCTAK @
Ckana”p MOW.K < Flant Deckhouse Kubernetes Platform i
BupTyanbHoe Kb +
[NMAK KOHTENHepHOW BUpPTYanusauumn n opkecTtpaumm gnsa K8s 3D VDI ’ ’30‘ ’
<=z \‘%;ﬂ%khouse

& Kubernetes Platform

10



OXxngaHuns KJINeHTOB

oo
mom| .
—E—

FocymapCTBEHHble
opraHmMsauum

= CooTtBeTcTBUNE
POCCUNCKNM TPebOBaHNAM
NB (PCTISK)

= [onrocpoyHas nogaepxka
N NpenckKasyembli
XWN3HEHHbIN uyikn (5+ net)

= BoO3MOXHOCTb NMOoCTpOEeHNS
BEOOMCTBEHHbIX
N pernoHasnbHbIX 06/1aKoB

= OTcyTCTBME 3aBUCUMOCTHN
OT 3apyb6exHbIX
MNOCTaBLUNKOB

BaHkoBckumn
cekTop

[apaHTUpoBaHHas
HenpepbIBHOCTb KPUTUYHbBIX
CEepBNCOB

Bbicokas
NPON3BOANTENBHOCTb AN
TPaH3aKLUVOHHbIX Harpy3oK

I\/IHoroypOBHeBaq 3alnTa
NMnepCcoHalibHbIX
n q)I/IHaHCOBbIX OJaHHbIX

BoicTpoe maclwtabrupoBaHme
ONS MKOBbIX Harpy3okK
1 3arycka HOBbIX CEPBICOB

L1

Putenn n
e-commerce

'mbKoe macluTabupoBaHne

NHPPAaCTPYKTYpPbI
nof Ce30HHbIe MK Npoaax

Bbicokas BOCTYMHOCTb
OHNanH-cepBucos 24/7

BbicTpoe pa3BepTbiBaHNE
TECTOBbIX/pa3paboTyecknx

cpen

3a LWTa nepCoHallbHbIX
OaHHbIX HOKyﬂaTeﬂeVI
(152-3)

MuHuMn3auns BpemeHn
OTKAMKA 019 KINEHTCKINX
NPUIOXEHWNIA

Tenexkom

MNopaepxka nnatdopm
BbICOKOW MSIOTHOCTI
BUPTYasbHbIX CETEBbIX

dYHKLMIN

MaclwTtabupoBaHue
BbIUNCNIEHUI N XpaHUNLLA
npw pocTe aboHEHTCKOW
6a3bl

HapexHocTb

N OTKA30yCTONYMBOCTb
NpwW KPYrnoCcyTOUYHON
akcnayaTauumm

1



OTBeuaq NoTpebHOCTIM Bnu3Heca N

-
L [M6koe MacLTabupoBaHme _—D, CokpauieHune TCO n akoHoMmuns pecypcoB
| . ppe—
[I__l' i ! = BO3MOXHOCTb HapaLU/BaHIS BbIYNCINTENBHO = = KoHconupauwms n apdeKkTNBHOE NCMONb30BaHME
. MOLLHOCTI PECYPCHbIMU MOAYNSIMI 683 OCTaHOBKM 060PYO0BaHNS CHIKAIOT KanTanbHble
CEepBIICOB 1 OnepaLIMOHHbIe 3aTPaTbl
Bbicokasi AOCTYMHOCTb 1 OTKa30yCTONUYNBOCTb CooTseTcTBUE TPEGOBAHMSM 6€30NACHOCTY
 OTeNTETENE G O O TR = [loBepeHHas 3arpy3ka, KOHTPOSb LIENOCTHOCTHU,
obecreunBaeT HernpepbIBHYIO Pa6oTy, # CepT"'q""Ka”-V'qvq)CTeK i et gl porlee
o6ecrneyeHa BbICOKasi BOCTYMHOCTb BV ABYX(paKTOPHON ayTeHTMdNKALIAN

n aBToOMaTn4yeckad 6aﬂaHCV|pOBKa Harpysku

¥ cepBepHON BUpTyanusauumn = LleHTpanu3oBaHHbI Be6-uHTepdenc n REST API

s aAMUHNCTPUPOBaHNS BCEX K1aCcTepoB,
* [lonHodyHKUMOHaNbHasa cpefa BUpTyanu3aunm ﬁx aﬂmnm PP P
Ha COBCTBEHHON M/IOLLLaAKe KOMMaHWM C FOTOBbIMM P t
API onga nuterpaunn

L BbicTpoe pasBepTbiBaHNE NHPPACTPYKTYPDI ﬂ.* EnnHoe ynpaBneHne n aBTomatusauus
Q=

12



Cemencteo MawmnH gnHammnyeckoun
nHepacTpykTypbl Ckana”p MAU

lpaHuubI
NPUMeEHeHNSs 3anaum LE

3awwuTa SIZEER
nexne

XpaHe-
Hue

MawwuHa BupTyanusaumm

AN YacTHbIX 0611akoB
Ckana"p MON.O

YacTHoe
obnako

Bonbline nHctannaunm
£0 120-500 yanos
MynbTUTEHaHTHOCTb

Basis Dynamix Enterprise

Basis Guard
Basis Virtual Security (PCT3K)
ABaHnocTt FAM

CXO YADRO TATLIN.UNIFIED

MawunHa cepBepHon
BupTyanusauum Ckana"p
MAOW.B

BasoBag BupTyanunsauuns
[Nnatdopma ong
crneunanmnanpoBaHHbix MNAK

Ot 4 po 20 y3noB B
KnacTepe, 0o 9 knacTepoB
Ha MAK

Basis Dynamix Standard (vControl)

Basis Guard
Basis Virtual Security (PCT3OK)

ABaHnocTt FAM

SDS Basis uStor n/unm
CXO YADRO TATLIN.UNIFIED

MawwuHa BupTyanusaumm

pabounx mect Ckana”"p
MAOW.pP

BuptyanbHble
paboune mecTa

[0o16 000 +
pabo4ynx mecT

Basis Dynamix Standard
+ Basis Workplace

Basis Guard
Basis Virtual Security (PCT3K)
ABaHnocTt FAM

SDS Basis uStor nnn
CX[O YADRO TATLIN.UNIFIED

[MporpammHag nnatpopma Ckana”p NeHOM

MawwunHa KoHTenHepusaunn
Ckana™p MOWN.K

KoHTenHepunsauns
NPWIOXEHNS

[o 8 000 PODs

Flant Deckhouse Kubernetes
Platform

Bepcna ®CTOK
AsaHnocT FAM

JlokanbHble guckn n/unm
CXO YADRO TATLIN.UNIFIED

13



MalnHa cepBepHOM BUPTYanmnsaunm
Ckana“p MO.B

[lnHamumnyeckas NHPPacTpyKTypa



MawwuHa Ckana”“p MA.B

[Opn30OHTaNbHO MaclTabnpyemas MHPpPacTpykTypa cepBepHON BUpTyanmaauum
c ucnonb3oBaHmnem 1O Basis vCore / vControl

— CueHapum npumMeHeHns

= CepBepHas nHppacTpykTypa — BUPTyanm3aumns koprnopaTusHbix VIT-cuctem non‘u‘e p)KKa Ha 1 B M
(ERP, CRM, 6a3bl paHHbIX 1 4p.)

= [ocynapctBeHHble IC — cooTBeTCcTBUE TPpeboBHNAM DPCTIK, nogaepxka 'I 2 8
KpUTMYecKol NHdPacTpyKTypbl JJ,O VC P U

= BblcoKoHarpyXeHHble CEpBUCHI — BU3HEC-TPUIOXEHUNS, BUAEO-aHaNnTHKa,

noTokoBas 06paboTka 0o 1 T6a|7'|T RAM

— OcobeHHOCTUN

MALLMHA QVUHAMWHEC KON UHOPACTPY KTY P

ckaaa’p -
= [Opun3oHTanbHOE MacLITabupoBaHNe — HapallBaHe pecypcoB 6e3 MpoCToeB 2 :
= Bbicokag oTkasoycTonumsocTb — knactep HA, pennukaumnsa n Erasure Coding, Pa3Mep
KaTacTpOoPOyCTONYMBOCTb 1 reopacnpefeneHmne
= [mbkag apxutekTypa — nogaepxka y3noB XpaHeHNs Ha OCHOBE K1aCCUYeCKon BU pTyaﬂ bHOIo HMCKa

CX[, nporpaMmmHo-onpeaensemMoro xpaHeHus B runepkoHsepreHtTHom (HCI)

n koHBepreHTHoM (Cl) ncnonHeHun D,O 1 6 T6a I7|T ‘

= EnunHoe ynpaeneHne — Be6-uHTepdenc n REST API, npegocTaBnsgemMblii
Basis vControl n Ckana"p N'eHowm

= CeptuounumposaHHble C3W — Basis VirtualSecurity, Avanpost FAM, Co6onb | =

— 3amMellaemMble TEXHONOrnm
VMware vSphere, Microsoft Hyper-V, Citrix Hypervisor

15




P

Gop
A N
MawwnHa Ckana”"p MOW.B } ol
ApXMTEKTypa U MacwTabupyemocts | Tnepomspre || rezbopus coparcion

MuHuManbHag KoHuUrypauus knactepa

= 4 rNepKOHBEPreHTHbIX y3na
(y3nbl BblumcneHus n xpaHeHuns SDS)

= 1nn 4 yana BbluncneHns + 6noyHas CX nnn
SDS

Knactep BVS

MnepKoHBEpPreHTHbIN

PekomeHayembin pa3mep knactepa KnacTep BblUMCAEHUS

= [o 20 y3n0B BblYNCNEHNS B KNacTepe 2
S&

Nonb3oBaTenn

= KonuyectBo knactepoB B NAK - o 9

MakcumanbHoe konuyectso BM
B nHdpacTpykType NAK

= He orpaHunyeHo

MakcumanbHoe konnyectso BM
Ha O4HOM BbIYNCNTENBHOM y3/1e Q

- 250 Hd —
L

[Nonb3oBatenun

MakcumanbHbii 06bémMm O3Y
Ha OAWH BbIYNCANTENbHbIN Y3er

- 8 T6ant * NYHKTVPHO IMHNEN yKa3aHbl OMLUMOHAaNbHbIE
anemMeHTbl B MaluvHe 16



MawwHa Ckana“p MOW.B N

1ponN3BOANTENBHOCTb U MacCLUTabnpyemocTb

— Bbicokag npon3BoanNTesIbHOCTDb
- C6anaHCMpPOBaHHbIV KOMMAEKT 060PYAOBaHNS

= ApxXuTekTypHas onTuMmn3aumns npons3BognTebHOCTA

= CneunanbHasg KOHPUrypauns nporpaMmmHOro obecneyenHmns

=  BanugunpoBaHHble koH$Urypaumm ob6opynosaHung, MO, NpowmnBoK, ApanBEpOB

— KopnopaTunBHbIn ypoOBEHb peLleHns N MmacLuTabupyemMocTb

= [ Opn3oHTanbHOEe MaclUTabupoBaHe — gob6aBneHne cepBepoB 1 kKnacTepoB 6e3 0CTaHOBKM PaboThbl
= EpumHoe ynpaBneHne — LeHTpann3oBaHHOEe agMUHUCTPUPOBaHE OeCATKOB knacTepoB Yepes Basis vControl, “reHom

= OTKa3oycTon4ymBOCTb enterprise-knacca — aBToMaTnyeckuin nepesanyck BM, pesepBupoBaHme ceTen n gaHHbIX

— [[apaHTUpoBaHHOE Ka4yecTBO
= [lpn Nnpon3BoaACTBE NUCMONb3YIOTCH BbICOKOKAYECTBEHHbBIE KOMMNEKTYIOWMNE

= C6opka NpoayKLuny OCyLLEeCTBNIETCH CTPOro B COOTBETCTBIUN C YTBEPXAEHHbIM MN1IaHOM pPa3MeLLEHNS KOMMOHEHTOB
= [lepBuyHoe pasBepTbiBaHme 1O ocyuLlecTBASETCH B aBTOMaTNYECKOM peximnme

= BbinonHeHne paboT BbICOKOKBaNNOULMPOBaHHbIMI CeuanncTaMimn Ha BCex aTanax XnU3HeHHOro uukna
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MawwuHa Ckana”“p MA.B

OTKa30yCTONUYNBOCTb N MacLUTabnpoBaHune

YpoBeHb BbIUNCNTENbHbIX PECYPCOB
KnacTtep Bbicokon goctynHocTn (HA) Ha ypoBHe runepsnsopa Basis vCore
OunHamunyeckas 6anaHCcpoBKa Harpy3ku Mexay y3namu knactepa

Xuneaga murpaunsg BM 6e3 npoctoeB

"opun3oHTanbHoe MmaclTabupoBaHne Mogynamu (yanamu, knactepamm)
[lo6aBneHmne HOBbIX PECYPCHbIX y3/10B 6€3 OCTaHOBKIN CEPBUCOB
LleHTpann3oBaHHOe ynpaBieHne HECKObKUMI KlacTepamum

[Mogcucrtema xpaHeHus B ucnosiHeHun HCI
Pennukauns oaHHbIX — XpaHeHune konuii (2, 3 n 6onee) Ha pasHbIx y3nax

Erasure Coding (EC) — cxembl 3+2, 5+2, 7+2, 17+3 pns 6anaHCnpoBKN MeXAy N36bITOYHOCTbIO
N SKOHOMWUEN

YacTnyHasa pekoHCTPYKLMS — aBTOMaTNYeCKoe BOCCTaHOBIIEHNE TONTbKO MOBPEXAEHHbIX 6/T0KOB
Scrubbing — nocTogHHas npoBepka LenOCTHOCTN AaHHbIX
ABTOMaTMYECKII pebanaHc noce oTkasa y3noB Ui N3MeHeHNs KOHbUrypauum

N

YpoBeHb yrpaBneHuns
— N MOHUTOPWHra

Ckana"p NeHom

= ynpaBneHune Xn3HeHHbIm umkiom MAK,
OoTCNexmBaHne cTaTyca BCeX y3/10B,
MOHUTOPWHI COCTOSIHNS, ONOBELLEHWS
06 VHUngeHTax

Basis vControl

NONNTUKN pasMeLLeHns, HTerpauns
C pe3epBHbIM KOMMPOBaHNEM

= LleHTpanmn3oBaHHOE yrnpaBneHune Knactepamu,

CeTtb

PesepBupoBaHmne KommyTaTopoB (cxembl 2+2+1, 2+1, MLAG, uplink N*100 '6uT/c, interconnect,
management)

,D,y6J'II/IpOBaHI/Ie KaHasioB ANg BHELLHUX CeTen, NHTEePKOHHEKTa 1 yrnpaBJieHNS

MynbTukaHanbHOCTb 1 N30nSLUMS Tpaduka yrnpaBneHns, XpaHeHns 1 Nonb3oBaTeNbCkoro Tpaduka

Mopnepxka ckopocTten 25/100 M6ut/c ans Mmexy3noBoro B3anMonencTens

= BCTpOEeHHbI NHCTPYMEHT co3naHuns
OTYYXOaeMblX CHIMLWOTOB CpeacTBaMu
Basis vControl

= [NonHoe n NHKpeMeHTaJIbHOe KonmnpoBaHe

= BO3MOXHOCTb BbIHECEHMS CHIMLLOTOB
Ha BHelwHee NFS-xpaHnnnwe

— OTLly)KJJ,aeMbIe CHI3MNWOTbl —




YnpasngemocTtb MawwuHbl Ckana”p MAW.B
LleHTpann3oBaHHOE ynpaBneHne n ynpasneHne gocTyrnom

Rawsopa

EonHbin Be6-nHTEepdenc ong Bcex Knactepos

REST API png nHTerpaumm ¢ BHELUHUMW CUCTEMaMN

YnpaBneHue nonb3oBaTensMu 1 ponsaMu, nynamm pecypcoB 1 XN3HEHHbIM Lknom BM
HacTpoiika ceTeli, waénoHoB BM, pe3epBHOro KoNnMpoBaHus, MOANTUK pasMeLLeHns

MnaHNpPOBLUKK peCcypCcoB: aBTOMAaTNYECKINIA aHaNn3 3arpy3kin XoCToB
1 nepepacnpenenerne BM

Ll,eHTpaJ'II/I3OBaHHOG ynpaBsieHne MHOXXeCTBOM KJlaCTepoB

BASIS T > CoapiaHu1e Nonb3oBaTens

BesonacHocTb

= . m
&S CHCTeMa XpaHeHWA AaHHbIX 3

Monbsosatent

LleHTpannsoBaHHast ayTeHTUDUKALNS 1 YHIPaBIeHNe y4eTHbIMI
3anucamm

@ MnanMpoBLHK 3afaHMit
In] Ynpagneue W MOHUTOPHH >

Baanc. WorkPlace v

Aucn:

Mynsi

Mynki TEPMUHANLHEIX CEPBE...

MNynsi

My dusuaeckmx paboums

MonHoueHHbI REST APl n CLI gna aBTomaTtmnsauum onepawmii

Bo3MoXHOCTb NoakAloYeHNs BHELLHUX cuctem 6unnmndra, CMDB
N opyrux




YnpasngemocTtb MawwuHbl Ckana”p MAW.B

Cucrtema yrnpapieHnd XnsHeHHbiMm UMKJIOM N MOHUTOPWHIa Ckana P [eHOM

MporpammHbin NnponykT Ckana”"p NeHom o6ecneunBaeT:

MEHHIR

KoHTponb passepTbiBaHNE KOMMNOHEHTOB MallunHbI
BeneHue anekTpoHHoro nacnopta MatumHsbi

OTcnexmnBaHne CoOCToOAHNSA y3J10B

OTcnexmBaHne KoHbUrypauum nporpaMmHo-annapaTHoOro
cocTaBa MawwHbil

CHWXeHue BAnsgHNS YenoBeyeckoro gpakrtopa
— COKpaLLEeHNe pUCKOB, CBA3aHHbIX C OLIMGKaMU "cnekTp
aKCnNyaTUpyoLLero nepcoHana

Bo3mMoOXHOCTb yrpaB/ieHNd Ka>XXablM Y3J10M MaLunHbl

OTo6paxeHne Bcex MeTpuk, Heo6XoaNMbIX
ong skennyatauum MalnHbl

OOCTYIEH
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CeTeBag noacucrema

CeTeBag apxutektypa
= TunoBble cXeMbl OTKa30yCTONUNBOCTU C ncronb3oBaHnem MLAG: 2+2+1, 2+2+2+1, 2+1

= OTaenbHble Napbl CETEBbIX Y3/10B A1 BHELHNX CETEN, MTHTEPKOHHEKTA, CETEN XpaHEeHUs
N ynpaBneHns

= Ob6ecneuynBaeTcs pesepBupoBaHNe N OTCYTCTBNE €ONHON TOYKN OTKa3a

MponyckHas cnoCO6HOCTb
= OcHoBHble KaHanbl: 25/100 '6uT/c (BHELWHAS CeTb, UHTEPKOHHEKT, ceTb XpaHeHunsa (gnga CX[))
= KaHanbl ynpaBneHus: 1éut/c

PacnpepeneHue Tpaduka

= [lopgpepXka pasgeneHus ynpas/ieHYeCcKoro, Nofb3oBaTeIbCcKoro n Tpaduka cetT XpaHeHus

MacwTtabupoBaHune
= [lo6aBneHune ceTeBbiX y3/10B 6€3 NpOCTOS

* MakcnmanbHoe KOINMYeCTBO NOAKIIIOUEHUIN K CeTIM (BUPTYasibHbIX CETEBbIX MHTEpPdencoB)
Ha ogHy BM: 16
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[Toacnctema xpaHeHUd gaHHbIX B pexume HCI
[MpUMEeHNMOCTb N OCOBEHHOCTMH

MporpammHo-onpeaensemMoe rmnepKoHBEPreHTHOE XPaHUINLLE KOPNopaTUBHOIO YPOBHS

= PacnpepenéHHas apxutektypa 6e3 eguHoM TOUKM OTKasa

=  MwuHumanbHas koHurypaums — 4 ysna, macutabupoBaHue fo 64 y3noB 63 orpaHNYeHnn No 06bEMY faHHbIX
= [Opu3oHTanbHoe N BEpPTUKaNbHOE MacLUTabnpoBaHMNe NPON3BOANTENBHOCTM N EMKOCTM

=  Wcnonb3oBaHue SSD HakonuTenen, B TOM uncne BbicokonponssogutenbHbix NVMe

OTKa30yCTONYMBOCTb U 3aLLMTa faHHbIX
=  Pennukauusa c 2 nnmn 3 (n 6onee) konuamm gaHHbIx unm cxembl Erasure Coding 3+2, 5+2, 7+2, 17+3

=  ABTOMaTUYECKasi PEKOHCTPYKLINS NOBPEXAEHHbIX 6I0KOB, MOCTOSIHHasA NpoBepka LenocTHocTu (scrubbing)

M6kocTb NnogKlovYeHns
= [Mpamown dpannosbi gocTyn ang runepsunsopa Basis vCore uepe3s QEMU-pgpansep k uStor

= [Moppepxxka npoTtokona iISCSI, cobCTBEHHbIX BbICOKONPON3BOANTENbHbIX ApanBepoB
CKOpOCTb, NPON3BOANTENBHOCTb U MacLUTabnpyemMocCTb
=  JINHenHbIN pOCT NPON3BOANTENBHOCTN NPY A06aBNEHUN Y3/10B

= Pa6ota Ha cTaHOapTHOM CEpPBEPHOM 1 CETEBOM 060pPYyaAOBaHUN C MHTEpPKOHHekToM 25/100 Néut/c

WHTerpaunsa n ynpaeneHne

* [lonHas nHTerpauus c Basis vControl, Ckana“p N'eHOM gng MOHUTOPUHIa 1 yripaBneHUs Xn3HeHHbiM uuknom MNAK
22



[Topcnctema xpaHeHua gaHHbixX B pexume Ci
[MpMeHUMOCTb N OCOB6EHHOCTN

MporpammHo-onpepensemoe KoHBepreHTHoe xpaHunuue (Cl) kopnopaTMBHOIo ypoOBHS

" ApXI/ITeKTypa C BbigeJieHHbIM CepBepPHbIMIA y3/1TaMN XPaHEHNS, CI)I/I3I/I‘-IGCKI/I oTaoe/ieHHbIMN
oT pone|7| BbIYNCJ/INTEJIbHbIX Y3/10B

*  MuHnmanbHas KoHurypauusa — 4 ysna xpaHeHns 1 3 y3na BblUMCNEHNS

| X) )
il -

OTKa3oycToNYMBOCTb 1 3aLLMTa AaHHbIX -5, ARRRRRR R -

= Pennukauuns c co3gaHmnem 2, 3 n 6onee Konuin gaHHbIX WA UCNOSIb30BaHNE CXEM
Erasure Coding (3+2, 5+2, 7+2,17+3)

= COXpaHHOCTb JaHHbIX N HEMPEPbIBHOCTb [OCTYyNa NPV O4HOBPEMEHHOWN NOTEPE OQHOro
y3/1a BblYNC/IEHNS U OQHOIO y3/1a XPaHeHNS

MM6KOCTb NogKNOUYEHNS
=  YHuBepcasbHbI 6/104HbIN 4OCTYN No npoTokony iISCSI kK pacnpeneneHHoOMY XpaHUANLLY

= Wcnonb3oBaHue knactepa OCFS2 gna o6ecneueHuns ¢annoBoro gocTyna
B noagcuctemMe BUpTyanmsaunm
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[Tlogcncrema xpaHeHna gaHHbIX
[MpUMEeHNMOCTb N OCOBEHHOCTMH

= MakcunmanbHOe KONMYeCcTBO BUPTYasibHbIX ANCKOB Ha ogHy BM: 17
=  MunHMManbHbIN pa3mep BUpTyanbHoro gucka: 1 réant

=  MakcunmanbHbI pa3mep BUpTyanbHOro gucka: 64 Téant
(pekomeHpgoBaHHbIN 16 T6anT)

= MakcunmanbHOe YNCNOo pa3fensgdemMbiX Y3/10B XPaHEHNS B paMKax
ogHoro knactepa: 2000

= MakcunmanbHoe konunyectBo LUN ¢ ogHoro yana xpaHeHus: 2000

= [lNoppepxka npoTtokona iSCSI

#
[
B
B
B
B
8
B
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[TogpcncTtema 6e30nacHoOCTH
[MpMeHUMOCTb N OCOB6EHHOCTN

[oBepeHHas 3arpyska BCEX y3/10B
= [lpoBepka LMPpPOBOIN NOANNCY 3arpy304YHbIX KOMMNOHEHTOB Ha 3Tarne cTapTa
= [apaHTus TOro, YTO CUCTEMA 3arpyXaeTcs TONIbKO N3 MPOBEPEHHOIr0 UCTOYHMKA

KoHTponb LenocTHOCTN N HEN3MEHHOCTUN CUCTEMHbIX $alinos
= [lepuogunyeckas aBTomaTnyeckas npoBepka KpUTUUYHbIX GBUHAPHBIX 1 KOHPUIrYpaLNOHHbIX dainios
=  BnokupoBKa 3anycka uiv ysefgomieHne npn o6HapyXeHnm nuameHeHui

YnpaBneHue gocTynom n ayaut

= [un6kas HacTpoWka ponein n NPUBUIErNn agMUHNCTPATOPOB

=  Peructpauns Bcex gencteui (Bxoa, N3MeHeHUs KoHdurypauum, ynpasneHne BM)

= dopmMnpoBaHne NPOTOKOMOB A1 BHYTPEHHETO N BHELLHErO KOHTPONS

= LleHTpann3soBaHHas ayTeHTUdMKaLUS 1 aBTopu3aums nonb3osaTtenen

* Moppepxka MHorogpakTopHoun ayteHTUduKauum (TOTP), nonuTuka naponen, BOSMOXXHOCTb UHTerpauum yepes LDAP u
Kerberos

* EpuHag yuyéTtHag 3anucb ans scex cepsucos [MAK

CooTBeTcTBUE TPE6OBAHNSM POCCUNCKINX PETYNATOPOB

=  OCTOK PP (3awmrta rocygapcTBEHHbIX MHGOPMALMOHHbIX CUCTEM)

= [OCT P 58833-2020 n FOCT P 59548-2022 — cTtaHpapTbl LOBEPEHHOI 3arpy3Kiu, KOHTPONS LLeNOCTHOCTMN N perncTpaumumn cobbituia
6e3onacHocTn

=  PyHKUMOHaNbHble Mepbl 3awuTbl no MNMpukasy 17 PCTIK: UAP, OLL, ONC, PCB, 3CB, 3HU, YN

= Ceptuoukar PCTIK Ne 4348, cpok aencteusa ao 24.12.2030; peectp poccumnckoro NO MuHuudppbl Ne 7038
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AnnapaTHag cocTtasngowadad MawunH Ckana”p

MawwnHa Ckana”"p ns Peectpa MINT P® gonxHa
BbiTb cobpaHa Ha eanHoOoBpasHbIX CUCTEMHbIX NnaTax npomnssoactea PP
CopepxaTb pOCCUINCKME KOMMOHEHTbI, €CNI TOSIbKO Y HNX HET aHanoros nNponssoacTea PP

icnonb3oBaTtb ycTaHaBnmBaemoe 10 n3 peectpa MuHundpsbl

B MawunHax Ckana”p npnMeHsoTcS:

OEM* cepBepbl Nnpon3BoacTBa:
CeTeBoe 06opynoBaHMe 1 CeTeBble KapThbl

%{) v OpenYa rd npowssoactea PO

Mo cornacoBaHuio B MPOeKTe BO3MOXHbI: Eq

AQUARIUS (/f kraftway TECH

Bbi6paHHas cucteMHas nnata (cepeep) onpenenseTcs no cornacoBaHuio ¢ 3akas3uynkom MaluHbl

*OEM — Original Equipment Manufacturer, nponssogutens opurnHanbHOro o60pynoBaHng
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TexHnuyeckasa nogaepxxka n ycnyru

N

MawwuHbl Ckana”p nocTaBngoTCS C NakeTaMmm yCnyr TEXHNYECKOW Noaae pXXKI:

24 <7

TexHnyeckas C NoOAepPXKON

X . 1-57

©  BO3MOXHOCTb aBaHCOBOW 3aMeHbl 1 PEMOHTa C BO3MOXHOCTbIO

nopaepxka n3 : CNyXx6 akcnayaTauunm 060pYyAOBaHNS MO MECTY YCTaHOBKY; : npoaneHns
«OHOro OKHa» B KPYr/IOCYTOYHOM pexunme onung HeBo3BpaTa HakonuTenen ¢ faHHbIMN
KpyrnocyTtouyHo

= 8-800-234-23-25

= tac@skala-r.ru

= JINYHbIN KabuHeT Service Desk
= https://tac.skala-r.ru

B nporpammy nogaepxki BXOOUT:

" peleHne nHUnaeHToB
"  KOHCYJ/bTauunwn no akcristyatTaunmnmnm MaLunH

= npepocTaBneHne obHosneHnin MO

[lononHuTenbHbie
npodeccroHanbHbIe yCyru

[Nporpammbl LONOAHUTENbHbIX KOHCYbTaLNNA
agMNHNCTPUPOBaHNS 1 akcnyaTaunn MawmnH

27



[Touemy 3aka3uyuku Bbibupatot Ckana”p

[[ny6okasa nHTerpaums
N BCTpPEeYHas onTumMmsaums KOMNOHEHTOB
oT nnatdopmeHHoro INO 0o MNKPOKOHTPOMNEPOB:

Bbicovaniuas yCToON4YnMBOCTb
OKcTpemarnbHag Npon3BoaNTENbHOCTb

CTabunbHble NokasaTenn Ha NPeaenbHbIX Harpy3kax

CepuinHbIiA BbiMyCK, NOAAEPXKa 1 CepBNCHOEe obCnyxmnBaHue 24*7
BbICTpOE pasBepThiBaHe N BBOL, B 9KCMyaTaumio

CooTBeTCTBME Tpe6OBaHI/I9IM K KPNTUYHbIM, BbICOKOHarpy>XeHHbIM
I/IHCI)OpMaLI,VIOHHbIM cncremam

CHxeHne coBokymnHom ctonviocT BnageHns (TCO)

OPACTPYKTYPb

MALLUMHA BEONBLUNX DAHHBIX

A

MALUWHA OBBbEKTHOIO XPAHUNLLIA

:
2
3
:
- IEl
b3
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CMMW o noaxope K MOCTpoeHuio kopriopatusHoin — /\
NT-nnppactpykTypbl Ha NAK Ckana“p

= [Npemug TAdviser IT Prize «MiImnopTo3amelleHne B 6aHKOBCKOM
CeKTope: cTpaTernsg roga»

= «KommepcaHT» n TAdviser 06 nmnopTosameLleHnn
NT-uHdpacTpykTypbl B 6aHKe MaznpombaHk

KoMmmepcaHTb

ADVISER QCIICWS

locypapcreo. BusHec. TexHonorum

«KommepcaHT» TAdviser

HHHHHHHHHHHHHHHHHHHHHHHH

29



CKaAQ™p

[MAK Ckana"p — oyHOaAMEHT
U151 NOCTPOEHNS OBEPEHHON

NHPPACTPYKTYPbI

| CKaAa'p

‘‘‘‘‘‘‘‘‘‘‘‘‘‘

E-mail: info@skala-r.ru



http://www.skala-r.ru/
mailto:info@skala-r.ru

