CKAAQ™P | e,

MoaynbHaga nnatdopma
019 BbICOKOHAarpy>XeHHbIX NHPPaCTPYKTYP,
YaCTHOro obniaka 1 ynpasneHns gaHHbIMN

MalunHa gnHammnyeckon NHPPaCcTPYKTYpPb!
Ckana”p MOAWN.O




Ckana'p —

MoaynbHaga nnatdopma

npooykT [ pynnbl Rubytech

0719 MOCTPOEHNA NHPPACTPYKTYPbI
BbICOKOHar py>XeHHbIX
KOpPNopaTUBHbIX I FOCYdapCTBEHHbIX
NHOOPMALIMOHHbBIX CUCTEM

cKkana’p A

JieT
1 O CEPUINHOIo
BbIrycka
700+

KOMTJ1eKCOB B I'IpOIVlbILIJJ'IeHHOI7|
aKCrnyaTtaunm

TbIC. +
BbIYNCITUTENbHbIX
V35108



[MpoaykToBble HanpaBneHuda Ckana“p

peleHNd 019 BbICOKOHarpy>XeHHbIX KOPrnopaT/BHbIX 1 TOCYOaPCTBEHHbBIX CUCTEM

[nHamunuyeckas =
NHPpPaCTPYKTypa ~

MawwunHbl guHaMmnyeckon
I/IHCI)paCprKTypr Ckana"p MU

Ha ocHoBe pelueHnin BASIS gng cospaHuna
LVHAMUNYECKOWN KOHBEPIreHTHOW 1 FTMNePKOHBEPTEHTHON
NHPPACTPYKTYpPbl cepBepHon BupTyanmsauun LIO

1 BUPTyasbHbIX pabouyrx MeCT nonb3oBaTtenen

NHdppacTpykTypa .
nm R

MalunHa NCKYCCTBEHHOI O NHTEIEKTA
Ckana"p

Ha OCHOBE ONTUMN3NPOBAHHOIO NPOrPaMmmMHO-
anmnapaTHOro cTeka Ans MakCumMasibHOW
NPOW3BOANTENBHOCTY NpY paboTe ¢ Mmogensmu VA

YnpaBneHue %ﬁ
AaHHbIMU

MawwnHbl 6a3 gaHHbix Ckana”p MB[]

Ha OCHOBe pelueHunin Postgres Pro ong sameHsl
Oracle Exadata B BbICOKOHarpyxeHHbIX CucTemax
C obecneyYeHmnem BbICOKOW OOCTYMHOCTY

1 COXPaHHOCTY KPUTUYECKIN BaXHbIX AaHHbIX

MaLmnHbl 6onblinx gaHHbix Ckana'p Mb[4

Ha ocHoBe pelueHun ARENADATA n PICODATA

LS co3naHns nHbPaCTPYKTypbl XpPaHeHNs,
npeo6pa3oBaHNg, aHaNUTNYECKON, CTaTUCTNYECKON
06paboTKMN faHHbIX, a TaKke pacrnpenefeHHbIX BblYNCIEHNIA

MaLwunHbl XxpaHeHuns gaHHbix Ckana”p MX[,

Ha OCHOBE TEXHOOT O6BbEKTHOrO XpaHeHns S3

LS reopacrnpeneneHHbIX KaTacTpodoyCTONUMBBIX CUCTEM
C MunnapgamMmy o6bekToB PasMYHoOro Tuna

N o6ecrneyeHns 6bICTPOro OOCTyna K HAM

peLleHns Ha ocHoBe nnaTdopMbl S3 1 POCCUINCKOro
MO ong KoMNNeKCHbIX 3afgay pe3epBHOro
KOMMUPOBaHNS 1 BOCCTAHOBEHS KPYMHbIX MacCUBOB
[OaHHbIX CO BCTPOEHHOW NepapxXmnen XxpaHeHuns

N obecrneyeHnemM BbICOKOW LOCTYMHOCTI KOMUNA

CneunannsnpoBaHHbie
L, P
peLweHns

MalunHa ynpasneHuns
TEXHOJIOrMYeCKNMn npoueccamm
Ckana"p MCI1.TI1

BbICOKOHafexXHas nHPpacTpyKTypa ang

pa3nunyHbix ACY Tl npoMbILLAEHHbIX

npeanpuaTyi C BbICOKUMY TPe6oBaHNSM

K OTKa30yCTONYMBOCTY U NHOOPMALMIOHHON
6e3onacHocTn. CooTBETCTBYET TPE6OBaHNSM
30KNW, B TOM uncne kputepusam Kk goBepeHHbimM [AK

MawwmnHa cneunannsanpoBaHHbIX
6aHkoBCckunx cuctem Ckana"p MCI1.BC

Ha nnatdopme MawwnH Ckana”p ons 3agay
knacca ABC n NpoLeCCnHroBbIX peLleHui

C NOAAEPXKKOW BbICOKOW TPaH3aKLNOHHON

N aHaNNTNYECKOW HarpysKu, CerMeHTNPOBaHNS
6a3 faHHbIX 1 obecneyeHuns V1B

B Koonepauunnm C TeXxHoorm4yeCcKknmm amngepamm pOCCI/II‘/'ICKOFO PbiHKa B Ka>XAOM N3 CermeHToB



MopynbHas nnatdopma Ckana’p N

EOVHBIN NpUHLUWA MOOYIBbHOW KOMMOHOBKW 1 MAaTOOPMEHHbI NMOoaXo.a

HE
EanHas o6nayHas cuctema iC‘()j 8aS S =8 gaas
ynpaB/ieHUga cepBncamm et i =]
EnnHas cuctema ynpasneHus h= PaspeneHne A Sz s_,J.-L-".'..
~ e = =2  MynbTUTEHaHTHOCTb = "080 ABTOMAaTVZALNA

pecypcamMmu n aKkcnnyataumen ©7  pecypcoB Sl

2.4 "L o
MopynbHas nnatdopma

[OunHamunyeckasa nHppacTpykTypa WNHdpacTpykTypa ynpaBneHus gaHHbIMU

- J

OtpacneBble
peLueHns

[rHamunueckas nHbpacTpykTypa TpaH3akuUnoHHas 06paboTka YnpaBneHue gaHHbIMM

Bl *



Passutue: MporpammHas nnatdopma Ckana’p N

ob6beanHeHne pasnNNYHbIX LOMEHOB yrnpaBieHUs B €ANHYI0 06 BEKTHO-CEPBUCHYIO rpadoByiO Mogesb -
KOMMEKCHOE peLlueHne ang akcnayataumm nHepacTpykTypbl yposHsa LIO[

= EpwmHag Touka 0630pa
COCTOSIHUS KOHTYpPa

Mpunoxenns Cetn

= 0O603pNMOCTb 1 yoob6CTBO
ynpasnenns IO

CepBepbl

----------

= Lndposon oBonHmMK
NHPPaCTPYKTYypPbI
= KOHTpOsb N3MEHeHNIN

060pynoBaHNS U
CepBUCOB

[Nonb3oBaTenu

,,,,,,

= MogenupoBaHue
N3MEHEHWNIA

B MHpPACTPYKType

= Bbicokag cTeneHb
aBToMaTun3aLunn

......

CepBuchl

O




[MAK Ckana”p B Peectpax P® AN

MawwuHbl Ckana”p (MAK)
Mognynun Ckana”p (MAK)
KOMMOHEHTbI

§:::: PEECTP
¢¢ "  MPOrPAMMHOIO OBECMEYEHUA

[MporpammHoe obecneyeHmne

CootBeTcTBYIOT KpuTepusm gosepeHHoro MNAK (MM 1912)

NAK Ckana” =  TexHonornyeckas He3aBNCUMOCTb
P = HdopmaLmoHHaa 6e30MacHOCTb

= DyHKUMNOHabHas YCTONYMBOCTb




iIMmnopTo3ameLleHne: cCnoXXHOCTb Bbibopa

OTcyTCcTBME TEXHOIONMYECKOro NINAEepPCTBa

@ no6anbHbin UT-pbIHOK

CeTteBad XpaHeHune BupTyanusauns
NHpacTpyKTypa [aHHbIX

HITACHI

n e
il BE Microsoft
cisco NetApp -

vmware

BbluncnutenbHag CcYB[ OnepauunoHHbie
MH$pacTpyKTypa CcCuUCTEMbI

ORACLE B Microsoft

= ‘ Red Hat

m_ Microsoft

— Poccunckum NT-pbiHOK

CeteBag XpaHeHue BupTyanusauns

MHPpacTpyKTypa NaHHbIX
Veil (ssmamux) sl

X (®)arecH
@ AGUARIUS m vm (@)

RDP Zelax BASIS numn
Tle nermoisk PYCM3H wirT

LUMDPOBLIE
e g m ? COOS KMBEPMNPOTEKT

OnepauynoHHble
cucTeMbI

ah'a*:}L =EE,£I,OC

BbluncnurenbHasa CcyB[

NHpacTpykTypa
M) reaBTOH F’ogzgresPro gAD

e The =

tantor & SBER TECH

ASTRALINUX \\

applite (& SBER TECH

AGUARIUS Vandex £~ Scao
{ OpenYard -

@ hraftwey ® GIS =EE,£I,

“: GAGARYN PICODATA AAHHBIX

A\
/!—__ P o & C

[Mpobnembl otcyTcTBUa NT-nngepoB Ha pOCCNNCKOM PbIHKE

= OtcyTtcTBUE NHPOPMAaLKM 1 MPaKTNYECKOro NOATBEPXAEHIS
COBMECTMMOCTW MPOAYKTOB

= Bpewmg n pecypchbl ong nogTBEpPXOEHNS COOTBETCTBUS 3ad9BNEHHON
®YHKLUMOHaNbHOCTN

Mpo6nemMa COBMECTUMOCTY C NMPOAYKTaMU 3 Pa3HbIX KTacCoB

PasmbiBaHe NOHATAS «IAEP»: B KaXO0M CErMeHTe CyLLEeCTBYIOT
LOECHATK Ha NepBbI B3rNnam PaBHOLLEHHbIX MPOaYyKTOB



ImnopTo3amelleHne: BapnaHTbl Nnepexoaa N

[TOKOMMNOHEHTHOE 3aMeLLEeHNE: CospaHune ueneBon posepeHHon NT-nHdpacTpyKTypbl:
) Bpqu Ha N3yyeHmne BapmaHToB, TeCTUpoBaHMe 1 Bbl60p L) ﬂOCﬂeﬂOBaTeﬂbell‘/ll rnepeson CMCTeM Ha LesieBYylo OBEPEHHYIO
= JlaBnHa B3anMOCBSA3aHHbIX NMPOEeKTOoB Mo BHeOpeHo VIT—VchI)paCprKTypy

= CHIXEHMe HarpysKku ¢ TekyLlen nHdpacTpyKTypbl 1

=  CnoXHOCTb CNHXPOHM3auunn 0OPOXHbIX KapT Pa3BNTUA
OTCyTCTBIUE HeobxoanmmocTn ee MaCLIJTa6VIpOBaHVI9|

= Poct CpOKOB BHeApeHNd N pUCKOB Ha CTblKaX
" COKan.I,eHVIe CpOKOB BHEPEHUA N CHNXEHWE PUNCKOB

(0 _ J—
LB xpaverwe [« JfBBE rpoec: |, il FE
: P « 1 BupTyanuzauus | = ——
[ Aaneex : = B ;
3 I
v — ; | | é |
3 E ,
» [lpoekT: - _ |
Iz OEKT: ‘ :
~ CerteBas < > E’@ CF;’BJJ, < ckana’p
- WHdpaCTPyKTypa
A f
\ 4 A \ 4
== [lpoekT: MpoexT:
> BbluncnntenbHas [« :@ OnepaLyoHHble [«
~ T unHdpacTpykTypa CUCTEMDbI \‘




[Mouemy NAK Ckana”p

Bbicokasi 0TKa3oyCTONUNBOCTb

3a cueT cneunann3npoBaHHON MOLY/1IbHON
N KNacTepHOWN apXnUTEKTYPbI peLleHni

SkoHomus oo 20%
Ha MPOoeKTUnpoBaHUN N BHeApeHNN

MpoaykTbl pasBuBaloTCS
Cc yyeTom noXenaHunin 3akasynkonB

Bbicokag noctynHocTb
1 KaTaCcTPODOYCTONUNBOCTb aPXNTEKTYPbI

CootsetcTBue TpebosaHusm Ib

Poccuinckoe o6opynosaHue n MO

Bbicokas npon3soanNTesibHOCTb

BcTpeuHas onTuMmnsaums n ycTpaHeHne y3knx Mect
Mo BCEeMy CTeKY NPUMEHNMbIX TEXHOOT I

MALLUHA BONbWKUX AAHHbDIX

EnnHaga TexHnueckasa noaaepXxka

ConpoBoxaeHne 060pyaoBaHNs 1 NPOrpamMmMHOro
obecneyeHmns Bcex kKomnoHeHToB MalumH

YckopeHne 0o 30%
npoekToB MMMopTo3amMeLleHNs

KpaTHoe COKpalleHne NHUNOEeHTOB,
CBSI3aHHbIX C OLIN6KaMWU aKCnnyataunnm

Ypo6c¢TBo 3akynoyHbix npouenyp ans NAK n Mogynen —
8TOo HOMEHKaTypHble no3uunn PeecTtpa Par
MwuHnpomTopra P®

CooTBeTCTBUE akKTyalJibHOMY 3aKOHOOaTeIbCTBY
rno 3akyrnkam — NpedpepeHuUnin n3gennam

MpumeHeHune gna KNC n F'NC,
skniovas goBepeHHble MNAK ona K

Mpsmoe B3auMoaencTeme C TEXHOIOrMYECKMI NapTHePaMM No PasBUTNIO HEOBXOAMMOro 3akadunkam dyHKLoHana

[NAK — lNporpammHo-annapaTHbie komnnekcbl 1 Mogynu nnatgopmbl — BKAOYEHbI
B PeecTp poccuninckon npomMbILLIEHHON 1 Pagno3anekTpoHHon npogykuun, MO Ckana®p - B peectp MuHumndpsbl



KOHKYpPEHTHbIe NpenmyLiecTBa

ONTUMN3NPOBAaHHbIX peweHun Ckana”p

— [1pon3soguTenbHOCTb

x2' X6

YeM pelleHnd, ncrnonb3ytolme YeM peLlleHnd B BmpTyaanon cpene,
cornocCTtaBumMble anmnapaTHble CpencTBa ncnosib3yine cornoctaBnmMbie

3a cyeT onTuMmn3aunn BBOAa-BbiBOAA U annapaTtHble CpeacTBa 3a CYeT
NHTEPKOHHEKTa 1 3a CHEeT pa3rpys3kn ury CHIKeHNA NaTeHTHOCTN

LNS CUCTEM C 60/IbLUNM KONINYECTBOM
CeCCMUii 3a CYET NCMOb30BaHNS
crneumnann3npoBaHHbIX NynepoB

1 6anaHCNPOBLLNKOB

— RPO/RTO
[ ] [ ]

BPEMS BbIMOSIHEHNS PE3EPBHOMO BPEMS MOSIHOrO BOCCTAHOB/EHNS y3na
KOMMPOBaHNS 1 BOCCTaHOBNEHUS B C/lyyae 0TKa3a 3a CYeT 1CMNONb30BaHNA
3a cyeT Cneumnann3npoBaHHOro BCTPOEHHOMO BCTPOEHHOI CUCTEMbI Pa3BepTbIBaHNA
MOLYNS PE3EPBHOMO KOMNPOBaHIS 1 UndPOBOro ABOVHNKA CUCTEMBbI

[locTynHOCTb

KpaTHOe cokpalleHne NHUMOeHTOB
CBSA3aHHbIX C OLLN6KaMU aKcnnyataunmn

N cyLleCTBeHHOe yBesinyeHmne OOCTYNHOCTU

3a CYeT NCrnoJib3oBaHA CI'IeLI,VIaJ'IVI3VIpOBaHHOVI
CUCTEMBbI YNpaB/IeHNS pecypcamun

* Ha npumepe MalumHbl 6a3 gaHHbix Ckana”p MBL.M
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MawunHbl Ckana”p gng 3agad Bnptyannsauun

BbICOKOMPON3BOANTE/bHbIE NPOrpaMMHO-annapaTHble KOMMIEKChI
ONS co3naHung AuHaMmunyeckon nHdpacTpykTypbl BUPTYyann3auum

>

B/ASIS

Ckana’p MOW.O (MB.,OW) & Basis Dynamix Enterprise no 500 O
MAK BupTyanusauum cepBepHoOn MHPPaCTPYKTYPbl U CO3AaHNA YaCTHOro o6naka C yanos B [1AK ;
6104Hon CX[ (KOHBEPreHTHbI) 3 |
: \ — |
. i i g =z
Ckana"p MOWN.B (MB.C) < Basis Dynamix Standard 30 000+ : / — Z
MAK BupTyanusauuy cepBepHo MHPPaCTPYKTYPbI C MMNEepPKOHBEPreHTHbIMUYI BAPTYyasbHbIX ; % Z
y31amm XpaHeHns pabounx mecT 3 e =l %
P ==t %
Ckana"p MOWN.P (MB.BPM) < Basis Workplace =
OOCTYMHbI BEpCUY —
MAK BupTyanuzaunm pabouynx mect (VDI) Ha ocHoBe Ckana”*p MOV.B dCTIK O
Ckana"p MOWN.K (MB.K) < Flant Deckhouse Kubernetes Platform >
BupTyanbHoe Kb +
[NMAK KOHTENHEepHOW BUpPTYanusauumn 1 opkectpaunm gnsa K8s 3D VDI ’ ’30‘ ’
<=z \‘%;ﬂ%khouse

& Kubernetes Platform

1



OXngaHns KJINMeHTOB

o
mm|.
=

focypapcTBEHHbIe
opraHmsauum

CooTBeTCTBME POCCUNCKINM
TpeboBaHnsam Vb (PCTIK,
®CB, NOCT)

[onrocpoyHag noggepxka n
npeackasyeMbli XN3HEHHbIN
uukn (10+ ner)

BO3MOXHOCTb MOCTPOEHMS
BEOOMCTBEHHbIX 1
pervioHanbHbIX 061akoB

LleHTpannsoBaHHoOe
yrpaBfeHne MHOXEeCTBOM
NNoLWanoK N yoaneHHbIX

LoAa

OTcyTCTBME 3aBUCMOCTN OT
3apy6exxHbIX MOCTaBLLNKOB

BaHkoBckumn
cekTop

["apaHTMpoOBaHHas
HenpPepbIBHOCTb KPUTUYHbIX
cCepBuCoB

Bbicokag
NPON3BOANTENBHOCTb
TpaH3aKLUVOHHbIX Harpy3oK

MHoroypoBHeBas 3awmTa
NepCOHasbHbIX U
$PUHaAHCOBbIX AaHHbIX

BbicTpoe maclTabupoBaHmne
L7189 MKOBBIX HAarpy30K 1
3anycka HOBbIX CEPBNCOB

VIHTerpaumg c cunctemamm
MOHUTOPWHIa N pe3epBHOro
KONnpoBaHMs

11

Putenn n
e-commerce

(mbkoe macluTabupoBaHne

NHPPaCTPYKTypbI Nog,
CE30HHbIe NVKWN NpoJax

Bbicokas LOCTYNHOCTb
OHnanH-cepsucos 24/7

BbicTpoe pasBepTbiBaHmE
TECTOBbIX/pa3paboTyeckunx

cpen

3awmTa nepcoHanbHbIX
[aHHbIX NoKynaTenen
(152-93)

MwuHUMIN3aunsg BpeMeHu
OTKNNKA 0N KINEHTCKUX
NPUNNOXEHNIA

Tenekom

[Mopnepxka nnaTtdopm BbICOKOWM
NAOTHOCTN BUPTYabHbIX
ceTeBbIX PYHKLNI

MacLwtabunpoBaHne BblYNCEHIIA
N XpaHWnLLa Npu pocTe
aboHeHTCKoun 6a3bl

VIHTerpaumng c cnctemamm
BUANHIa 1 OpKecTpaLny

MuHUManbHble 3aaepPXXKn 1
BblCOKas MponyckHas
CMOCOBHOCTb KaHaoB

HagexHocTb v
OTKa30yCTONYNBOCTb MpWu
KPYr1OoCYyTOYHOW SKCyaTaumm

12



OTBeyas noTpebHOCTIM bn3Heca /\

-
L [M6koe MacLTabnpoBaHme — CokpauieHne TCO 1 skoHoMus pecypcoB
!  — n
[I__l' I } = Jlerkoe HapalBaHne BblYNCANTENbHbBIX PECYPCOB, p— KoHconnpaLms cepepoB 1 a¢pdekTrBHOE
* NamMsaT 1 QUCKOB 63 OCTaHOBKI CEPBICOB NCrONb30BaHNe Xesie3a CHXaloT

KanmTtaJibHble N ornepauvioHHbIe 3aTpaThbl

Bbicokas OOCTYMNHOCTb U

. CooTtBeTcTBME TpGGOBaHI/IﬂM 6e30mnacHocCTHn
OTKa30yCTON4YNBOCTDb
= [loBepeHHas 3arpysKka, KOHTPO/Ib
= AsTOmMaTunyeckun nepesanyck BM, pennukaung # LleNOCTHOCTU, cepTUdUKaLMS
OaHHbIX 1 OTCYTCTBUE e,U,VIHO|7| TOYKIN OTKa3a (_DCTGK/(DCE 1N nogaepxKa pOCCV||7|CKV|X
obecneynBaloT HerpepbiBHYIO pa6OTy KPUNTOCPEACTB
%,  bbicTpoe passepTbiBaHme EnnHoe ynpaBneHne 1 aBToMaTn3aLms
#  YaCTHbIX U TM6PNAHbIX 06/1aKOB

# = LleHTpann3oBaHHbIN BEG-UHTEPDENC

n REST API onga agMMHNCTPMPOBaHNS BCEX
KNnacTepoB, CETEN N XpaHNINLL,

= [lonHodyHKUMOHanbHasa obnayHas cpena
Ha CO6CTBEHHOW NoLaaKe KOMMaHnm
c rotoBbiMu AP| onsa nHterpaunn

13



YnpasneHne MawunHamu Ckana”p MON

O6beanHeHue nyywero o6opynoBaHUS

N NporpamMmMHoro obecneveHus gng noctpoeHus NMAK

Munep MB
BN30p

YnpaBneHue

XpaHeHne 3awuTa

=0~ Basis Dynamix ',. Basis vCore ",. Basis vCore

Basis vControl
Basis Workplace

Basis Dynamix

Basis Cloud Control Basis vControl

A
FeHOM AsTtomaTuauuns o6CnyxXnBaHns

Basis Guard
Basis Virtual Security
Avanpost FAM

Basis Guard
Basis Virtual Security
Avanpost FAM

Basis Guard
Basis Virtual Security
Avanpost FAM

uStor uStor

Cade iy Yadro Tatlin Yadro Tatlin

[MporpammHag nnatdopma Ckana”p

N

BbluncnntenbHbIX a0ep:
no 5 000

MakcuumanbHaga emkocTtb O3Y:

no 40 TéanT’

XpaHunnuuie gaHHbIX:

no 1lM6ant

*naHHble ykasaHbl ansg MawwnHbl Ckana”p MON.O 14



MalunHa BnpTyanmsaumnm gag YacTHbIX 06/1aKoB
Ckana“p MOW.O

[lnHamumnyeckas NHPPacTpyKTypa




MawwnHa Ckana”p MAN.O

MaclwwTtabupyemblin oTkazoycTonuymsbiv [TAK gnig yacTHbIX 1 Ny6ANYHbIX 061aKoB,

o6ecneyrBaloLLA BbICOKONPON3BOANTENbHYIO BUPTYasbHY0 MHPPACTPYKTYPY

— Cu,eHapvu/l NPUMEHEHUS

KopnopatueHbie NIT-cuctembl: ERP, CRM, cuctembl ynpaBneHns 6asamu gaHHbIX,
aHannTNKa, NOTOKOBas 06paboTka I_IOID"D.ep)KKa Ha 1 BM

Focyp,apCTBeHHble IAHCI)OpMaLI,VIOHHbIe CNCTEeMbl: COOTBETCTBYET Tpe6OBaHI/I9M

PCTIK Pocecun (1 knacc 3awmnLEHHOCTI), MOXET NMPUMEHSTLCS Ha 3HAUNMBbIX
o6bekTax KW, B ICTMOH 1yposHS 0o V‘ P l '

BbICOKOHany)KeHHbIe CepBUCHL: 6a3bl faHHbIX, aHanTn4eckKmne I'IﬂaTCI)OprI,

cpefbl pa3paboTKy 1 TECTOBbIE CPefbl C YaCTbIMU N3MEHEHNSMMN .I T6 O 3y

— OcobeHHOoCTH

Bbicokasi npon3BOoAMTEJIbHOCTb U AOCTYMHOCTDb

ONTUMN3NPOBaHHAs NHTerpaLumns annapaTHoro o6ecneveHus n MO,
CX[ active-active, pesepBupoBaHmne KpUTNYHbIX KOMMOHEHTOB

C aBTOMaTNYEeCKNM BOCCTaHOBNEHNEM Kon V| L,| eCTBO y3n O B
Fm6ékocTb M macwTabupyemMmocTb

JInHenHoe HapalumBaHne BbluMcieHN 1 XpaHeHus (go 180 y3nos, cBbille BbI4YW C'n e HINA
14 cTtoek), nopaepxka laC uepes REST API, agantepbl gng Terraform n Ansible

e . 1o 'I 8 O

CeptudunumporaHHaa OC Astra Linux, noBepeHHas 3arpyska «Cobonby,
aHTuBMpYyc Kaspersky; mogynb Basis Virtual Security ong ayteHTudnkaunn
1 KOHTPONS LLeNOCTHOCTM B 3aBUCMOCTW OT KOHbUrypaumm

Yno6Hoe ynpaBneHue

=  EguHbin web-unTepdenc n cepsucel Ckana®p NeHoM ansg MOHUTOPKHIa
N agMUHNCTPUPOBaHNS

AR, s MALLIAHA AVHAMUMECKON MHOPACTRY KTY P

N

16



MawwnHa Ckana”p MAN.O

ApXnTekTypa n macwtabnupyemocTb

MuHumanbHasa KoHpuUrypauus r%’?w
= 4 BbluMCANTENbHBIX y3Ma + MOoAy b XPaHeHNs MoTpeBuTe nu Mons308aTent
(CX[ Yadro TATLIN.UNIFIED Gen2) n BazoBbiti Mogynb ynpaBneHus cepaucos l
= Bce KPUTWYHbIE CePBICHI PA3BEPHYTLI B Knactepe Kubernetes VioAYyS AAHAMAGECKOR
Ha Astra Linux P a———
MoaynbHasa apxuTeKkTypa
= Mogaynb onHamnyeckomn nHPpacTpykTypbl — 3 y3a, OTKa30yCTONUYNBOCTb Eemgﬂ

cpeactBamu Kubernetes

= Mogynb BupTyanusauum — ot 4 y3oB, MacLUTabupoBaHmne
0o 180 yanos

= Mogaynb BblUNCNEHNS N XPaHEHNS — MacLUTabrupoBaHne
Mo NOTPe6HOCTN

= Mopynb 6e3onacHocTy — 3 y3na, oTBevaeT 3a GyHKLMN 6e30MacHOCTH

= BasoBbii MOAyNb BbINOAHAET PYHKLMN MOHUTOPWUHIa 1 yNpaBieHns

MM6kKoe HapawmMBaHUe pecypcoB

= MopynbHbIi IPUHLMN NO3BOASET PACLUNPSATD MOLLHOCTI BbIYNCEHNIA
N XpaHeHns 6e3 OCTaHOBKMN CEPBNCOB

= [lopoepxvBaeTcs ropn3oHTanbHoOe MacluTabrpoBaHme
cBbile 14 ctoek

Hape)HocTb Ha BCeX YPOBHSIX

= [y6nupoaHune knoveBbix komnoHeHToB (RAID, MLAG)
n pesepBurpoBaHune ceten 25/100 [61T/c obecneynBaloT HENMpPepbIBHYO paboTy
aaxe npw oTkazax 060pynoBaHNS

o

AAMHHWCTPETOR

*

Mopgynb 6esonacHocTH Basosbiii Mmogynb

Bazn c Virtual Security

Mopgynbe EBIMMCNEHWA M XPaHEHWA

CX¥0 Yadro Tatlin.Unifield Gen2

* - OnuMoHaNsHD
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MawwnHa Ckana”p MAN.O

MponsBognTENbHOCTb U MacLTabupyemocTb

— Bbicokas npon3BoanNTesIbHOCTDb

OnTnmMmnanpoBaHHag MHTerpaung annapaTHOro 1 NPorpaMmMHOro obecrneyeHns
BbigeneHHble ceTn BHYTpeHHero B3avimogencteng 25/100 6uT/c ong ognHakoBO BbICOKOW CKOPOCTY MeXaAy BCemMmu y3namm
Otkaszoyctonumsble CX[] Yadro TATLIN.UNIFIED Gen2 c nopgaepXko MrHOBEHHbIX CHUMKOB (snapshot) n knoHoB

MHoroypoBHEBOE TECTNPOBaHNE KOMMNOHEHTOB 1 HacTpoika gapa OC B pamkax NpoaykTa

— KopnopaTuBHbIN ypOBEHb peLleHns n MacLuTabupyemMocCTb

[Opu30oHTaNbHOE pacLUnpeHne BbluncnnTenbHbIX pecypcos oo 180 y3nos 1 MoaynbHOe HapallBaHne cBbille 14 cToek 6e3 0OCTaHOBKM
CEepBNCOB

REST API, Terraform n Ansible gng gpuHamuyeckoro ynpasneHns nHepacTpykTypon n nuterpauum ¢ CI/CD

— [[apaHTpoBaHHOE KauyecTBO

[Mpw Npon3BoaCTBE NCMOb3YIOTCHA BbICOKOKAaUEeCTBEHHbIE KOMMNEKTYoLW e
Cbopka NpoayKLuny OCYLLIECTBASETCA CTPOro B COOTBETCTBUN C YTBEPXAEHHbIM N1aHOM pa3MeLLEHNS KOMMOHEHTOB
[lepBuYHOE pasBepTbiBaHue 1O ocyllecTBNIeTCSd B aBTOMaTNUYECKOM pexmnme

Peanunsauyus pa60T BbICOKOKBaﬂVICbVILI,I/IpOBaHHbIMVI criednanmnctamm Ha BCexX atarnax Xm3HeHHOro yunkra
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MawwnHa Ckana”p MAN.O

OTKa30yCcTONYNBOCTb

— YpOBEHb BbIUNCINTENBbHbIX PECYPCOB

Ynpasngatowmi knactep Ha 3 yanax Kubernetes, o6ecneumnBatoLmin BbICOKYO AOCTYNMHOCTb cepBucos laaS/laC

KnacTep Bbluncnenuns ¢ runepsunsopom QEMU/KVM — coxpaHeHune paboTbl BM npun oTkase ynpaBngioLwero knacrtepa
PesepBupoBaHue anckos (RAID) n y3noB, aBToMaTnyeckoe BOCCTaHOBEHNE 1 BbICTPOE BKIOYEHME B paboTy
"Opn3oHTanbHOe MacLTabupoBaHe 6€3 OCTaHOBKMN CEPBUCOB — [06aBEHME Y30B 11 MOAYJ1en Mo Mepe poCTa HarpysKun

[Mogcnctema XpaHEeHN4A

CXLM Yadro TATLIN.UNIFIED Gen2 c apxutektypoun symmetric active-active
icnonb3oBaHMe TOMOB C KOCBEHHOW agpecaumnent: BbICoKas NpoOn3BoanNTENbHOCTb Clly4YaiHOW 3anuncuy,
MrHOBEHHbIE CHUMKM (Snapshot) n KnoHbl 6e3 NpPocTos

— CeTb

MHoroypoBHeBOE pe3epBupoBaHne cetTeBbix KOMNoHeHToB (MLAG-napbl, oy6nnpoBaHHble kaHanbl 25/100 [6uT/c)
BblgeneHHble ceTn ang BHYTPEHHEro B3anMogencTBug, ynpaBneHnd, XpaHeHs 1 BHELLHero 4ocTyna

Mopoepxka VLAN ong nsongaunm cny>xxebHoro 1 nosib3oBaTeNbCKoro Tpadurka

[Moppepykka TEXHONOr I C UCMOJIb30BaHMEM HECKONbKUX NyTen gocTtyna iSCSI (4-8) ong ctabunbHon paboThbl

N MUHVMasbHbIX 3agepXeK
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MawwnHa Ckana”p MAN.O

OTKa30yCcTONYNBOCTb

—— YpoBeHb ynpaBfieHns  MOHNTOPUHra

= YnpaBnsaiowmin knactep Ha 3 yanax Kubernetes (Astra Linux 1.8) obecneunBaeT
BbICOKYI0 IOCTYMHOCTb cepBucoB nnatdopmsbl laaS/laC

N NPOoAOoKEeHNe paboTbl BUPTYyasbHbIX MaLUVH gaxe npu cboe BCero ynpaBngoLLEero knacrtepa
= Ckana"p ['eHoMm:

= ynpaBneHune Xn3HeHHbIM koM MNAK, KOHTPOMb COCTOSHUS BCeX y3noB, 4ocTyn K IPMI,
BblBO[, Y3/10B B O6CyXIBaHWe, 3arpy3ka 06HOBNEHNI

= MOHUTOPWHTI paboTbl 060PYN0BAHNS 1 CEPBMCOB, CEOP N XpaHeHne MeTpuK,

rnékas HaCTpOMKa yBe,D,OMﬂeHVII7| N aHaANNTUYECKINX NaHeNeu

— PesepBHoOe konupoBaHne N BOCCTaHOB/IEHNe

= [lopoepxka pesepBupoBaHng y310B yrpasneHns cpeactsamum Basis Dynamix Enterprise

= Hannune API-BbI30OBOB O/19 BO3MOXHOCTEWN ynpaBneHns pesepBHbiMu konuamn BM cpencteamu Basis Dynamix Enterprise
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YnpasngemocTtb MawnHbl Ckana”“p MAWN.O

LleHTpann3oBaHHOe ynpaBnieHne 1 ynpasnieHne AoCTyrnom

Basis Dynamix Enterprise

Mnatdopma ynpaBneHns BUpTyannsaunen obecneymBaeT:
cosfgaHue knacTtepos BbluncneHni (QEMU/KVM)
cospaHune/3anyck/murpauns BM
yrnpaBneHne CeTIMN 1 XpaHUInLLLaMy CO CTOPOHbI NaTdopmMbl
dyHKkumm laaS/laC v nHTepdelicol gocTyna

OTCNEeXVBaHNe N aHan3 COCTOSHIS PecypcoB

Avanpost FAM ‘

LleHTpann3oBaHHasg ayTeHTUGMKALNS 1 yrIpaBneHne y4eTHbIMIN 3annucamu BASIS

UHTepdeincol n nHterpaumm . Tapmaucauun
MonHoueHHbI nHTepdenc REST API, oxBaTbiBatoLmii BCe GyHKLMN NIaTPOPMb ' TAPUCHEIE A

MpoBanpep ong Terraform n Ansible — pns [aC/CI/CD n BHELWHX cucTeM ynpaBneHuns

[ononHuTenbHO onuuoHanbHble NPoAyKTbI (Mo Tpe6oBaHWUIo)

Basis Guard — ona KonupoBaHg BUPTYanbHbIX MaLUVH Ha pe3epBHYIO NIoLaaKy
(acuHxpoHHas pennukauus Ha ypoeHe roctesoii OC)

Basis Cloud Control — cuctema opkectpauun ons obbennHeHns Heckonbkux NAK B ogHy
CUCTEMY yrpaBieHns

Octopus — ans 6anaHCPOBKY Harpy3kn MeXay BblYNCANTESIbHbIMU XOCTaMu



YnpasngemocTtb MawnHbl Ckana”“p MAWN.O

Cuncrtema ynpaBneHnd Xm3aHeHHbIM UKITOM U MOHUTOPWHra Ckana P [eHoOMm

MporpammHbin NnpoaykT Ckana”p Nl'eHom o6ecneunBaerT:

DELEKTLA ¥TIRGB/NEHAR

:

KoHTponb passepTbiBaHNSA KOMMOHEHTOB MallunHbI
BeneHue anekTpoHHoro nacnopta MatuunHsbi

OTcnexmnBaHmne CoOCTOAHNSA y3J710B

OTcnexmBaHne KoHbUrypauum nporpaMmHo-annapaTHoOro
cocTtaBa MawwHbl

CHWXeHMe BAnsgHNS YenoBeyeckoro gpaktopa
— COKpaLLEeHNEe pUCKOB, CBA3aHHbIX C OLLINGKaMU
aKCnNyaTUpyoLLero nepcoHana

Bo3amoOXHOCTb yrpaB/ieHNd Ka>XXablM Y3J10M MaLunHbl

OTo6paxeHne Bcex MeTpuk, Heo6XoaNMbIX
ong skennyatauum MalnHbl

A, Hactpoiik
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CeTeBad nogcucrtema /\

HazHauyeHne

CeTeBag nogcmcTema BbINONHAET PYHKLMN OpraHn3aLmmn CETEBOW CBA3aHHOCTI MeXay Bcemu
BbIYNCNNTENbHbIMI Y31aMu, BXogsaLwmmmy B coctaB MalluvHbl guHamMmnyeckom NHGPacTpyKTypbl
Ckana"p MOWN.O, n npeacraBngdeT cobon Habop CETEBLIX Y3/10B, KOTOPbIE OPraHn3yoT
N30MINPOBaHHbIE BbICOKOCKOPOCTHbIE CETH:

= BHYTPEHHEero B3anmogencTauns (B 3aBUCUMOCTI OT TpeboBaHuin 3akasdmka 25 [6ut/c
nnn 100 I'éuT/c) — ang opraHnsauun MHTEPKOHHEKTa Mexay BceMun KomrnoHeHTamu MNAK,
BK/IlOYas opraHn3auunio cetn XxpaHeHns onsa goctyna kK CX[ B coctaBe NAK

= BHELUHEero gocTtyna (B 3aBUCMMOCTIN OT TpeboBaHn 3akazuunka 25 6ut/c nnn 100 I'éuTt/c)
— ON19 opraHmn3auunmn BHELHero oocTyna

= ynpaBneHud (1éuTt/c) — ong opraHnsauum yrnpaeBneHns ob6opynoBaHnemM 1 nepenadn
CepBUCHOWN MHbOopMaLK B MoACUCTEMY obecrnedeHns 6a30BbIX CEPBNCOB

CTapTOBbIVI KOMIMNEeKT CeTeBbIX Y3J/10B BCerda pa3mMellaeTCyd B basoBom mMopayne

23



CeTeBag noacucrema

MpUMEeHNMOCTb N OCOBEHHOCTH

KommyTaumnoHHas apxutektypa
= PesepBrpoBaHne Ha ypoBHe ceTeBbiX KOMMYyTaTopoB No cxeme MLAG-napbl C 0TKa30yCTONUYNBOCTbLIO
* BblgeneHHble KOMMyTaTOPbl ANS:

= BHYTPEHHel ceTn B3anmopnencTaung yanos (25/100 'eut/c)

= BHelUHen ceTu gocTtyna (25/100 'éuTt/c)

= ceTn ynpasneHns (17é6ut/c)

= ceTun xpaHeHns (iSCSI)

-IlIlIIlIIIIIIIII'I'IIIIII’I' -

= OTcyTCTBME €QNHON TOYKM OTKasa — aybnumpoBaHume uplink n interconnect-kaHanos

MponyckHast cnoCoO6HOCTb
= OcHoBHble kaHanbl: 25 nnn 100 'éuT/c ong BHyTpPeHHero Tpadurka 1 BHELLUHNX MOAKYEHNIA
= CeTb ynpaBneHus: 1Té6ut/c

=  OntumanbHoe nogkmodeHne CXM: 4-8 iSCSI-nyTel ong yCTonumBomn paboTbl 1 MUHMMANbHbIX 3adepXeK

WN3onaumnsa n 6esonacHocTb Tpaduka

RCTCULLLLLCLLLUL L

!Lll..l.v,»» ~Ij|;l""|f"i.f = [lopnepxka VLAN ons pasgeneHuns cny>xebHoro 1 nonb3oBaTebCkoro Tpaduka

ERERERRRRRRRRRRRRR 3 .

L'”meuAlH g = BO3MOXHOCTb BblfeneHns ceTen ois agMuHNCTprpoBaHusa (adm_mgmt) n annapaTHoro ynpaeneHus (hw_mgmt)
B anevess MacuTtabuposaHue

= JlnHenHoe pacwmnpeHne 3a CYET no6aBNeHNs HOBbIX KOMMYTaToOpOB 1 NOPTOB 6€3 OCTaHOBKWM cepBncos

= Bo3MOXHOCTb HapallMBaHMa MacLuTabrpoBaHme cBhbille 14 CToek C COXpaHeHneM MPon3BoaNTENbHOCTI 1
OTKa30YyCTONYNBOCTA o4




[Tlogcucrtema BupTyannsauunm

[MpMeHNMOCTb N OCOBEHHOCTHN

HasHaueHune
= BbINoNHAeT OCHOBHblE GYHKLINN, CBA3aHHbIE C GYHKLUVNOHNPOBAHNEM CUCTEMbI AMHAMNYECKON NHOPACTPYKTYpbI
. CDoplvlmpyeT BblUYNCNTEIbHbIE MOLLHOCTW ONd CNCTeMbl BmpTyanmsau,mm n xpaHeHme OaHHbIX

= OTBeYaeT 3a NpenoCcTaBeHNe BblYNCINTENbHBIX PECYPCOB CUCTEME B paMKax BUPTYanbHON MHGPACTPYKTYpPbI
N XpaHeHNs OaHHbIX

ApxuTtekTypa n macutabupoBaHune
= Cuctema xpaHeHund Yadro TATLIN.UNIFIED Gen2 c apxutekTypoi symmetric active-active
= MuHumanbHasa koHourypaums: 1 cuctema xpaHeHns

" ﬂO,D,,D,ep)KI/IBaeTCQ roOpn3oHTas/IbHOE 1 BepTuKaJibHOe MaCLUTa6I/IpOBaHI/Ie Mo Npon3BOoONTESIbHOCTN N eMKOCTIN

OTKa30yCTONUMBOCTb U 3aWMTa AaHHbIX
= Pennnkaums cnyxe6Hbix gaHHbIX Yepe3 DRBD B CUHXPOHHOM 1N aCUHXPOHHOM pexunme
= [ly6nnpoBaHne ceTeBbIX NogKIoUYeHnI, nogaepxka npotokona iSCSI ¢ ncnonbzosaHnem dm-multipath

- I'Io,u,p,ep>|<|<a MIrHOBEHHbIX CHNMKOB (snapshot) 1 KNOHOB ANCKOB 63 npepbiBaHNA pa6OTbI

= [locTogHHas npoBepka LUeJIOCTHOCTWU AaHHbIX (scrubbing) N aBTOMaTnyeCkoe BOCCTaHOBJIEHMe NMoBpeXOAeHHbIX 6110KOB

MmékocTb NogkKnoYeHns
= [Ipsmoe nopknioyeHre K knactepam BoluncneHnii no iSCSI
= BbigeneHHble cetnt 25/100 M61T/Cc Ans xpaHeHns 1 o6MeHa AaHHbIMN

= BosmoxHocTb nsonauum Tpaduka xpaHeHuns B otaenbHole VLAN
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[Tlogcucrtema ayteHTudUKaunm n aBTopmsannum

HazHauyeHune

Mopgcucrtema ayteHTUdMKaLMN N aBTOpPU3aL N NOCTaBASETCS B Cllyyae
ncnonb3oBaHng ceptupuumposaHHon PCTIK Bepcuum MO Basis Dynamix

Heobxoguma

= [ons obecneyvyeHns 6€30nacHOCTN CUCTEMbI YNPABNEHNS 1 CUCTEMbI BUPTYann3aumm

A nacTb NPUMEHEHUS
AR O6nacTb NpuMmeHe

s

" BTrocygapCTBeHHbIX I/IHCI)OpMaLI,I/IOHHbIX cunctemax oo 1knacca 3awmeHHOCTI BKIIOYNTENbHO
" B VIHq)OpMaLI,I/IOHHbIX cncrtemax nepcCoHasbHbIX OaHHbIX OO 1 YPOBH4 3alLUNLLEHHOCTW BKJTIOUNTESIbHO

" B aBTOMaTuU3NpOBaHHbIX CUCTeMaXx Ao Ksiacca 1" BKAOYNTENBHO

OTBeyvaeT 3a

= I/I,D,eHTI/ICbI/IKaLI,I/IIO, ayTeHTVICbI/IKaLI,VIlO N aBTOpPU3aL IO I'IOJ'Ib3OBaTeﬂeIﬁ B cpencrtBe BnpTyanm3aunin
" [OOBEepPEeHHYIO 3arpys3Kky BupTyasibHbIX MaLlH CpeCcTBOM BUpPTYyain3aunn

" KOHTpPO/J1b LLeJIOCTHOCTW B CpecTBe BUpTyasin3aunn

" perncrpaunto COb6bITUIN 6€30MacHOCTN B cpencrtBe BnpTyann3aunn

" ynpasneHune OoCTyriom rnonb3oBaTesnien B cpencrtBe BnpTyanmsaunmn

" ynpasneHne noTokamm I/IHCbOpMaLl,I/lI/I B CpeacTtBe BMpTyanmn3aunn

" OorpaHnyeHmne I'IpOl'paMMHOI‘/Il cpenbl
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[Tlogcucrtema ayteHTudUKaunm n aBTopmsannum

[MpMeHNMOCTb 1 OCO6EHHOCTI

[loBepeHHaq 3arpyska
= [TpumeHsaeTcs cpeacTBo aoBepeHHol 3arpy3kim «Cobonby
= [lpoBepka undPOBbIX MOAMNNCEN BCEX KOMMOHEHTOB Ha 3Tane cTapTa

= [apaHTund 3anycka ToNbKo NPOBEPEHHbBIX MPOrpaMMHbIX Moaynel

KoHTponb LenocTtHocTun

= [locTosiHHas aBTOMaTN4YecKas MpoBepKa CUCTEMHbIX 1 KOHPUIYPaALMOHHbIX dalnnos

5 A

s

= YBefgoMIIeHMe 1 6NOKVPOBKa 3amnycka Npu 06Hapy>XeHUn HeCOOTBETCTBIIA

LleHTpanu3oBaHHas ayTeHTUdUKaLNS U aBTopmn3auuns

= Basis Virtual Security (BVS) — TpexyanoBoli knactep Ha Astra Linux 1.8

= [Moppepxka ctaHgapToB OIDC, SAML, Kerberos, LDAP/AD

= [mbkas HacTpoika ponen 1 NpUuBNIErNin

= Peructpauus Bcex 4encTBuiA: BXoA, U3BMEHEHNe KOHPUrypaLmm, ynpasneHmne BUpTyanbHbIMU MallnHaMu

- cDOpMI/IpOBaHI/Ie MPOTOKOJ10B AJ14 BHYTPEHHEro  BHeLWWHero ayaonTa

CooTBeTcTBME TPEOGOBAHNSAM POCCUNCKNX PETYNATOPOB

= Ceptundpukat PCTIK PP no TpeboBaHNSM OOBEPEHHON 3arpy3Ku, KOHTPONS LLeIOCTHOCTW 1 PerncTpaLm cobbiTuia
6e30MmacHoOCTH

= CoortsetctBue [OCT P 58833-2020 n NOCT P 59548-2022
= [lopaoepxka dyHKUMOHaNbHbIX Mep 3awunTbl No npukady PCTIK Nel7 (MAD, OUIM, PCE, 3CB, 3HW, YIMA)
= Ceptudukat PCTIK Ne 4348, cpok genctans o 24.12.2030; peectp poccuiickoro MO MuHumndpbl Ne 7038
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TexHnuyeckas nogaepxka n ycnyrim

N

MawwuHbl Ckana”p nocTaBngoTCS C NakeTaMmm yCayr TEXHNYECKOW Noaae P XKI:

247

TeXHNYecKas C NoOAePXKON

X . 1-57e8

©  BO3MOXHOCTb aBaHCOBOW 3aMeHbl 1 PEMOHTa C BO3MOXHOCTbIO

nopaepxka n3 : CNyXx6 aKkcnnyataunm 060pYyAOBaHNS MO MECTY YCTaHOBKU; : npoaneHns
«OHOro OKHa» B KPYI/TOCYTOYHOM pexunme onuung HeBo3BpaTa HakonuTenen ¢ faHHbIMN
KpyrnocyTtouyHo

= 8-800-234-23-25

= tac@skala-r.ru

= JINYHbIN KabuHeT Service Desk
= https://tac.skala-r.ru

B nporpammy nogaepxki BXOONUT:

" peleHne nHUnaeHToB
"  KOHCYJ/IbTauunwn no akcrustyatTaunmm MaLunH

= npepocTaBneHne obHosneHuin MO

[lononHunTenbHbie
npodeccroHanbHble YCyru

[Nporpammbl LOMOAHNTENbHbIX KOHCYbTaLWA
agMNHNCTPUPOBaHNG 1 akcnnyataunmn MawmH
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CKaAQ™p

[MAK Ckana"p — oyHOaAMEHT
U151 NOCTPOEHNS OBEPEHHON

NHPPACTPYKTYPbI

www.skala-r.ru




