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ONS NOCTPOEHNS NHGPACTPYKTYPbI BbICOKOHan . \_
KOPNOPAaTUBHbIX N TOCYAaPCTBEHHbIX NHGOPMALMOHR

neT KOMIINIEKCOB TbIC. +
CEPUNHOro B NPOMBbILLUNEHHON BbIYUNCTUTENbHbIX
BbIlMyCKa aKCcnnyaTauum ®  Y3/0B

& P




[MponykToBble HanpasneHusa Ckana™p

peweHnd a9 BbICOKOHar py>XeHHbIX KOpPrnopaTUBHbLIX N TOCYyAaPCTBEHHbIX CUCTEM

MaLunHbl guHaMuyeckon NHPpacTPyKTypbl
Ckana"p MOV

Ha ocHoBe pelueHnin BASIS nnga cosnaqng
ONHaMINYECKON KOHBEPreHTHON

N runepkoHBepreHTHom nHdpacTpykTypbl LLOL
1 BUPTYasbHbIX pabounx MecT rnosib3oBaTenen

MawuHbl 6onbwmnx gaHHbIX Ckana'p MB[.8

Ha ocHoBe pelueHnin ARENADATA n PICODATA
LN CO3aaHNa MHPACTPYKTYPbl XpaHEHNS,
npeobpasoBaHNs, aHaNMNTNYECKON, CTaTUCTNYECKON
06paboTKM faHHbIX , @ Takxe pacnpeneneHHbIX
BblUNCNEHNIA

MawwnHbl 6a3 gaHHbix Ckana”p Mb[]

Ha ocHoBe pelueHnin Postgres Pro ang samenbi
Oracle Exadata B BbICOKOHarpy>xeHHbIX CCTEMaXx
C obecneyeHnem BbICOKOW JOCTYMHOCTM

N COXPaHHOCTUN KPUTUYECKIN BaXHbIX aHHbIX

MawwnHbl XxpaHeHns gaHHbiX Ckana”p MX[

Ha OCHOBE TEXHOJOT NI O6bEKTHOro XpaHeHns S3
015 reopacnpeneneHHbIX KaTacTPoboyCTONUNBbIX
CUCTEM C COTHSIMUN MUNNIMOHOB O6bEKTOB
Pas3NNYHOro Tna n obecneyeHns 6biICTPOro
0OCTYMa K HAM

MawwunHa NCKyCCTBEHHOr 0 NHTENNeKTa
Ckana’p

Ha OCHOBE oNTUMIN3NPOBAHHOMO NPOrPaMMHO-
annapaTHOro cTeka Ans MakCumMasnbHOM
NPOWN3BOANTESIBHOCTN NpY paboTe C MogensmMum
N

Icnonb3oBaHue onbiTa
TEXHOMNOTrMYECKUX NAEPOB
(rmnepckennepos)

lcnonb3oBaHme cambix 3penbix

N NepPCMeKTNBHbIX TEXHOJOT I

B KOOMepaLmn C TEXHOIOrMYeCKNMUY
nnaepamm poCCuiickoro pbiHka B
Kagom 13 CerMmeHToB



MopaynbHaga nnatdopma Ckana’p

icnonb3oBaHme onbiTa TEXHOMOMNMYECKUX NNGEPOB — rMnepcKkennepoB

EQnHbIM NpMHLUMN MOAYNbHON KOMMOHOBKMW N NIaTPOPMEHHDbIN NOAXOLA,
EnnHas obnayHas cucrtema ynpasneHns cepsmncamm

() =
EER EER) =+ DBaaS
Legd & = &
MporpammHag nnatdopma Ckana”p ang ynpaBneHnsa pecypcamm n aKkcnayataumen
= | PaspeneHue pecypcos = E?Eié MynbTUTEHaHTHOCTb . =" ABTOMaTM3aLNS
Ex oy =
= ™ -

MopgynbHaga nnatdopma
WNHdpacTpykTypa ynpaBneHus gaHHbIMuU

— [AnHamunyeckas uHdpacTpykTypa -

\ J

TpaH3akunoHHas o6paboTka

[OnHamunueckaa nHppacTpykTypa

Bonbline paHHble

XpaHeHne
OaHHbIX

____________________________________________________________________________________________________________

[ny6okas nHTerpauns 1 BCTpeyHas onTuMn3aLns KOMNOHEHTOB Mo BCeMy TEXHOMOrM4ecKoMy CTeKy rof onp
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[MporpammHag nnatdopma Ckana'p

O6beanHeHNs pasnnyHbIX AOMEHOB yrpaBneHns B eguHyto dyHKUnoHanbHyto rpagosyio CMDB

KomnnekcHoe pelueHne gng akcnayatauum nHppacTtpyktypbl ypoBHSa LOL,

ckana'p

EonHaga Touka o63opa
COCTOSIHNS KOHTYpa

O603pMMOCTb 11 YIOOCTBO
ynpasnenuns LO[

% kubernetes
LindpoBoin ABONHMK
NHPPaCTPYKTYypbI
KoHTponb nameHeHmnn

ObICTPOMEHSIOLLINXCSH
TOMoNornin

MogenupoBaHue
N3MEHEHWI

B MHPACTPYKType

Bbicokag cTeneHb
aBTOMAaTM3aUNn

OPENSHIFT

MocTtpoeHune Al-Copilot
ong ynpasnenuns LLO[




[MAK Ckana”p B Peectpax P®

St N

PeeCTp I'IpOf"-ﬂbILIJJ'IeHHOH npoaykunu, r|p01.-138e,quHo[F1 Ha TeppUToOpUn

Poccuinckon ®epepauum

gz pmcr
¢¢. . MPOrPAMMHOIO OBECMEYEHUA

CooTBeTCTBYIOT KpuTepusam gosepeHHoro NAK
TexHonornyeckad He3aBNCNMOCTb
IHbopmaLumoHHas 6e30nacHOCTb
PyHKUMOHaNbHag yCTONYNBOCTb



iImnopTo3amelLeHne: CNI0XXHOCTb Bblbopa
OTcyTCTBI/Ie TeXHOJ1IOrmn4yeCKoro jgngepcTBa

CeTeBas XpaHeHne
MHbpacTpyKTypa LaHHbIX

HITACHI

~AKVM
e, “ WE \icrosoft
CISCO NetApp .

BupTyanusauus

&) vmware

BbluncnutenbHas Cyb[ OnepaunoHHble
MHppacTpyKTypa CUCTEMbI

ORACLE a" Microsoft

& Microsoft & RedHat

OTcyTcTBME MHDOPMALLN N MPAKTNYECKOrO NOATBEPXAEHIS
COBMECTUMOCTV MPOQYKTOB

Bpemsa 1 pecypcbl ons NoATBEPXOEHNS COOTBETCTBIS 3asBIEHHON
dYHKLIMOHANBHOCTI

CeTeBag
UH$pacTpyKTypa

LTEX @QTECH
D) RDP ZFelax

[/ & uoPoBEE
PELIEHNA

BbluncnutenbHas
MHppacTpykTypa
A reABUTOH

or He

AGUARIUS

@ OpenYard

XpaHeHune
LaHHbIX

SEPE;

AGUARIUS m

Yo AcrREDISK
RAIDIE |

CybA

Pogzgres Pro gAD

Qntor (& SBER TECH

Yandex £~ S8coL

© GIS I,

PICODATA ety

BupTyanusauus

Veil (esmiinu) aigs,
wvm

BASIS NUMA

PYCM3IK #irT
PO S KMBEPNPOTEKT

OnepauunoHHbie
CUCTEMbI

;I’tEL =F'.E,D,OC

applite & SBERTECH

E!FTEB& &) Cxke

Mpo6rnema COBMECTUMOCTI C NPOoAyKTaMu U3 PasHbIX KNaccoB

PasmblBaHWe MOHATIS «aep»: B KaXO0M CerMeHTe CyLIEeCTBYIOT

[0EeCATKN Ha NepBbIl B3rna paBHOLIEHHbIX MPOOYKTOB



HesaBucumocTb: BapraHTbl peanusauun N

[TOKOMMOHEHTHOE 3amMelLleHne Co3paHue uenesoun gosepeHHon VT-nHdpacTpykTyphbl

[locnepoBaTesibHbIN NepeBo CUCTEM Ha LieNeByio
noBepeHHyio NT-nHdpactpyktypy

=  Bpems Ha n3yyeHmne BapnaHToOB, TECTUPOBAHME 1 BbIGOP

= JlaBrHa B3anMOCBS3aHHbIX NPOEKTOB NO BHEAPEHMIO
= CHWMXeHne Harpyakin ¢ TekyLLen nHGpacTpyKTypbl

= CNOXHOCTb CUHXPOHN3ALNN OPOXHbIX KapT pasBuTUS
N HEOBXOOANUMOCTUN ee MacCLUTabupoBaHs

= PocT cpokoB BHEAPEHNS 1 PUCKOB Ha CTbIKax
= CokpalleHne CpokoB BHEAPEHNS N CHUXEHNE PUCKOB
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[Mouemy NAK Ckana”p ?

= [‘apaHTnpoBaHHO COBMECTUMbIE KOMMOHEHTDI
= OTKa30yCTONUYNBOCTb Ha YPOBHE apXUTEKTYPbI
= OnNTMMM3aums NPON3BOLANTENBHOCTN

=  OTBETCTBEHHOCTb OQHOIr0 NPON3BOANTENS
3a QYHKLMOHAN 1 NokasaTenn HasHavyeHuns

= PelueHHble BONpoChl MHTErpaunm, akcnayaTauuny,
MOHUTOPUHra, obecnedeHns Vb, pe3epBHOro
KOMMPOBaHWS

= [lopgoepxka n cepBnc N3 OQHOO OKHa
= CepumnHOCTb 1N MPeeMCTBEHHOCTb

= YnpaBngemas gopoXxHas KapTa pa3BUTuS

T NALHA AHAMISECKOM MHEPACTRY KTy P
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MALLIMHA BONBLINX OAHHDBIX

nl "E

A

MALLVNHA OBBEKTHOIO XPAHUNULWA

e

MALIVIHA BA3 JAHHDIX




KOHKYpPEHTHbIe NpenmMmyLiecTBa

ONTUMN3NPOBAaHHbIX peweHun Ckana“'p
[Mpon3zBoguTENbHOCTb

YeM peLleHnd, nCnoJsb3yloLline YemM peLlleHnd B BmpTyaanon cpene, [OJ19 CUCTEM C BO/bLLUNM KOSMYECTBOM
CorioCtaBuMble arnapaTtHble CpeacTBa ncrnosb3yroLine coroctaBnmblie CEeCCUIN 3a CYET UCMOJIb30BaHNS

3a cyeT onTuMmn3aun BBOAa-BbiBOAA U annapaTtHble CpeacTBa 3a CYeT cneunann3npoBaHHbIX NynepoB
NHTEPKOHHEKTa 1 3a CHEeT pa3rpys3kn Ly CHIMKEeHNA NaTeHTHOCTN n 6aﬂaHCI/|pOBLLI,I/IKOB

RPO/RTO [ocTynHoOCTb

CBSI3aHHbIX C OLUMBKaMy KCHyaTauum

1 CyLLEeCTBEHHOE YBeNMYEeHne AOCTYMHOCTA

3a CYeT CMOob30BaHNS Creunann3npoBaHHON
CUCTEMbI yrpaBieHns pecypcamm

BPEMS BbINOIHEHS PE3EPBHOIr0 BPEMS MOSIHOrO BOCCTaAHOBEHNS y3/1a
KOMVPOBaHNS N BOCCTAHOBIEHUS B C/ly4ae 0Tkasa 3a CYeT CMoNb30BaHNA
3a cYeT Cneunann3npoBaHHOrO BCTPOEHHOrO BCTPOEHHOI CUCTEMbI pa3BepPTbIBaHNA
MOZY/19 PE3EPBHOI0 KOMMPOBaHWS 1 uMPPOBOro ABOMHKKA CUCTEMbI

* Ha npumepe MatumHbl 6a3 gaHHbix Ckana”p MB.I



[MAK — MawunHbl Ckana“”p — npeunmMyLiecTsa
nepen caMoCTOSATEIbHbIMIN NPOEeKTaMM

3a cyueT cneunanm3npoBaHHON MOy NbHON BcTpeyHas onTumMmnsaums n yCTpaHeHmne y3knx MecT apaHTNpoBaHHO PaboTOCNOCOBHOE peLLeHmne
N KNacTEePHOI apXUTEKTYPbl PeLLeHNi Mo BCEMY CTEKY NPUMEHUMbIX TEXHOOI A

i YckopeHune oo 30%
) npoekToB MMMNOPTO3aMeLLeHNS

SkoHomug oo 20%
Ha MPOEeKTNpOoBaHUU N BHegpeHUU

MpoaykTbl pa3BmBaloTCS
C yYeTOM NoXenaHnin 3aKka3yunkonB

Uy KpaTHoe COKpaLleHne NHUNOEeHTOB,
CBSI3aHHbIX C OLLUVBGKaMW SKCrutyatauunn

MALLUUHA BOJTbLLINX OAHHDBIX

Bbicokas noctynHoctb Yno6c¢TBo 3akynoyHbix npouenyp ong NMAK n Mogynen —

. 2
n KaTaCTpOCI)OyCTOI/IL-IVIBOCTb n3 KOpO6KV| i;l—o HOMeHKﬂa'lI;)c/Dprle e b L PeeCTpa P3r
y NHNpoMTOpra
o 6 VB CooTBeTCTBME akTyabHOMY 3aKOHOLaTEeNbCTBY
TBEeTCTBUEe T BaHNAM
DRI SRR no 3akynkam — NpedepeHuUnn n3gennam
PoCCUIICKOE 06 no MpumeHeHne gna KNC n T’NC,
000 OBaHMe n
PyA ’ Bkoyag aoBepeHHble MNAK gng KN

I'Ip;nvloe B3aMOOENCTBNE C TEXHOOrMYECKNMI napTHepamm rno pa3BnuTuMio Heob6XxoanuMoro 3akasuymkam Cl)yHKLl,I/IOHaJ'Ia

— BKJ/IOYEHbI B EQUHbBIN peecTp pOCCUINCKON
pannoanekTPOHHON Nnpoaykuum n peectp MuHundpsl
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MaLwunHbl ANHaMNn4Yeckon NHPPaCcTPYKTYypPbI N
Ckana”p MO

BbICOKOMPON3BOANTESIbHbIE MPOrpaMMHO-annapaTHble KOMMJIEeKChI
BUPTYanusaunm cepBepHOn MHPPacTPYKTYypbI
N BUpTyanusauum paboumnx mecT

Ckana"p MOWN.O < Basis Dynamix Enterprise

[MAK BnpTyannsauum cepaepHoi NHGPaCTPYKTYpPbl 1 CO30aHNS YaCTHOro obnaka

Ckana”p MOW.B < Basis Dynamix Standard

[MAK BupTyannzauumm cepsepHon NHGPacTpyKTypbl C runepkoHsepreHTHou NCXL

Ckana"p MOW.P < Basis Workplace

MAK BnpTyannsauum paboumx mect Ha ocHoBe MVI.B n pewenuns Basis Workplace




OXngaHns KJINeHTOB

ocypapcTBEHHbIe
opraHmsauumn

= CooTBeTCTBME POCCUNCKM
TpeboBaHnsam Vb (PCTIK,
®CB, NOCT)

= [lonrocpoyHag nogaepxka u
npeackasyeMbli XN3HEHHbIN
uukn (10+ ner)

=  BO3MOXHOCTb MOCTPOEHMS
BEOOMCTBEHHbIX U
pervioHanbHbIX 061aKoB

= LleHTpanusoBaHHOE
yrpaBfeHne MHOXeCTBOM
MOLWa[okK N yoaneHHbIX

LOOos

=  OTcyTCTBME 3aBUCMOCTN OT
3apy6exHbIX MOCTaBLLNKOB

(@]l

—

BaHkoBckum
cekTop

["apaHTMpOBaHHas
HenpPepbIBHOCTb KPUTUYHbIX
cepBuCoB

Bbicokas
NPON3BOANTENBHOCTb
TpaH3aKUVOHHbIX Harpy30K

MHoroypoBHeBas 3awmTa
NepCcoOHasbHbIX 1
$PUHaAHCOBbIX AaHHbIX

BbicTpoe maclTabupoBaHue
L1 MKOBbIX Harpy30K 1
3anycka HOBbIX CEPBNCOB

IHTerpaumg c cuctemamm
MOHWTOPWHIa N pe3epBHOro
KONMpoBaHMS

L1

Putenn v
e-commerce

mbkoe macluTabupoBaHne

NHPPaCTPYKTYpbI Nog,
CE30HHbIe NUKWN NpoJax

Bbicokas LOCTYNHOCTb
OHnanH-cepsucos 24/7

BbicTpoe pasBepTbiBaHME
TECTOBbIX/pa3paboTyecknx

cpen

3awmTa nepcoHanbHbIX
[aHHbIX NokynaTenen
(152-03)

MwuHUMIN3aunsg BpeMeHu
OTKNNKA 0N KINEHTCKIX
NPUNNOXEHNIA

Tenekom

[Mopnepxka nnatdopm BbICOKOWM
NAOTHOCTN BUPTYabHbIX
ceTeBbIX PYHKLII

MacLwtabupoBaHe Bbl4YNCEHNIA
N XpaHWnLLa nNpu pocTte
aboHeHTCKon 6a3bl

VIHTerpaumg c cuctemamm
BUANHIa 1 OpKecTpaLny

MuHnManbHble 3aaepPXKn 1
BblCOKas NponyckHas
CMOCOBHOCTb KaHaoB

HagexHocTb v
OTKa30yCTONYNBOCTb MpWu
KPYr1oCYyTOYHOW SKCyaTaumm

13



OTBeuaq NoTpebHOCTIM BnsHeca N

-
[ [M6koe MacLITabupoBaHme — CokpauieHne TCO n skoHomMng pecypcoB
I - N ]
['—J_ i) = Jlérkoe HapalunBaHiie BbIYMCINTENbHbIX PECYPCOB, p— KoHconuaauws cepeepos 1 apdekTneHOE
* NamMsaT 1 QUCKOB 63 OCTaHOBKI CEPBICOB NCroib3oBaHNe xenesa CHKaloT

KanuvTalsibHble N onepaunoHHble 3aTpaThbl

Bbicokas OOCTYMNHOCTb U

. CooTtBeTCcTBME TpGGOBaHI/ISIM 6e30mnacHocCTHn
OTKa30yCTON4YNBOCTDb
ﬁ* = [loBepeHHas 3arpyska, KOHTPOb
= AsTOmMaTnyeckun nepesanyck BM, pennukaung # LIeNOCTHOCTU, cepTMdIUKaLINS
JaHHbIX 1 OTCYTCTBUE e,U,VlHOM TOUKIN OTKa3a (DCT@K/(DCE N nogaepxKa pOCCV||7|CKV|X
obecneynBaioT HerpepbiBHYIO pa6OTy KPUNTOCPEacCTB
2 BbicTpoe pasBepTbiBaHNE EQuHoe yrnpasneHme u
#  YaCTHbIX U TMBPUAHbIX 06/1aKoB

ﬁBTOMaTVI3aLI,I/I9I - .
# . eHTpPaNN30BaHHbIN BE6-UHTEPdEINC
n REST API ong agMnHUCTPUPOBaHNS BCEX
KNacTepoB, CETEN N XPaHUNILL

= [lonHodyHKUMOHaNnbHag obnayHas cpega
Ha CO6CTBEHHOW NoLWaaKe KOMMaHnm
c rotoBbiMn AP| ong nHTerpaunn

14



YnpaeneHne MawuHamu Ckanap MOW N

O6beanHeHue nyywero o6opynoBaHNS
N NporpamMmMHoro obecneveHus gng noctpoeHus NMAK

S
[ |
Q Q -~ B p .
g § i Basuc.Dynamics E Basuc.vCore HEasmc.vCore bl LI m C'rl MTen b H bIX qne =
— o *
o . Basuc.vControl ﬂo 5 O O O
s Basnc.Dynamics Baauc.vControl Basuc.Workplace
o
@
‘U am
E’ "reHOM Asromatusauns 06CNyXnBaHNS MaKCVIMan bHaq eMKOCTb O3y'
T A *
E Basunc.Guard Basuc.Guard Basunc.Guard HO 4 O 6 a M T
=) Basnc.VirtualSecurity Basnc.VirtualSecurity Basunc.VirtualSecurity
g AsaHlloct FAM AaHloct FAM AsaHlloct FAM
g
i . Basunc.Ustor Basnc.Ustor X -
é Yadro Tatlin Yadro Tatlin Yadro Tatlin pa H Mn M LL"e na H H bIX'
X

[MporpammHag nnatpopma Ckana“p Ao 1 rl 6a AT

*naHHble yKasaHbl 4na mawuHol MOW.O 15



MaLwinHa gnHammnyeckon nHPpPacTpPyKTypbl
Ckana"p MON.O




MawwnHa Ckana”p MAN.O

MacwTtabupyembini otkazoyctonumebin NAK aong 4yacTHbIX N Ny6ANYHbIX 061aKOB,
ob6ecneynBaloLLii BbICOKOMPON3BOANTENbHYIO BUPTYabHYIO NHPPACTPYKTYPY

— Cu,eHapvu/l NPUMEHEHUS

KopnopatueHblie NIT-cuctemsl: ERP, CRM, cuctembl ynpasneHns 6azamMmu JaHHbIX,
aHanuTVIKa, NoToKoBas 06paboTKa. ﬂO,D,,D,Gp)KKa Ha 1 BM

Focy,uapCTBeHHble I/IHq)OpMaLLVIOHHbIe CNCTEeMbl: COOTBETCTBYeT Tpe6OBaHI/|9|M

PCTIK Poccum (1 knacc 3auiL&HHOCTI), MOXET MPUMEHATLCS Ha 3HAaUYNMbIX
o6bekTax KW, B ICIOH 1ypoBHS. .D,O V( : P l |

BbICOKOHany)KeHHbIe CepBUCbl: 6a3bl JaHHbIX, aHaNUTUJYeckne I'IJ'IaTCbOprI,

paspa60TKV| N TeCTtoBble Cpefbl C YaCTbIMWN N3MEHEHNAMN. 1 T6 O 3y

— OcobeHHOCTH

Bbicokas npou3BoAUTENIbHOCTb U AOCTYNHOCTb

8
2
:
5
$

OnTuMnanpoBaHHas NHTerpauns «xenesa» 1 MO, CX[ active-active,
pe3epBMPOBaHNE KPUTUYHBIX KOMMOHEHTOB C aBTOMaTUYECKAM

BOCCTaHOB/IEHNEM. KOﬂVlL—leCTBO y3,r|OB

M'm6kocTb M MacwTabupyemocTb

JInHenHoe HapalumBaHne BbluncneHnin n xpaHeHuns (oo 130 y3nos, cebiwe 14 BblY I Cn e HN4
cToek), nogaepxka laaC yepes REST API, Terraform, Ansible.

BesonacHocTb 1 3 O
= CeptudunumnpoBaHHas OC Astra Linux, noBepeHHas 3arpyska «Co60/by, Dao

aHTuBmpyc Kaspersky; mogynb baauc Virtual Security ong ayteHtudukaumm n
KOHTPONS LLeNOCTHOCTN. B 3aBNCNMOCTIN OT KOHCI)VI rypaunnm
Ypo6bHoe ynpaBneHue

EounHbin web-unHtepdenic n cepaucol Ckana”p 'eHoM 4159 MOHUTOPUHIa 1
aAMUHNCTPUPOBAHMS.




MawwnHa Ckana”p MAN.O

ApxutekTypa n maclutabnpyemocTb

MuHumanbHas KoHpUrypauus

4 BbIUNCNNTENbHBIX Y3/1a + MOAY/Ib XPaHeH s

(CX[O Yadro Tatlin.Unifield Gen2) n bazoBbiin Mmogynb
yrnpaBneHuns

Bce KpuTuyHble CepBIChI pa3BEepPHYThI B KiacTepe
Kubernetes Ha Astra Linux

MopaynbHasi apxuTeKkTypa

Mogynb ouHamMmmnyeckon nHdpacTpyKTypbl — 3 yana,
oTkasoycTonumBocTb cpepactBamu Kubernetes
Mogaynb BupTyannsauum — oT 4 y3nos,
MaclTabupoaHue go 130 yanos

Mopynb XxpaHeHns — MmaclUTabrnpoBaHne

Nno NOTPe6bHOCTN

CneuvnannsnpoBaHHbIi Mogynb — 3 y3na, oTBeyaeT
3a GyHKLUUK 6€30MacHOCTY

Ba30oBbIi MOy b BbINOMHIET GYHKLI MOHUTOPUWHIa
1 ynpaBneHuns

M'6koe HapalWMBaHMe pecypcoB

MopynbHbIN NPUHLMM NO3BONSET PaCLLNPSATL MOLLHOCTI
BbIUMCIEHWNIA N XpaHeHs 6e3 OCTaHOBKM CEPBUCOB
MoppepxrBaeTCs ropn3oHTanbHOe MaclUTabupoBaHmne
cBbllwe 14 cToek

Hape)XXHoCTb Ha BceX ypOBHSX

Ly6nunpoBaHue knouesblx komroHeHToB (RAID, MLAG)

n pesepsupoBaHue ceten 25/100 '6uT/c o6ecneunBatoT
HemnpepbIBHYO PaGoTy Aaxe Npu oTkasax 060pyaoBaHNS

1@)
3 ()
&& AoMuHUCTpaTop
[lonb3oBaTenu
+ \ 4 +
Mopynb agnHammnyeckon CneunannanpoBaHHbIN BasoBbin
NHpPaCTPyKTypbI moaynb* Mopayb

reHom ‘%’

Ckana®p ABaHnocT
baauc DynamiX Enterprise Basuc Virtual Security FeHOM FAM
3y3na 3ya3na 2-L y3na
]
Mogaynb BupTyanusaumm Mopaynb XxpaHeHuns B

Y3en Bbluncnenus basunc.DynamiX

4-N y3noB

CX[ Yadro Tatlin.Unifield Gen2

1-K y3nos

4
S

[Nonb3oBaTenn

* OnumnoHanbHbIN Mogyb

O6LLee uncno y3noB yrpaBieHns + y3/10B BblYNCIEHNS + y3/10B XpaHeHus He 6onee 180.
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MawwnHa Ckana”p MAN.O

Mpon3BognTENbHOCTb N MacLUTabupPyemMocTb

— Bbicokas npon3soanTesibHOCTDb

OnTumMnanpoBaHHas MHTerpaumng annapaTHOro 1 NPorpaMmMHOro obecneyeHns
BblgeneHHble ceTn BHyTpeHHero B3anmogenctang 25/100 M6ut/c ong oanHakoBO BbICOKOW CKOPOCTI MexXay BCeMu y3amu
OTkazoycTtonumeble CX[ Yadro Tatlin.Unifield Gen2 ¢ nogaepXKon MrHOBEHHbIX CHaMLWOTOB 1 KITOHOB

MHoroypoBHeBO€e TECTMPOBaHNE KOMIMOHEHTOB 1 HacTpolika dapa OC B pamkax NpoaykTa

— KopropaTuBHbI YPOBEHb PELLEHNS U MacLLUTabupyeMocTb

[COpu3oHTanNbHOE pacLINpeHe BbIYNCINTENbHbIX pecypcoB Ao 130 y3noB n moaynbHoe HapalyBaHue cBbile 14 cToek 6e3 0CTaHOBKM
CEepBNCOB

REST API, Terraform n Ansible ons guHammnyeckoro ynpaeneHuns nHopactTpyktypon n nHterpauum ¢ Cl/CD

— [[apaHTUpoBaHHOE KauecTBO

[Mpw Npon3BOACTBE NCMOMNBb3YIOTCS BbICOKOKAYECTBEHHbIE KOMMEKTYIOL e
Co6opKa NpOoAyKLM OCYLLECTBSETCS CTPOrO B COOTBETCTBMM C YTBEPXKAEHHbBIM MIAHOM pasMeLLeHNs KOMMNOHEHTOB
[MepBryHOe pasBepTbiBaHMe MO ocyLlecTBNIeTCS B aBTOMATNYECKOM pexmme

Peanunsauuna pa60T BbICOKOKBaJ'II/ICI)I/ILI,I/IpOBaHHbIMI/I cneuvianmnctamMmm Ha BCex atanax XnM3HeHHOro unkna
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MawwnHa Ckana"p MOWN.O

OTKa30yCcTONYNBOCTb

YpoBeHb BbIUNCINTENbHbIX PECYPCOB

= YnpaBngwowmin knactep Ha 3 yanax Kubernetes, o6ecneunBatoLin BbICOKYO AOCTYNHOCTb cepBuncoB laaS/laaC

= KnacTep Bbiuncnenuns ¢ runepsusopom QEMU/KVM — coxpaHeHne paboTbl BM npn oTkase ynpaBngioLwero knacrepa

= PesepsupoBaHue gnckos (RAID) n yanoB, aBToMmaTnyeckoe BOCCTaHOBNEHME N BbICTPOE BKIIOYEHNE B paboTy

= [Opun3oHTanbHoOe MaclTabupoBaHe 6e3 OCTaHOBKN CEPBNCOB — J06aBMNEHME Y3108 11 MOgyJ1en Mo Mepe poCTa HarpysKin

[Moacuctema xpaHeHus

= CX[ Yadro Tatlin.Unifield Gen2 c apxutektypon symmetric active-active
= llcnonb3oBaHme TOMOB C KOCBEHHOI agpecaLnell: BbicCoKasg Npon3BOANTENbHOCTb Cy4YaliHOM 3anmncu,
MrHOBEHHbI€ CHaMNLWOTbI 1 KNOHbI 6€3 MPOoCTOos

Cetb

= MHoroypoBHeBoe pe3epBrpoBaHme ceTeBbix kKomnoHeHTOB (MLAG-napsbl, oy6nnpoBaHHble kaHanbl 25/100 MéuT/c)
= BblgeneHHble ceTn 4ns BHYTPEHHEro B3anMO4ENCTBINS, YPaBNeHs, XPaHeHUs 11 BHELIHero oocTtyna
= [Moppepxka VLAN ong nsonauumn criy>XebHoro 1 nosib3oBaTeIbCKoro Tpaduka
= [logpoepxka TEXHOMOMMIA C UCMONb30BaHEM Heckosbkux nyTen goctyna iSCSI (4-8) ona ctabunbHom paboTbl
N MUHUMaSbHbIX 3a4epPXeK
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MawwnHa Ckana"p MOWN.O

OTKa30yCcTONYNBOCTb

—— YpOBEHb ynpaBieHns U MOHUTOPWHra

= YnpaBngiowmin knactep Ha 3 yanax Kubernetes (Astra Linux 1.8) obecneunBaeT
BbICOKYI0 IOCTYMHOCTb cepBucoB nnatdopmbl laaS/laaC
N NPOAO/IKEHNEe paboTbl BUPTYasbHbIX MaLLUH gaxe rnpu c6oe BCero yrnpaBngoLwero Knacrtepa

= Ckana"p 'eHowMm:

— ynpaBneHmne Xn3HeHHbIM unkiom MNAK, KOHTPOIb COCTOSHNS BCEX Yy3noB, gocTtyn K IPMI,
BbIBO[ Y3/10B B O6CNYXBaHMNe, 3arpy3ka 0O6HOBNEHNIA

— MOHUTOPWHI paboTbl 060PYAOBaHNS N CEPBNCOB, CHOP 1 XPaHEeHNEe METPIIK,

rnbékag HacTpOoWKa yBEAOMEHNI N aHaNTUYECKIX naHenemn

— Pe3sepBHoOe konupoBaHne N BOCCTaHOB/IEHNEe

= [lopoepxka pesepBupoBaHus y310B ynpasneHuns cpeactsamm Dynamix Enterprise
= Hannune API- BbI30BOB A/19 BO3MOXHOCTEN ynpaBneHns 6akanamun BM cpepcteamum Dynamix Enterprise
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YnpasngemocTtb MawuHbl Ckana“p MON.O

LileHTpannsoBaHHOe ynpaBfieHne n ynpasfieHne 4OCTYNoM

Basnc.DynamiX Enterprise:
Mnatdopma ynpaBneHns BupTyannsaumnen
obecrneynBaeT:

CosnaHue knactepos BbluncieHnin (QEMU/KVM)
CospaHune/3anyck/murpauuns BM

YnpaBneHne ceTamu 1 XpaHUNuLamMmim co CTOPOHbI
nnatbopmbl

®yHkumn laaS/laaC n nHTepdencol goctyna
OTcnexmnBaHne 1 aHann3 COCTOSIHNS PecypcoB

ABaHnocT FAM:

LleHTpann3oBaHHasa ayTeHTUGUKALNG 1 ynpaBneHmne
YyYETHbIMY 3anncamm

WNHTepdencol n nHterpauunn

REST API, nposangep Terraform, mogynb Ansible —
ons laaC/CI/CD v BHELWHNX CUCTEM yrNpaBieHns

CeTn ynpaBneHus: adm_mgmt (agmMuH-gocTyn),
hw_mgmt (IPMI), mgmt (ynpaBneHune pecypcamm);
nzonsums cnyxeéHoro Tpadurka VLAN

[ononHuTtenbHo (No TpeboBaHuMIo)

Basis Guard, Basis Cloud Control, Octopus —
ONUMOHanbHbIE MPOJYKThI, MHTErpPUpPyeMble C
KnacTepoMm ynpaBneHns

BASIS

B
B

B
B
B8

Jara-ueHTpel

Vians

LWabnoxe OC

Kondurypauun
wnacrepa Kubernetes

Tapudurauna

fawéopa

10 WM Crary 1D akxaywTa

shared-ubuntu20.04-

229 0
server
P QA-Shared-ubuntu-
207 22.04-k881.24.15 o
o3 ga-tools-ubuntu- 5
Cnpaeo4yHUKK MonkzoBarenn Hacrpoiiku OT4eThl 3aneKu
Tapudukaumsa
TAPWU®HBIE MAAHBI TAPWUOHBIE KNACCHI PECYPChI
ID - HauMmeHoBaHKe 3 Mo yMonuauuio %
4 TNz Het
3 TN-ros Het
1 Tno na

X86_64 Hinux 216
X86_64 Hnux 101w
X86_64 inux 3rub

MWcakos Pomz
ApMnHncTpa

DaTta aKTUBaLMH = lara apxuBauuu %

2024-05-01 —

2024-04-01 —

2024-03-14 —
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YnpasngemocTtb MawnHbl Ckana”p MAWN.O

CucTtema ynpaBneHus XU3HeHHbIM LUKIOM U MoHUTopuHra Ckana"p NeHom

MporpammHbin NpoaykT Ckana”p N'eHOM o6ecneunBaeT: T

mochmER | LO[ 123 7 altg2 (&)
CELEKTLA ¥NPABNEHE

= KOHTPOnb passepTbiBaHNS KOMMOHEHTOB MalunHbl O6p_ Comex  Tooaorm  Vaw  foromamnen  Momopar

= ovanm . E—
Whidapmaaning

B Cepswcs CYEQ

= BepeHue anekTpoHHOro nacrnopTa MalumHbl - R
E Onepausn I v

. 0.894% [| _0.879% |\_1.61%
u OTCne)KVI BaHI/Ie COCTOQHVIQ ysnoB S i 10.0.211.121:9042 10.0.219.122:9092 10.0.211.123:6062

v lieas

Cofnirng [nocaompame 5)

= OTcnexuvBaHmne KoHPUrypauum nporpamMmmHo-annapaTHoro
cocTaBa MawwHbil

DoTaHoEnek yean 82 nogall 03.04.2022 2530

Ceanws Ha-altB#-F303 cMeran CTETC HA

Unavallabie 03.04.2022 14:21:38

~12.0% J1.12.0%
= C H VI)Ke H I/I e B.ﬂ VI q H VI q q en O B e l"I e C Ko ro ¢ a KTO p a :illl\'?;vlrx’llll‘u;j HoROR e asen s 03042022 14:21:34 10.0.211.121:9052 10.0.211.122:9092

O Hararabiva

_12.2%

10.0.211.173:6067

J— COKpaLLI,eHI/Ie pV‘CKOB, CB$I3aHHbIX C OLUV|6KaMV| il Knactepe o altE2

e L0 10 fatae (0 n
aKCNNyaTUpyloLLero nepcoHana o
=  BoO3MOXHOCTb ynpaB/ieHNd Ka>XXablM Y3/710M MaLuuHbl ~ [P ] 3 534100 [ ]

scioEnn

2 Onspaum

" OTo6pa>KeH|/|e BCeX MeTpuK Heob6XoaANMbIX . -
Ong sKcriyataunmm MaLunHbl

ADTTYME- altd2-node DZ HR:SYNC DOTTYNEH altsz-node 03 HR:ASYMC
b H& al:a2 2302 CILMEK, 1 1 1 i 13h u
w Hitealid2-EE0E rgern B M E 223130 [: ]
A, Hactpoiis
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CeTeBag noacucrema

[MpMEeHNMOCTb N OCOBEHHOCTHN

AT

KomMmmyTaunoHHas apxutekTypa
=  PesepBupoBaHe Ha YPOBHe CceTeBbIX KOMMYTaTopoB Mo cxeme MLAG-napbl C 0TKa30yCTONYMBOCTbIO.
=  BblgeneHHble KOMMyTaTopbl ANS:

" BHYTpPEeHHel ceTu BlaumogencTtaus y3noB (25/100 6ut/c)

= BHelHel ceTu goctyna (25/100 6uT/c)

= ceTuynpasneHus (17 6nt/c)

= ceTu xpaHeHuns (iISCSI)

= OTcyTCTBME e4NHON TOUKN OTKaza — ay6nnposaHue uplink n interconnect-kaHanos

MponyckHasa cnoco6HOCTb
= OcHoBHble kaHarbl: 25 nnn 100 '6uT/c onsg BHyTPEeHHEero Tpaduka 1 BHELUHNX MOaKIoUYeHNIA
= CeTbynpaBneHus: 17 6ut/c

= OnTtumanbHoe nogkntoyeHne CX: 4-8 iISCSI-nyTen ong yCcTonymBon paboTbl 1 MUHUMAIbHbIX 3a4epXeK
Nzonsauus n 6esonacHocTb Tpaduka
=  [lopoepxka VLAN ansa pasgeneHuns cryxebHoro 1 nofib3oBaTebckoro Tpaduka

*  BO3MOXHOCTb BblaeneHuns ceTeli o1g agMuHUCTprpoBaHns (adm_mgmt) 1 annapaTHoro ynpasneHns (hw_mgmt)

MacwTabupoBaHue

" JlnHenHoe pacwnpeHne 3a CYET no6aBNEeHNS HOBbIX KOMMYTaTOpPOB 1 NMOPTOB 6€e3 OCTaHOBKM cepBuncos

=  BO3MOXHOCTb HapallMBaHns MacliTabrupoBaHue CBblle 14 cToek ¢ coxpaHeHneM Npon3BOANTENIbHOCTI N OTKa30yCTONYMBOCTY
24



[Tlogcncrema xpaHeHNa gaHHbIX

|_|pI/IMeHI/IMOCTb N OCOBEHHOCTH

ApxuTtekTypa n maclitabupoBaHue
= Cuctema xpaHeHus Yadro Tatlin.Unifield Gen2 c apxutektypon symmetric active-active
*  MwuHnmanbHag koHdurypaums: 1 cuctema xpaHeHus

- |_|O,D,ﬂ,ep)KI/IBaeTC9| rOpn3OHTasIlbHOE N BepTuKasibHOe MaCLIJTa6I/IpOBaHI/Ie no Npon3BoaNTENSIbHOCTN N €MKOCTHN

OTKa30yCcTONUMBOCTb U 3aLMTa AaHHbIX
=  Pennunkauusa cnyxe6bHblx aaHHbIX Yepe3 DRBD B CUHXPOHHOM W aCUHXPOHHOM pexmnme

= [ly6nupoBaHue ceTeBbIx NoagKIYeHNn, nogaepxka npotokona iSCSI ¢ ncnonb3oBaHnem dm-multipath

- I'Ion,u,ep>|<|<a MIHOBEHHbIX CHarMLWOTOB 1 KSTOHOB A/CKOB 6€3 npepbiBaHN4A pa6OTbI

= [locTosHHasa npoBepka LEeNOCTHOCTY faHHbIX (scrubbing) n aBTomaTyeckoe BOCCTaHOBNEHME
NOBPEXAEHHbIX 6/TOKOB

MMBKOCTb NoaKoUYEeHNS
=  [lpgamoe nogkoYeHne K knactepam BbldncneHnin no iSCSI
*  BbigeneHHble cetn 25/100 [[61T/Cc ong xpaHeHns n obMeHa gaHHbIMY

=  BO3MOXHOCTb n3onaumm Tpaduka xpaHeHns B otaenbHblie VLAN

WNHTerpauunsa n ynpaBneHue

=  MOHUTOPWHI 1N agMUHNCTPUpPoOBaHme Yepes Ckana”p 'eHoMm

= [lonHaga coBmectumocTb ¢ REST API gng nHTerpaumm v aBToMaTu3npoBaHHOIO pe3epBrpoBaHINS
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[TogpcucTtema 6e30nacHOCTH

[MpMEeHNMOCTb N OCOBEHHOCTHN

‘I"I'I:!‘I[I%E‘u‘;i "y

o o
ssvafl

[oBepeHHas 3arpyska

*  [TpumeHseTcsa cpeacTBo AoBepeHHom 3arpysku «Cobonb»

= [lpoBepka undpoBbIX Nognmncen BCeX KOMMNOHEHTOB Ha aTane cTapTa
* [apaHTng 3anycka TONbKO MPOBEPEHHbIX MPOrpPaMMHbIX MOy en

KoHTponb uenoctHocTun
* [locTosiHHag aBTOMaTM4eckas NpoBepka CUCTEMHbIX U KOHPUIypaunoHHbIX dannos
= YBegomseHune n 61oKNpoBKa 3anycka npu 06HapyXeHUn HeCoOTBETCTBUN

LleHTpanu3oBaHHas ayTeHTUdMKaLnsa u aBTopusayms

= Basis Virtual Security (BVS) — TpéxyanoBon knactep Ha Astra Linux 1.8

= [loppepxka ctaHgaptoB OIDC, SAML, Kerberos, LDAP/AD

= [nbkag HacTporiKa ponen n NpuBuernii

= Peructpauns Bcex oenCTBUIA: BXOM, N3MeHeHne KOHbUrypauun, ynpasneHne BUpTyanbHbIMU MaLllHaMy
= dopmMupoBaHmne NPOTOKOSIOB A9 BHYTPEHHErO 1 BHELLHEro ayanTa

CooTBeTtcTBUME TpeboBaHnIM PCTIK

= Ceptudukatr PCTIK PP no TpeboBaHMSaM OOBEPEHHON 3arpy3kil, KOHTPONS LLeNOCTHOCTY 1 pernctpaumn
CO6bITNIA 6€30MacHOCTI

= CooteetctBue [OCT P 58833-2020 n NOCT P 59548-2022

= [logaepxka yHKUMoHanbHbIX Mep 3awmTtbl No npukady PCTIK Ne17 (MAD, OLIMN, PCB, 3CB, 3HW, Y1)

= BkniouyeHo B peecTtp poccumnckoro MO MunHundpbl
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AnnapaTtHag cocTtasngaowaga MawunH Ckana”p

MawwnHa Ckana”p ns peectpa MIMNT PP gonxHa

* BbITb cObpaHa Ha eAnHOO0BbpasHbIX CUCTEMHbIX NnaTax npomnssogctea PP

= CopepxaTb POCCUNCKNE KOMMOHEHTbI, €CMN TOMbKO Y HUX HET aHanoroB nponssoactea PO
= Vcnonb3oBaTb ycTaHaBnuBaemoe [10 na peectpa MuHundpebl

=  KOMMOHEHTbI MaLUVIHbl UMEIOT OTKAa30yCTONUNBYIO apPXUTEKTYPY

B MawunHax Ckana”p npnmeHsoTCS:

OEM* cepBepbl Npon3BoOACTBa: CeTeBoe 060pynoBaHINe N CeTEBbIE KapThbl

npownssoncTea PP
Be P OpenYard
AGUARIUS @)krafiway

Bbi6paHHas cucteMHas nnata (cepBep) onpepenseTcs no cornacoBaHuto ¢ 3akasunkom MalumHbl

SHELTEX

* OEM — Original Equipment Manufacturer, nponssoguTtenb OpUrnHaabHOro 060pynoBaHNS
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TexHuyeckas noaaepxka n ycnyri N

MawwwuHbl Ckana”p nocTaBASOTCS C NakeTamMmu yCiyr TEXHNUYEeCKON Nopae pXXKu:

[1o 24x7

X  1=5 ner

© BO3MOXHOCTb aBaHCOBOW 3aMeHbl 1 PEMOHTA C BO3MOXHOCTbIO

TexHunuyeckas C NoOAePXKON
nooaepxKa : CNyX6 aKCrayaTaLmm 060PY[0BaHNS MO MECTY YCTaHOBKM; : npoaneHNs
N3 «OQHOrO OKHa ! B KPYIMOCYTOYHOM pPeXmme onuMs HeBO3BPATa HaKoMNUTene ¢ AaHHbIMY
Kpyrnocyto4uHo

= 8-800-234-23-25

=  tac@skala-r.ru

= JlnuHbin kabuHeT Service Desk
= https://tac.skala-r.ru

B nporpammy nogaepku BXoauT:

= PeweHne nHungeHToB
= KoHcynbTauum no akcnnyataumm MalumH

= [lpepocTaBneHune ob6HoBneHun MO

[ononHutenbHble
npodeccunoHasbHble yCryru

HpOI’paMMbI JOMNOJIHNTESIbHbIX KOHCyJ'IbTaLI,VII7I
agMNHNCTPUpOBaHNA 1 SKCristyataunm MaLunH
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