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[MponykToBble HanpasneHusa Ckana™p

peweHnd and BbICOKOHarpy>XeHHbIX KOprnopaTnBHbIX N rOCyaapCTBEeHHbIX CUCTEM

MawwunHbl guHaMnyeckon
nHdpacTpykTypbl Ckana"p MOU

Ha ocHoBe pelueHnii BASIS onga cosgaHng
ONHAMNYECKOWN KOHBEPreHTHOMN

N rUNepKoHBEepreHTHom NHdpacTpykTypbl LIOL
1 BUPTYanbHbIX pabounx MeCT Nonb3oBaTesnen

MalunHa NCKYCCTBEHHOI O NHTEIEKTA
Ckana'p

Ha OCHOBE OMTUMUN3VPOBAHHOIO NPOrPaMMHO-
annapaTHOro cTeka aig MakCumMasabHOn
NPON3BOANTENBHOCTI NpU paboTe

c mopgenamun

MawwuHbl 6a3 gaHHbIX Ckana”p MB[

Ha ocHoBe pelueHuin Postgres Pro ong 3ameHbl Oracle
Exadata B BbICOKOHarpyxeHHbIX CCTEMaXx C
o6ecneyeHnem BbICOKOIN AOCTYMHOCTH

1 COXPaHHOCTI KPUTNYECKU BaXHbIX LaHHbIX

MawwuHbl 6onblumx gaHHbix Ckana’“p Mb[

Ha ocHoBe pelueHnn ARENADATA n PICODATA ong
co3faHns MHOPaCTPYKTYPbl XPaHEHNS,
npeo6pa3oBaHNs, aHANNTNYECKON, CTaTUCTNYECKON
06paboTKM AaHHbIX, a TakxXe pacrnpeneneHHbIX
BblUNCIEHUNN

MaLunHbl XxpaHeHuns gaHHbIX Ckana“p MX[

Ha OCHOBE TEXHONOM N O6bEKTHOr 0 XpaHeHns S3

L7119 reopacnpefeneHHbIX KaTacTPodOyCTONYNBbIX
CUCTEM C COTHIMU MUINTMOHOB O6BbEKTOB Pas3NNYHOro
TNa 1N o6ecneyeHns 6bICTPOro AOCTyMNa K HM

peLueHns Ha ocHoBe naTdopmMbl S3 1 POCCUINCKOro
MO ong KOMMNIEKCHbIX 3agay Pe3epBHOro
KOMMPOBaHNS 1 BOCCTaHOBMEHNS KPYMHbIX MaCC/BOB
LaHHbIX CO BCTPOEHHOWN nepapxmer XxpaHeHns

1N o6ecneyeHnem BbICOKON OCTYMHOCTN KOMWIA

MawwuHa ynpaBneHuns
TeXHOJIOrMyecknmMm npoLleccamm
Ckana"p MCIL.TM (ACY TN)

BbicokoHapexHasa MHbGpacTpyKTypa oas pasinyHbIX
ACY Tl npoMbILLAEHHBIX NPEONPUATI C BbICOKUMIA
Tpe60oBaHNAM K OTKa30yCTONYMBOCTH

1 NHopMaLNOHHON 6e3onacHocT. COOTBETCTBYET
Tpe6oBaHugm 30KV, B Tom uncnie Kputepusm

k JoBepeHHbIM MAK

MalnHa aBTOMaTU3NpPOBaHHbIX
6aHKoBckux cuctem Ckana'p MCI1.BC

Ha nnatdopme MawwmH Ckana”p ons 3agad
knacca ABC 1 NpoLLECCUHIOBbIX PELLUEHWN

C NoOOePXKOW BbICOKOWN TPaH3aKLNOHHOM

N aHaNUTNYECKOW HarpysKkuy, CErMeHTNPOBaHNS
6a3 faHHbIX 1 obecnedeHns Vb

B Koonepauunnm C TeXxHonorm4yecKknmm angepamm pOCCI/IVICKOFO PbiHKa B Ka>kAoOM N3 CermeHToB



MogaynbHasi nnatdopma Ckana’p N

icnonb3oBaHme onbiTa TEXHOMOMNMYECKUX NNGEPOB — rMnepcKkennepoB

EQuHbIM NPpMHLMN MOAYNbHON KOMMOHOBKN U NAaTPOpPMEHHbIN Noaxon,
EnnHas obnayHas cucrtema ynpasneHns cepsmncamm

() =
EER EER) =+ DBaaS
Legd & = &
MporpammHag nnatdopma Ckana”p ang ynpaBneHnsa pecypcamm n aKkcnayataumen
N = R
= | PaspeneHne pecypcos = E?Eié MynbTUTEHaHTHOCTb . =" ABTOMaTM3aAUNS
= o =
| =t 3 &

MopgynbHaga nnatdopma
- [OuHamunyeckast UHPpacTpyKTypa - WNHdpacTpykTypa ynpaBneHus gaHHbIMuU

WHTennektyanb
XpaHeHune

[vHamunueckas nHbpacTpykTypa TpaH3akumoHHas o6paboTka BosnbLune aaHHbIe

____________________________________________________________________________________________________________

[ny6okas nHTerpauns 1 BCTpeyHas onTuMn3aLns KOMNOHEHTOB Mo BCeMy TEXHOMOrM4ecKoMy CTeKy rof onp

] b Y



PasButue: [NporpammHasa nnatdopma Ckana'p

ob6beanHeHne pasnnyHbIX AOMEHOB YrpaBneHns B €ANHYI0 O6bEeKTHO-CEPBUCHYIO rpadoByIo MOgESb -
KOMMMAEKCHOE peLlleHne gng aKcnayaTaumm nHppactpyktTypbl ypoBHsa LLO[

g e e 17 o i
Bl e - ; ‘ EonHaga Touka o63opa
- S | COCTOSIHUS KOHTYpa
(e .
@{g} : v — . '
ERP g O603pnMOCTb 1 yOo6CTBO
N -
e — =l ynpasnexns LO
. e e LindpoBoin ABONHMK
= = | I~ T NHPPaCTPYKTYpbI
/j\_—j/—f o | == adinaaii KOHTpOsb 3MeHeHuI
o s Ml i - 060pyaoBaHNS 1
ABC : _ ——\ = W T CepBnCcoB
- Ay == enem e MopenunposaHune
T — ™ T N3MEHEeHNIN
= — B B MHPpaACTPYKType
- o e ——
I = = = Bbicokag cTeneHb
— — - e aBTOMaTU3aLNN



[MAK Ckana”p B Peectpax P®

PR A MkmouToRT

PeeCTp I'IpOf"-ﬂbILIJJ'IeHHOH npoaykunu, r|p01.-138e,quHo[F1 Ha TeppUToOpUn

Poccuinckon ®epepauum
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PEECTP
NMPOrPAMMHOTO OBECMEYEHMSA e i

*
*

CooTBeTcTBYIOT KpuTepusm gosepeHHoro MNAK (M 1912)
C TexHonornyeckad He3aBNCNMOCTb
Kana p HdopMmaumnoHHas 6€30nacHOCTb
PyHKUMOHaNbHag yCTONYNBOCTb



iImnopTo3amelLeHne: CNI0XXHOCTb Bblbopa
OTcyTCTBI/Ie TeXHOJ1IOrmn4yeCKoro jgngepcTBa

CeTeBas XpaHeHne
MHbpacTpyKTypa LaHHbIX

HITACHI

~AKVM
e, “ WE \icrosoft
CISCO NetApp .

BupTyanusauus

&) vmware

BbluncnutenbHas Cyb[ OnepaunoHHble
MHppacTpyKTypa CUCTEMbI

ORACLE a" Microsoft

& Microsoft & RedHat

OTcyTcTBME MHDOPMALLN N MPAKTNYECKOrO NOATBEPXAEHIS
COBMECTUMOCTV MPOQYKTOB

Bpemsa 1 pecypcbl ons NoATBEPXOEHNS COOTBETCTBIS 3asBIEHHON
dYHKLIMOHANBHOCTI

CeTeBag
UH$pacTpyKTypa

LTEX @QTECH
D) RDP ZFelax

[/ & uoPoBEE
PELIEHNA

BbluncnutenbHas
MHppacTpykTypa
A reABUTOH

or He

AGUARIUS

@ OpenYard

XpaHeHune
LaHHbIX

SEPE;

AGUARIUS m

Yo AcrREDISK
RAIDIE |

CybA

Pogzgres Pro gAD

Qntor (& SBER TECH

Yandex £~ S8coL

© GIS I,

PICODATA ety

BupTyanusauus

Veil (esmiinu) aigs,
wvm

BASIS NUMA

PYCM3IK #irT
PO S KMBEPNPOTEKT

OnepauunoHHbie
cCUCTEMbI

;I’tEL =F'.E,D,OC

applite & SBERTECH

E!FTEB& &) Cxke

Mpo6nema COBMECTUMOCTI C NPOAYKTaMI N3 Pa3HbIX KTacCOB

Pa3mMblBaHNE NOHATUS «NAEP»: B KaXAOM CErMeHTE CYLLECTBYIOT

[0EeCATKN Ha NepBbIl B3rNsa paBHOLEHHbIX MPOayKTOB



iImnopTo3amelleHne: BapnaHTbl Nnepexoaa N

[ToKOMNOHEHTHOE 3amMeLleHNeE:

=  Bpemg Ha n3yyeHre BapnaHTOB, TECTNPOBaHMNE 1 BbI6OP
= JlaBrHa B3aMOCBS3aHHbIX MPOEKTOB MO BHEAPEHMIO
= CNOXHOCTb CUHXPOHN3aLMN OOPOXHbIX KAaPT pa3BuTnNS

= Poct CpOKOB BHeEpEHUNA N PUCKOB Ha CTbIKaxX

([0 MpoekT: === MpoekT:

A

Bl XpaHeHune

\ 4

(o [aHHbIX < ] BwupTyanusauus
A
D MpoekT: } = — ‘
— CerteBas < > =@ g P
~ nHbpacTpykTypa
A f
- . 4
== [lpoekT: MpoexT:
g ELPHOILTENEAES ’@ OnepaLmoHHble |

~  uHdpacTpykTypa CUCTEMbI

CospaHue ueneBson gosepeHHon NT-nHppacTpyKTypbl:

= [locnepoBaTenbHbI NepeBod CUCTEM Ha LIeIeBYIO JOBEPEHHYIO
NT-nHdpacTpykTypy

= CHMXeHne Harpyskun c TekyLlen NHGpacTpyKTypbl 1
OTCYTCTBME HEOHXOOVMOCTM ee MacLUTabupoBaHNS

" COKpaLLI,eHI/Ie CpPpOKOB BHeApeHNd N CHXeHne pnuckoB

RN

MALIIMA BONBALVIX IAKK b
MALLMHA XPAHEHASR DAHHLY

| H
| * 3 §
h F < |
< i'
cKana’p I ckana’p i ckana’p




[Mouemy NAK Ckana”p?

Bbicokas OTKa30yCTOI\/’ILII/IBOCTb Bbicokag npon3BoanNTesIbHOCTb EJJ,I/IHa‘}I TexXHn4YeckKaqa nogaepxka
3a cuyeT cneunann3npoBaHHON MOQYNbHONA BcTpeyuHas onTuMmnsaums n ycTpaHeHne y3knx Mect ConpoBoxpaeHune o60pynoBaHNS 1 NPOorpamMmMHOro
1 KNacTepHOI apXUTEKTYPbI PeLLIeHNiA Mo BCeMy CTeKY NPUMEHNMbIX TEXHOOT I obecreyeHns Bcex KOMnoHeHToB MaluvH

| YckopeHune oo 30%
npoekToB UMMopTo3amMeLleHNS

SkoHomuna 0o 20%
Ha MPOoeKTUupoBaHUN N BHeApeHNN

MpoaykTbl pa3BnBaloTCS
C YYETOM NOXeNaHunin 3aKkas4vymnkonB

| KpaTHoe COKpaLLeHne NHUNAEeHTOB,
CBSI3aHHbIX C OLUN6GKaMWU SKCrutyatauunnm

MALLWHA BOSTbLWWX AAHHbBIX

Ypo6¢TBO 3akynoyHbix npouenyp ana NAK n Mogynein —
| aTo HOMEHKNaTypHble no3uunn Peectpa Parl
MwuHnpomTopra P®

Bbicokad poctynHocts |
1 KaTacTPOhOYCTONUNBOCTb N3 KOPOBKM

| CooTBeTCTBIME aKTyalbHOMY 3aKOHOAATENbCTBY
rno 3akyrnkam — NpedpepeHuUnin n3gennam

CoortsetcTaue TpebosarHnsm b |

| MpumeHenmne ana KNC n M'AC,
| Brniouas poBepeHHble MAK gna K

Poccunckoe o6opynosanne n o |

Mpsmoe B3anMoaencTeme C TEXHOMOrMYECKMI NapTHePaMm No pasBUTUI0 Heo6XxoanMoro 3akasuymnkam GyHKLMOHaNa

MNMAK — NporpammHo-annapaTHbie Komriekcbl 1 Mogynu nnatgopmbl — BKAOYEHBI
B PeecTp poccmninckon npomMbILLIEHHON 1 Pagno3anekTpoHHoM npogykuun, MO Crana®p - B peectp MuHumndpsb!



MaLwunHbl ANHaMNn4Yeckon NHPPaCcTPYKTYypPbI N
Ckana”p MO

BbICOKOMPON3BOANTESIbHbIE MPOrpaMMHO-annapaTHble KOMMJIEeKChI
BUPTYanusaunm cepBepHOn MHPPacTPYKTYypbI
N BUpTyanusauum paboumnx mecT

Ckana"p MOWN.O < Basis Dynamix Enterprise

[MAK BnpTyanusaumm cepBepHon MHPPaCTPYKTYpPbl N CO30aHNS YaCTHOro obnaka

Ckana”"p MOWN.B < Basis Dynamix Standard

[MAK BupTyanusauum cepBepHON NHPPaCTPYKTYypbl C runepkoHBepreHTHom MNCX[,

Ckana"p MOWN.P < Basis Workplace

MAK BnpTyanusaunm pabounx mect Ha ocHoBe MOWV.B n pewenus Basis Workplace




OXngaHns KJINeHTOB

ocypapcTBEHHbIe
opraHmsauumn

CooTBeTCTBME POCCUNCKIM
TpeboBaHnsam Vb (PCTIK,
®CB, NOCT)

[onrocpoyHag nognepxka n
npeackasyeMbli XN3HEHHbIN
uukn (10+ ner)

BO3MOXHOCTb MOCTPOEHMS
BEOOMCTBEHHbIX U
pervioHanbHbIX 061aKoB

LleHTpannsoBaHHoe
yrpaBfeHne MHOXeCTBOM
MOLWa[okK N yoaneHHbIX

LOOos

OTcyTCTBME 3aBUCMOCTN OT
3apy6exHbIX MOCTaBLLNKOB

(@]l

—

BaHkoBckum
cekTop

["apaHTMpOBaHHas
HenpPepbIBHOCTb KPUTUYHbIX
cepBuCoB

Bbicokas
NPON3BOANTENBHOCTb
TpaH3aKUVOHHbIX Harpy30K

MHoroypoBHeBas 3awmTa
NepCcoOHasbHbIX 1
$PUHaAHCOBbIX AaHHbIX

BbicTpoe maclTabupoBaHue
L1 MKOBbIX Harpy30K 1
3anycka HOBbIX CEPBNCOB

IHTerpaumg c cuctemamm
MOHWTOPWHIa N pe3epBHOro
KONMpoBaHMS

L1

Putenn v
e-commerce

mbkoe maclTabupoBaHne

NHPPaCTPYKTYypbl NO4
CE30HHbIe NUKWN NpoJax

Bbicokas LOCTYMHOCTb
OHnanH-cepsncoB 24/7

BbicTpoe pa3BepTbiBaHME
TEeCTOBbIX/pa3paboTyecKknx

cpen

3awmTa nepcoHasnbHbIX
[ aHHbIX NoKyrnaTenemn
(152-93)

MwuHUMIN3aunsg BpeMeHu
OTK/INKA ANS KITNEHTCKNX
NPUNIOXEHN

Tenekom

[Mopaepxka NnaTtopm BbICOKOWM
NNOTHOCTW BUPTYanbHbIX
ceTeBbIX GYHKLNN

MacLuTabupoBaHmne BblYNCIEHNI
N XpaHWInLLa npu pocrte
aboHeHTCKoW 6a3bl

VIHTerpaumng c cuctemamu
BUANHIa 1 OpKecTpauunmn

MuHnManbHble 3agepPXKin 1
BblCOKas MPOnyckHas
CMOCOBHOCTb KaHasloB

HagexHocTb 1
OTKa30yCTONYNBOCTb NP
KPYrNOCYTOYHOW 3KCMIyaTaumm

1



OTBeuaq NoTpebHOCTIM BnsHeca N

=
|_ MM6koe MacLuTabupoBaHue — CoxkpauieHre TCO n akoHOMUS pecypcoB
| . — -
['—J_ |_ )= [lérkoe HapaluMBaHIe BbIUMCANTENbHbBIX PECYPCOB, p— KoHconupaums cepepoB 1 3G pekTnBHOE
: namaTi N ANCKOB 6€3 OCTaHOBKM CEPBNCOB NCNOb30OBaHNE Xene3a CHXaloT

KanuvTalsibHble N onepaunoHHble 3aTpaThbl

Bbicokas OOCTYMNHOCTb U

. CooTBeTcTBME TpGGOBaHI/ISIM 6e30MnacHOCTHU
OTKa30yCTON4YNBOCTDb
M = [loBepeHHas 3arpysKka, KOHTPOsb
= ABTOMaTUYeckun nepezanyck BM, pennukauus # LLleNIOCTHOCTI, CepTdUKaLMS
OJaHHbIX N OTCYTCTBME eﬂ,VlHO|7| TOUYKWN OTKa3a CDCT@K/CDCE 1N nogaepxka pOCCVII?lCKVlX
obecneymsaloT HerpepbiBHYIO pa6OTy KpunTOoCpeacTB
2 BbicTpoe pasBepTbiBaHNE ﬂ.* EavHoe ynpaBneHue u
#  YaCTHbIX U TM6pPNAHbIX 06/1aKOB # aBTOMaTMU3auung
= [lonHodyHKUMOHaNbHag obnayHag cpega = LleHTpanusoBaHHbIN BE6-NHTEPDENC
Ha CO6CTBEHHOW NoLWaaKe KOMMaHnm n REST API png agMuHnCTprpoBaHng BCeX
c rotoBbiMu APl ons nHTerpauunin KaCTepoB, ceTeunl N XPaHWINLL

12



YnpaeneHne MawuHamu Ckana’p MOW N

O6beanHeHue nyywero o6opynoBaHNS
N NporpamMmMHoro obecneveHus gng noctpoeHus NMAK

S
[ |
Q Q -~ B p .
g § i Basuc.Dynamics E Basuc.vCore HEasmc.vCore bl LI m C'rl MTen b H bIX qne =
— o *
o . Basuc.vControl ﬂo 5 O O O
s Basnc.Dynamics Baanc.vControl Basuc.Workplace
o
@
‘U am
E’ "reHOM Asromatusauns 06CNyXnBaHNS MaKCVIMan bHaq eMKOCTb O3y'
T A *
E Basuc.Guard Basuc.Guard Basuc.Guard HO 4 O 6 a M T
=) Basnc.VirtualSecurity Basnc.VirtualSecurity Basunc.VirtualSecurity
g AsaHlloct FAM AaHloct FAM AsaHlloct FAM
g
i . Basunc.Ustor Basnc.Ustor X -
é Yadro Tatlin Yadro Tatlin Yadro Tatlin pa H Mn M LL"e na H H bIX'
X

[MporpammHag nnatpopma Ckana“p Ao 1 rl 6a AT

*naHHble yKasaHbl onsg mawmnHel MON.O 13



MaLwinHa gnHammnyeckon nHPpPacTpPyKTypbl
Ckana"p MON.O




MawwnHa Ckana”p MAN.O

MacwTtabupyembini otkazoyctonumebin NAK aong 4yacTHbIX N Ny6ANYHbIX 061aKOB,
ob6ecneynBaloLLii BbICOKOMPON3BOANTENbHYIO BUPTYabHYIO NHPPACTPYKTYPY

— Cu,eHapvu/l NPUMEHEHUS

KopnopatueHblie NIT-cuctemsl: ERP, CRM, cuctembl ynpasneHns 6azamMmu JaHHbIX,
aHanuTVIKa, NoToKoBas 06paboTKa. ﬂO,D,,D,Gp)KKa Ha 1 BM

Focy,uapCTBeHHble I/IHq)OpMaLLVIOHHbIe CNCTEeMbl: COOTBETCTBYeT Tpe6OBaHI/|9|M

PCTIK Poccum (1 knacc 3auiL&HHOCTI), MOXET MPUMEHATLCS Ha 3HAaUYNMbIX
o6bekTax KW, B ICIOH 1ypoBHS. .D,O V( : P l |

BbICOKOHany)KeHHbIe CepBUCbl: 6a3bl JaHHbIX, aHaNUTUJYeckne I'IJ'IaTCbOprI,

paspa60TKV| N TeCTtoBble Cpefbl C YaCTbIMWN N3MEHEHNAMN. 1 T6 03y

— OcobeHHOCTH

Bbicokas npoun3BoAuUTEe/IbHOCTb N AOCTYMNHOCTb

8
2
:
5
$

OnTumMnanpoBaHHas nHTerpaums «xenesa» n MO, CXM active-active,
pe3epBMpPOBaHMNE KPUTUYHBIX KOMMOHEHTOB C aBTOMaTUYeCKM

BOCCTAHOB/EHVEM. KOﬂVlL—leCTBO y3,r|OB

M6kocTb M MacwTabupyemocTb

JlnHenHoe HapalumBaHme BbluncneHunin n xpaHeHns (oo 130 y3nos, cebiwwe 14 BblY I Cn e HN4
croek), nogaepxka laaC yepes REST API, Terraform, Ansible.

BesonacHocTb 1 3 O
= CeptudunumpoaHHas OC Astra Linux, foBepeHHas 3arpyska «Co60o/sb», Dao

aHTuBmpyc Kaspersky; mogynb Basuc Virtual Security png ayteHtudunkaunm n
KOHTPONS LIe/TIOCTHOCTW. B 3aBNCMOCTW OT |<0H¢|/|rypau,v|v|
Ypo6Hoe ynpaBneHue

EounHbin web-nHTepdeiic n cepaurcbl Ckana”p MeHoOM Ang MOHUTOPUHIa 1
aAMUHNCTPUPOBAaHNS.




MawwnHa Ckana”p MAN.O

ApxutekTypa n maclutabnpyemocTb

MuHumanbHas KoHpUrypauus

4 BbIUNCNNTENbHBIX Y3/1a + MOAY/Ib XPaHeH s

(CX[O Yadro Tatlin.Unifield Gen2) n bazoBbiin Mmogynb
yrnpaBneHuns

Bce KpuTuyHble CepBIChI pa3BEepPHYThI B KiacTepe
Kubernetes Ha Astra Linux

MopaynbHasi apxuTeKkTypa

Mogynb ouHamMmmnyeckon nHdpacTpyKTypbl — 3 yana,
oTkasoycTonumBocTb cpepactBamu Kubernetes
Mogaynb BupTyannsauum — oT 4 y3nos,
MaclTabupoaHue go 130 yanos

Mopynb XxpaHeHns — MmaclUTabrnpoBaHne

Nno NOTPe6bHOCTN

CneuvnannsnpoBaHHbIi Mogynb — 3 y3na, oTBeyaeT
3a GyHKLUUK 6€30MacHOCTY

Ba30oBbIi MOy b BbINOMHIET GYHKLI MOHUTOPUWHIa
1 ynpaBneHuns

M'6koe HapalWMBaHMe pecypcoB

MopynbHbIN NPUHLMM NO3BONSET PaCLLNPSATL MOLLHOCTI
BbIUMCIEHWNIA N XpaHeHs 6e3 OCTaHOBKM CEPBUCOB
MoppepxrBaeTCs ropn3oHTanbHOe MaclUTabupoBaHmne
cBbllwe 14 cToek

Hape)XXHoCTb Ha BceX ypOBHSX

Ly6nunpoBaHue knouesblx komroHeHToB (RAID, MLAG)

n pesepsupoBaHue ceten 25/100 '6uT/c o6ecneunBatoT
HemnpepbIBHYO PaGoTy Aaxe Npu oTkasax 060pyaoBaHNS

1@)
3 ()
&& AoMuHUCTpaTop
[Monb3oBaTenu
+ \ 4 +
Mopynb agnHammnyeckon CneunannanpoBaHHbIN BasoBbin
NHpPaCTPyKTypbI Mopaynb* Mopaynb

reHom ‘%’

Ckana®p ABaHnocT
basuc DynamiX Enterprise Basuc Virtual Security FeHOM FAM
3y3na 3ya3na 2-L y3na
|
Mogaynb BupTyanmsauumn Mopynb xpaHeHus P

Y3en Bbluncnenus basunc.DynamiX

4-N y3noB

CX[ Yadro Tatlin.Unifield Gen2

1-K y3nos

4
S

MNonb3oBaTenn

* OnumnoHanbHbIN Mogyb

O6LLee uncno y3noB yrpaBieHns + y3/10B BblYNCIEHNS + y3/10B XpaHeHus He 6onee 180.

16



MawwnHa Ckana”p MAN.O

Mpon3BognTENbHOCTb N MacLUTabupPyemMocTb

— Bbicokas npon3BoanTesibHOCTb

OnTumMnanpoBaHHas MHTerpaumng annapaTHOro 1 NPorpaMmMHOro obecneyeHns
BblgeneHHble ceTn BHyTpeHHero B3anmogenctang 25/100 M6ut/c ong oanHakoBO BbICOKOW CKOPOCTI MexXay BCeMu y3amu
OTkazoycTtonumeble CX[ Yadro Tatlin.Unifield Gen2 ¢ nogaepXKon MrHOBEHHbIX CHaMLWOTOB 1 KITOHOB

MHoroypoBHeBO€e TECTMPOBaHNE KOMIMOHEHTOB 1 HacTpolika dapa OC B pamkax NpoaykTa

— KopropaTuBHbI YPOBEHb PELLEHNS U MacLLUTabupyeMocTb

[Opun3oHTaNbHOE pacLUpeHne BoluncnnTenbHbix pecypco Ao 130 y3noB 1 MoaybHOe HapalumBaHue cBbiwe 14 cToek 6e3 OCTaHOBKM
CEepBNCOB

REST API, Terraform n Ansible png auHammnyeckoro ynpaeneHuns nHepacTpykTypon n uHterpauum ¢ ClI/CD

— [[apaHTUpoBaHHOE KauecTBO

[Mpw Npon3BOACTBE NCMOMNBb3YIOTCS BbICOKOKAYECTBEHHbIE KOMMEKTYIOL e
Co6opKa NpOoAyKLM OCYLLECTBSETCS CTPOrO B COOTBETCTBMM C YTBEPXKAEHHbBIM MIAHOM pasMeLLeHNs KOMMNOHEHTOB
[MepBryHOe pasBepTbiBaHMe MO ocyLlecTBNIeTCS B aBTOMATNYECKOM pexmme

Peanunsauuna pa60T BbICOKOKBaJ'II/ICI)I/ILI,I/IpOBaHHbIMI/I cneuvianmnctamMmm Ha BCex atanax XnM3HeHHOro unkna
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MawwnHa Ckana"p MOWN.O

OTKa3oyCcTONUNBOCTb

YpoBeHb BbIYNCNTENBbHbIX PECYPCOB

= YnpaBngwowmin knactep Ha 3 yanax Kubernetes, o6ecneunBatoLin BbICOKYO AOCTYNHOCTb cepBuncoB laaS/laaC

= KnacTep Bbiuncnenuns ¢ runepsusopom QEMU/KVM — coxpaHeHne paboTbl BM npn oTkase ynpaBngioLwero knacrepa

= PesepsupoBaHue gnckos (RAID) n yanoB, aBToMmaTnyeckoe BOCCTaHOBNEHME N BbICTPOE BKIIOYEHNE B paboTy

= [Opun3oHTanbHoOe MaclTabupoBaHe 6e3 OCTaHOBKN CEPBNCOB — J06aBMNEHME Y3108 11 MOgyJ1en Mo Mepe poCTa HarpysKin

[Moacuctema xpaHeHus

= CX[ Yadro Tatlin.Unifield Gen2 c apxutektypon symmetric active-active
= llcnonb3oBaHme TOMOB C KOCBEHHOI agpecaLnell: BbicCoKasg Npon3BOANTENbHOCTb Cy4YaliHOM 3anmncu,
MrHOBEHHbI€ CHaMNLWOTbI 1 KNOHbI 6€3 MPOoCTOos

Cetb

= MHoroypoBHeBoe pe3epBrpoBaHme ceTeBbix kKomnoHeHTOB (MLAG-napsbl, oy6nnpoBaHHble kaHanbl 25/100 MéuT/c)
= BblgeneHHble ceTn 4ns BHYTPEHHEro B3anMO4ENCTBINS, YPaBNeHs, XPaHeHUs 11 BHELIHero oocTtyna
= [Moppepxka VLAN ong nsonauumn criy>XebHoro 1 nosib3oBaTeIbCKoro Tpaduka
= [logpoepxka TEXHOMOMMIA C UCMONb30BaHEM Heckosbkux nyTen goctyna iSCSI (4-8) ona ctabunbHom paboTbl
N MUHUMaSbHbIX 3a4epPXeK
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MawwnHa Ckana"p MOWN.O

OTKa30yCcTONYNBOCTb

— YpoOBeHb ynpaBnieHns  MOHNTOPUHra

= YnpaBngiowmin knactep Ha 3 yanax Kubernetes (Astra Linux 1.8) obecneunBaeT
BbICOKYI0 IOCTYMHOCTb cepBucoB nnatdopmbl laaS/laaC
N NPOAO/IKEHNEe paboTbl BUPTYasbHbIX MaLLUH gaxe rnpu c6oe BCero yrnpaBngoLwero Knacrtepa

= Ckana"p 'eHowMm:

— ynpaBneHne XnsHeHHbIM Luyknom NAK, KOHTponb COCToaHNS BCeX y3noB, goctyn K IPMI,
BbIBOA Y3/10B B O6CMyXMBaHMe, 3arpy3ka 06HOBNEHNIA

— MOHUTOPUHT paboTbl 060PYAOBaHNS N CEPBUCOB, COHOP U XPaHEHNE METPUIK,

rnékag HacTporKa yBeAOMNEHNIA I aHaNNTUYeCKX naHenemn

— Pe3sepBHoOe konupoBaHne N BOCCTaHOB/IEHNEe

= [lopoepxka pesepBupoBaHus y310B ynpasneHuns cpeactsamm Dynamix Enterprise
= Hannune API- BbI30BOB A/19 BO3MOXHOCTEN ynpaBneHns 6akanamun BM cpepcteamum Dynamix Enterprise
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YnpasngemocTtb MawwuHbl Ckana”p MAN.O

LileHTpannsoBaHHOe ynpaBfieHne n ynpasfieHne 4OCTYNoM

Basnc.DynamiX Enterprise:
Mnatdopma ynpaBneHns BupTyannsaumnen
obecrneynBaeT:

CosnaHue knactepos BbluncieHnin (QEMU/KVM)
CospaHune/3anyck/murpauuns BM

YnpaBneHne ceTamu 1 XpaHUNuLamMmim co CTOPOHbI
nnatbopmbl

®yHkumn laaS/laaC n nHTepdencol goctyna
OTcnexmnBaHne 1 aHann3 COCTOSIHNS PecypcoB

ABaHnocT FAM:

LleHTpann3oBaHHasa ayTeHTUGUKALNG 1 ynpaBneHmne
YyYETHbIMY 3anncamm

WNHTepdencol n nHterpauunn

REST API, nposangep Terraform, mogynb Ansible —
ons laaC/CI/CD v BHELWHNX CUCTEM yrNpaBieHns

CeTn ynpaBneHus: adm_mgmt (agmMuH-gocTyn),
hw_mgmt (IPMI), mgmt (ynpaBneHune pecypcamm);
nzonsums cnyxeéHoro Tpadurka VLAN

[ononHuTtenbHo (No TpeboBaHuMIo)

Basis Guard, Basis Cloud Control, Octopus —
ONUMOHanbHbIE MPOJYKThI, MHTErpPUpPyeMble C
KnacTepoMm ynpaBneHns

BASIS

B
B

B
B
B8

Jara-ueHTpel

Vians

LWabnoxe OC

Kondurypauun
wnacrepa Kubernetes

Tapudurauna

fawéopa

10 WM Crary 1D akxaywTa

shared-ubuntu20.04-

229 0
server
P QA-Shared-ubuntu-
207 22.04-k881.24.15 o
o3 ga-tools-ubuntu- 5
Cnpaeo4yHUKK MonkzoBarenn Hacrpoiiku OT4eThl 3aneKu
Tapudukaumsa
TAPWU®HBIE MAAHBI TAPWUOHBIE KNACCHI PECYPChI
ID - HauMmeHoBaHKe 3 Mo yMonuauuio %
4 TNz Het
3 TN-ros Het
1 Tno na

X86_64 Hinux 216
X86_64 Hnux 101w
X86_64 inux 3rub

MWcakos Pomz
ApMnHncTpa

DaTta aKTUBaLMH = lara apxuBauuu %

2024-05-01 —

2024-04-01 —

2024-03-14 —
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YnpasngemocTtb MawunHbl Ckana”p MOW.O

CucTtema ynpaBneHus XU3HeHHbIM LUKIOM U MoHUTopuHra Ckana"p NeHom

MporpammHbin NpoaykT Ckana"p NeHom o6ecneunBaer: T

mochmER | LO[ 123 7 altg2 (&)
CELEKTLA ¥NPABNEHE

= KOHTPOnb passepTbiBaHNS KOMMOHEHTOB MalunHbl O6p_ Comex  Tooaorm  Vaw  foromamnen  Momopar
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CeTeBag noacucrema

[MpMEeHNMOCTb N OCOBEHHOCTHN

AT

KomMmmyTaunoHHas apxutekTypa
=  PesepBupoBaHe Ha YPOBHe CceTeBbIX KOMMYTaTopoB Mo cxeme MLAG-napbl C 0TKa30yCTONYMBOCTbIO.
=  BblgeneHHble KOMMyTaTopbl ANS:

" BHYTpPEeHHel ceTu BlaumogencTtaus y3noB (25/100 6ut/c)

= BHelHel ceTu goctyna (25/100 6uT/c)

= ceTuynpasneHus (17 6nt/c)

= ceTu xpaHeHuns (iISCSI)

= OTcyTCTBME e4NHON TOUKN OTKaza — ay6nnposaHue uplink n interconnect-kaHanos

MponyckHasa cnoco6HOCTb
= OcHoBHble kaHarbl: 25 nnn 100 '6uT/c onsg BHyTPEeHHEero Tpaduka 1 BHELUHNX MOaKIoUYeHNIA
= CeTbynpaBneHus: 17 6ut/c

= OnTtumanbHoe nogkntoyeHne CX: 4-8 iISCSI-nyTen ong yCcTonymBon paboTbl 1 MUHUMAIbHbIX 3a4epXeK
Nzonsauus n 6esonacHocTb Tpaduka
=  [lopoepxka VLAN ansa pasgeneHuns cryxebHoro 1 nofib3oBaTebckoro Tpaduka

*  BO3MOXHOCTb BblaeneHuns ceTeli o1g agMuHUCTprpoBaHns (adm_mgmt) 1 annapaTHoro ynpasneHns (hw_mgmt)

MacwTabupoBaHue

" JlnHenHoe pacwnpeHne 3a CYET no6aBNEeHNS HOBbIX KOMMYTaTOpPOB 1 NMOPTOB 6€e3 OCTaHOBKM cepBuncos

=  BO3MOXHOCTb HapallMBaHns MacliTabrupoBaHue CBblle 14 cToek ¢ coxpaHeHneM Npon3BOANTENIbHOCTI N OTKa30yCTONYMBOCTY
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[Tlogcncrema xpaHeHNa gaHHbIX

|_|pI/IMeHI/IMOCTb N OCOBEHHOCTH

ApxntekTypa n macwtabupoBaHmne
= Cuctema xpaHeHud Yadro Tatlin.Unifield Gen2 ¢ apxutektypon symmetric active-active
*  MwuHrnmanbHas koHUrypauus: 1 cnctema xpaHeHus

- I'Io,u,n,epxmsaech roOpn3oHTasIbHOE 1 BEepTUKasnbHOe MaCLIJTa6VIpOBaHVIe Mo Npon3BoaNTENIbHOCTU U €MKOCTW

OTKa30yCTONUYMBOCTb U 3aLMTa faHHbIX
= Pennukaumnsg cnyxebHbix AaHHbIx Yepe3 DRBD B CUHXPOHHOM 1N aCUHXPOHHOM pexnme

= [lybnupoBaHune ceTeBbiX NoAKMoUeHn, nogaepxka npotokona iSCSI ¢ ncnonb3oBaHnem dm-multipath

- I'Ion,p,ep>|<|<a MIHOBEHHbIX CHarMLWOTOB 1 KJIOHOB ANCKOB 6€3 rnpepbiBaHN4 pa6OTbI

= [locTosiHHag npoBepkKa LenoCTHOCTN AaHHbIX (scrubbing) n aBToMmaTnyeckoe BOCCTaHOBNEHMNE MOBPEXAEHHbIX
6710KOB

MM6koCcTb NoaKIYEeHNS

=  [lpamoe nogko4YeHne K knactepam BolumcieHunn no iSCSI

* BbigenenHble ceTn 25/100 '6ut/c ong xpaHeHUs 1 obMeHa faHHbIMI
= B0O3MOXHOCTb nsonduumn tTpaduka xpaHeHuns B otaenbHble VLAN
WNHTerpaunsa n ynpasneHne

= MOHUTOPWHI N agMUHNCTPUpoBaHune Yyepead Ckana”p MeHom

= [lonHag coBmecTumocTb ¢ REST API gng nHterpauum n aBToMmaTudnpoBaHHOIO pe3epBrpoBaHIng
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[TogpcucTtema 6e30nacHOCTH

[MpMEeHNMOCTb N OCOBEHHOCTHN

‘I"I'I:!‘I[I%E‘u‘;i "y

o o
ssvafl

[oBepeHHas 3arpyska

*  [TpumeHseTcsa cpeacTBo AoBepeHHom 3arpysku «Cobonb»

= [lpoBepka undpoBbIX Nognmncen BCeX KOMMNOHEHTOB Ha aTane cTapTa
* [apaHTng 3anycka TONbKO MPOBEPEHHbIX MPOrpPaMMHbIX MOy en

KoHTponb uenoctHocTun
* [locTosiHHag aBTOMaTM4eckas NpoBepka CUCTEMHbIX U KOHPUIypaunoHHbIX dannos
= YBegomseHune n 61oKNpoBKa 3anycka npu 06HapyXeHUn HeCoOTBETCTBUN

LleHTpanu3oBaHHas ayTeHTUdMKaLnsa u aBTopusayms

= Basis Virtual Security (BVS) — TpéxyanoBon knactep Ha Astra Linux 1.8

= [loppepxka ctaHgaptoB OIDC, SAML, Kerberos, LDAP/AD

= [nbkag HacTporiKa ponen n NpuBuernii

= Peructpauns Bcex oenCTBUIA: BXOM, N3MeHeHne KOHbUrypauun, ynpasneHne BUpTyanbHbIMU MaLllHaMy
= dopmMupoBaHmne NPOTOKOSIOB A9 BHYTPEHHErO 1 BHELLHEro ayanTa

CooTBeTtcTBUME TpeboBaHnIM PCTIK

= Ceptudukatr PCTIK PP no TpeboBaHMSaM OOBEPEHHON 3arpy3kil, KOHTPONS LLeNOCTHOCTY 1 pernctpaumn
CO6bITNIA 6€30MacHOCTI

= CooteetctBue [OCT P 58833-2020 n NOCT P 59548-2022

= [logaepxka yHKUMoHanbHbIX Mep 3awmTtbl No npukady PCTIK Ne17 (MAD, OLIMN, PCB, 3CB, 3HW, Y1)

= BkniouyeHo B peecTtp poccumnckoro MO MunHundpbl
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AnnapaTtHaga coctaBngowada MawunH Ckana™p

MawwuHa Ckana”p ns peectpa MIMNT PP gonxHa

* BbITb cObpaHa Ha eAnHOO0BbpasHbIX CUCTEMHbIX NnaTax npomnssogctea PP

CopepxaTb pOCCUNCKNE KOMMOHEHTbI, €CNI TOMbKO Y HX HET aHanoros nponssoacTtea PO
= llcnonba3oBaTtb ycTaHaBnmBaemoe [10 n3 peectpa MuHundpobl

B MawunHax Ckana”p npnmeHsoTCS:

OEM* cepBepbl Npon3BoaCcTBa:
CeTeBOe 060pyaOBaHME N CETEBbIE KapThl

YA npounssoactea PO
e @ OpenYard

[1o cornacoBaHuio B NMnpoeKTe BO3MOXHbI:

AGUARIUS @kraftway

Bbi6paHHas cucteMHas nnata (cepBep) onpepenseTcs no cornacoBaHuto ¢ 3akasunkom MalumHbl

SHELTEX

* OEM — Original Equipment Manufacturer, nponssoguTtenb OpUrnHaabHOro 060pynoBaHNS
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TexHuYeckas noagepxka u ycnyri N

MawwwuHbl Ckana”p nocTaBASOTCS C NakeTamMmu yCiyr TEXHNUYEeCKON Nopae pXXKu:

1o 24x7

X  1=5 ner

© BO3MOXHOCTb aBaHCOBOW 3aMeHbl 1 PEMOHTA C BO3MOXHOCTbIO

TexHunuyeckas C NoAAePXKON
nooaepxKa : CNyX6 aKCnnyaTaLmm 060PY[0BaHNS MO MECTY YCTaHOBKM; : npoaneHNs
N3 «OQHOrO OKHa ! BKPYr/IOCYTOUYHOM PeXinme onuMs HeBO3BPATa HaKoMNUTene ¢ AaHHbIMY
Kpyrnocyto4yHo

= 8-800-234-23-25

= tac@skala-r.ru

= JlnuHbin kabnHet Service Desk
= https://tac.skala-r.ru

B nporpammy nopaep>xkn BXOQUT:

= PeweHne nHunoeHTOB
= KoHcynbraumm no akcnnyatauum MawimvH

= [lpepocTaBneHmne o6HoBneHnN O

[ononHutenbHble
npodeccunoHasbHble yCryru

HpOI’paMMbI JOMNOJIHNTESIbHbIX KOHCyJ'IbTaLI,VII7I
agMNHNCTPUpOBaHNA 1 SKCristyataunm MaLunH
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