MawwnHa 6a3 gaHHbIX
Ckana"p Mb/L.I'

TexHnuecknin ob3op
Bepcus 2.11 o1 14.01.2026

MALLVHA BA3 OAHHDbIX

|

| CKAAQ™p | '

-4

skala-r.ru info@skala-r.ru



MawmwuHa 6a3 paHHbix Ckana"p MBA.MN

OIrNABJIEHUE

MepeyYyeHb TEPMMNHOB M COKPALLLEHMM ...uuusrrrrrnnnnnnmnssssssssmnnnnnnssssssssssnnnnnnnnssssssssssnnnnnnnnssssssnssnnnns 4
1. IPEOMCTIOBUE........ccccociiiiiinmnniinisnnnsniasssnnsseasssnnss e smna s e s nma s h e a R R R R R R A AR RRREE AR RRRRRRRRRRRRRRRRRRRRRRS 5
2. BB IEHMIC ruuureusrensrmnsrmnssnnssnsssnsssnsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsssnssnnssnnnsnnns 6
3. OTNUUNTEIIBHBIC YEPTDI trrrennnnnsssssssrsnnnnnnnnsssssssssnnnnnnnnssssssssssnsnnsnsssssssssssnnnnnnnsssssssssnnnnnnnnssssssns 7
4. MoATBEPKAECHHAA OE30MACHOCTD trrumsmsnnssssssrssmnnnssssssssssesssnnsssssssssssessssnsssssssssssssssnnnnnnnsnsssssns 9
5. NMpon3BoacTBO B POCCUNCKON DEACPALIMM wuuurrrrrrmnmnmmmssssssssssnnnnnnnsssssssssnnnnnnnnsssssssssnnnnnnnnnns 11
6. MPUHLNNBI MPOEKTUPOBAHMSA weeeeensssssrrsrnnnnnsnsssssssssnnnsnnssssssssnssnnssnnsssssssssssnnnnnnnssssssssssnnnnnnnnns 14
7. COCTAB POLUECHMS turnnuunnssssssssnnnnnssnssssssessssnsssssssssssssssssssssssssssssssssssssssssssssssssnssssnssssssesssnnnnnnnnss 17
8. CELINMUUHBIC YEPTDI surerrrrnnnnnnsssssssssnnnnnnnnssssssssssnnnnsnssssssssssssnnnnsnsssssssssssnnnnnnnsssssssssnnnnnnnnnns 33
9. FaPAHTUPOBAHHOE KAUECTBO uurrunnnssssnnssssssnnnssssssnnsssssssnssssssssssssssssssssssssnssssssnnsssssssnnnsssssnnnns 35
10. Peakunsi HQ BO3MOMKHBIE OTKABDI weezsrennssennsssnnnsssnnsssnnnsssnnsssnnnsssnnsssnnsssnnnsssnnsssnnnssnnnsssnnnssnn 36
11. TUNOBbIE KOMIMIEKTBI PELUEHMS «eeeessssssrssrnnnnnnnssssssssssnnnnnnssssssssssnnnnnnnsssssssssssnnnnnnnsssssssssnnnnn 37
12. BapPMATUBHOCTD PELUEHMIS sarrnnmsssrsnnnsssssnnsssssssnsssssssnssssssssssssssssnssssssssssssssssnsssssssnnssssssnnnnsss 39
13. Tpe6OBaHMUA K PA3MELUEHMIO PELUECHM A issssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnnns 40
14. MprMepbl PAOOTAKOLLUMX PELUEHMM wuuuirrrrrmnnnnmnnssssssesssnnnsssssssssssssssnnsnssssssssssssnnnnnnssssssssssnnnnn 41
15. O pe3ynbTaTax PACUETA HAAEKHOCTM urrrenmmmmssssssssssnnnnnnnssssssssssnnnnnnnssssssssssnnnnnnnssssssnssnnnnn 45
B 7 1143 1o L= 46
O KOMIMAHMM 1uueeeennnnninsssssssssssssnmmmmsssssssssssssssssmssssssssssssssssnsssssssssssssssssnsssssssssnsnsssnnnsssssssnnnnnnnnnnnnss 47

BBepneHue 2n347



MawuHa 6a3 paHHbix Ckana™p MbA.MN

WHpopmaums, npencraBneHHas B AOKYMEHTe, HOCUT NCKMIOYUTENBHO
NHJOPMAaLMOHHBIN XapaKkTep, SABNAETCA akTyanlbHOW Ha AaTy pasMeLLeHns.

TexHu4yeckne xapakTepucTuku, NPpUBEAEHHbIE B [JOKYMEHTE — CMpPaBOYHbIE N HE MOTYT
CMY>XWUTb OCHOBaHMEM AN NPETEH3UM.

TexHn4eckne XapakKTepuctmkmn M™MOryt otTnn4daTtbCAa OT nNpuBedeHHbIX BcCleacTesne
MO,D,VI(bI/IKaLl,I/II/I n3genum, u MOryT ObITb NU3MEHEHbI npomn3soanTenem be3 yBE€O4OMITEHUA.

[OKyMEHT He siBnsieTca nyonnyHom ogepTon N He CO4EPXKNUT Kaknx-nmbo obsi3aTtenbcTs
000 «CKANA-P».
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NEPEYEHb TEPMWHOB U COKPALLEHUN

TepMUH, coKpallueHue

OnpepeneHne

HDD (aHrn. Hard disk drive) TBepaoTenbHbI HAKONUTENb AaHHbIX
6e3 NoABWKHbIX YacTeln, NCNOMb3YLWNA deppoOMarHUTHbIE
NNacTUHbl ANs XpaHeHUst Hpopmaumm

IP-agpec (ot anrn. Internet Protocol) YHukanbHbIA 4NCIIOBON
naeHTndukaTop, NpucBanBaeMbli yCTPONCTBY B CETU ANs €ro
naeHTndrKaumm 1 agpecaumm

IPMI (anrn. Intelligent Platform Management Interface)
MHTennekTyanbHbln HTEpPdENC ynpaseHms nnaTtopmon
AN aBTOHOMHOrO MOHUTOPWHIa 1 ynpaBreHus yHKUMSMMU,
BCTPOEHHbIMU HEMOCPEACTBEHHO B annapaTHoe 1
MUKponporpammHoe obecneyeHne cepBepHbIX NnaTgopm

Postgres HassaHune CYB[ (cuctembl ynpaBneHus 6asammu AaHHbIX)

SSD (aHrn. Solid-State Drive) 3anomuHaloliee YCTPOMUCTBO Ha
OCHOBE MUKPOCXEM NamATh

=yl Basa gaHHbIX

EPPII EovHbIn peectp poccuiickux nporpamm (MuHumdpbl)

EPPPI EQMHBIN peecTp pOCCUNCKON pagnoanNekTPOHHON NPOoayKLnn
MwuHnpomTopra P®

oC OnepaunoHHas cuctema

rno MporpammHoe obecneyveHne

P MMOT EOVHBIN peecTp pOCCUNCKON pagMo3anNekTPOHHON MPoayKLnm
MwuHnpomTopra PO

cro CneunanbHoe nporpammMHoe obecneveHne

cyb[ Cuctema ynpasneHus 6azamu gaHHbIX, COKp.

Loa LleHTp 06paboTkm faHHbIX

BBepeHne

4n347




MawmwuHa 6a3 paHHbix Ckana"p MBA.MN

1. NPEAUCITIOBUE

OnucaHue OJOKYMEHTAa

OTOT TexHunyeckmn 0030p AaeT KOHUenTyarnbHbI U apXMTEKTYpHbIN 0630pbl MawwuHbl 6a3
AaHHbIX Ckana” p MB[.M.

Bpolwitopa onucbiBaeT TO, Kak ONTUMU3UPOBAHHLIE MNPOrpaMMHO-annapaTHble KOMMMEeKChI
OTBEYaloT COBPEMEHHbBIM BbI30BaM, 1 pokycupyeTcs Ha MawunHe 6a3 gaHHbIx Ckana” p MB[.MN
KaKk OQHOM U3 NONPYIOLLMX PELLUEHNIA B 9TOM CEerMeHTe.

AyauTtopus

OTa GpoLtopa npegHasHayeHa ans coTpyaHMKoB koMnaHum Ckana’* p, napTHEPOB 1 3aka34ynkos,
nepes KOTOpPbIMM CTaBATCA 3agadn pas3paboTku pelleHusi, 3akynku, YynpasneHus wunm
akcnnyataumm MawmHbl 6a3 gaHHbIX Ckana” p MB[.MM.

ObpaTHas cBs3b

Ckana’p 1 aBTOpbl 3TOr0 OOKyYMeHTa OyayT pagbl obpaTHOW CBA3M MO HeMy. CBSXXUTECH C
komaHgon Ckana’ p no aneKkTpoHHOM noyTe support_ mbd@skala-r.ru.

BBepeHne 5wn347
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2. BBEOEHUE

MawwuHa 6a3 gaHHbix Ckana” p MB[.IM — 310 MogynbHbIV NpOorpaMMHO-annapaTHbIN KOMMEKC
Ansa o6paboTkM 1 XpaHeHUs AaHHbIX, cneunanbHo NnpeaHasHavYeHHbIv ans ‘akcnnyatauun CYB[
Postgres Pro B coctaBe BbICOKOHArpy>eHHbIX MHPOPMaLMOHHBIX CUCTEM.

MawuHa 6a3 paHHbix Ckana“p MBO.IT  nossonder ob6ecneunTb  MNOBbLILLEHHYHO
NPOM3BOANTENBHOCTb M OTKa30yCTOMYMBOCTb MH(OPMALMOHHBLIX CUCTEM, B COYETaHWUM CO
CHWXEHMEeM 3aTtpaT 3a c4yeT npopaboTaHHOW WHTEerpauuMu annapaTtHoro M MpPOrpaMMHOro
obecneyeHnsl, MPUMEHEHUS] OTKa30YCTOMUMBBLIX apPXUTEKTYP W  SKCKIO3MBHBIX Mogenewn
nunueHsmpoBanus MO ncnonb3yemMoro B cCocTaBe KOMMJEKea.

MawuHa ©6a3 pgaHHbix Ckana”p MBAO.MN npegHasHadyeHa AOnNsg  pasMeLLeHus
BbICOKOHArpy>keHHbIx 6a3 gaHHbix o6 bemom o1 10 go 160 T6anT, B 3aBUCMMOCTU OT BblIGpaHHOro
npuoputTeTa NPON3BOAUTENBHOCTU NN obbeMa.

MawwnHa 6a3 gaHHbIx Ckana” p MB.IM — komnnekcHoe 3akOHYEHHOE peELLIEHNe, BKNoYatoLllee
B cebsa Bce Heobxoanmoe oT Moaynen BblMUCIEHNS N XpaHEHUA AaHHbIX, BkAo4das Moaynb
PEe3epBHOr0  KOMMPOBaHWS, OO TENEKOMMYHMKALUMOHHLIX — Moaynen, obecnevnBaroLmx
CBEPXCKOPOCTHYIO CeTeBYKD cpefy W  UHTepdencbl UWHTerpauuu, a Takke cuctemy
WHTENNEKTYanbHOro yrnpasneHusl.

Bbicokass nNpou3BOOUTENBHOCTb PELLUEHWS OOCTUraeTcss B TOM  4YuCNE  MNMPUMEHEHVEM
onTUMarnbHbIX MO MNPOM3BOAUTENBHOCTM KOMMMEKTYOWMX W COBPEMEHHbIX CTaHOapToB,
HakonuTenen SSD, ceTesbix NnpoTokonos 100 Gigabit Ethernet.

Mommmo  cTaHgapTHbiX MeTodoB obecneyeHWss  OTKa3oyCcTOMYMBOCTW, AybnupoBaHue,
N3bbITOYHOCTb, OanaHcupoBka, KoMMAekTywme MawurHbl NpoXoasaT CTporvi oTbop U
BanuMaaumio,  UCNONb3ylTCs  cneumanusvpoBaHHble  Bepcum 10, obecneumBatome
BO3MOXHOCTU Kractepmsauun (kK npumepy cneumanunsnpoBaHHas Bepcus CYB[ Postgres Pro
Enterprise), a Takke obsi3aTenbHOE pe3epBUPOBAHNE KPUTUYECKUX KOMIMOHEHTOB N YCTONYMBbIE
ceTeBble NPOTOKOSbI.

MawwuHa 6a3 paHHbix Ckana”p MB[M.I1 cogepxnt Bce Heobxoaumble 3MeMeHTbl AN
akcnnyataumm BblcOKoHarpyxeHHon CYB[l Postgres. ®usmnyeckoe nogknioyeHne K BHELLUHUM
ceTaMm nepenadn JaHHbIX OCYLLECTBNSETCA C MOMOLLBIO CTaHA4apTHOro nHtepderica Ethernet.

PeanunsoBaHbl (YHKUUM MOHUTOPUHIa COCTOSIHMSI Kak annapaTHbIX, Tak U MNporpammHbIX
KOMMNOHEHTOB peLLeHus], a Takke Heobxoanumble OYHKLUM ynpaBreHus.

MawwuHa 6a3 paHHbix Ckana’p MBQA.M gonyckaeT pasmeweHue B ogHom Moayne cpasy
HecKomnbknx 6a3 gaHHbIX, NPegoCcTaBndAs BO3MOXHOCTM AMNA UX KOHCONMMAALMU N CHUKEHMUS
CTOMMOCTM 3KCnyaTaumm.

MawwuHa 6a3 gaHHbIx Ckana” p MB[.IN enepBbie 6bina npeactaenena B 2015 rogy kak NpoaykT
B nuHeike NMAK CKAJA-P CP/I1. C Tex nop, Ha OCHOBaHMUM HAKOMSIEHHOrO OMbITa 3KCMNyaTaLumu,
Komnniekc Obln 3HaYMTENbHO YCOBEPLLEHCTBOBAH 1 nepepaboTaH.

PeweHne BHeOpeHO B KPYMNHbIX KOPNOpPaTMBHBLIX W FOCYAAPCTBEHHbIX OpraHu3aumsx,
nHcTannaunoHHas 6asa coctasnset 6onee 2000 y3nos.

MporpammHo-annapatHble  komnnekcel MawwnHa ©6a3  paHHbix Ckana’p MBA.M
n coctasnstowme nx Mogynm skntoveHosl B EPPPI n paboTtatot Ha MO, BkntoyeHHom B EPPT.
MawwuHa 6a3 gaHHbIx Ckana” p MB[L.I Takke Haxoantcsa B EPPI.

BBepeHne 6nsdj
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3. OTNINMUTENbHBIE YEPTbI

1. HagexxHoe xpaHeHue 1 BbiCOKonpousBoanTenbHas obpaboTka 60nbLLnX
00beEMOB AaHHbIX

O6bem 6a3 gaHHbIX oo 80 ToanT

O6bem 6a3 gaHHbIX 4o 160 T6anUT Npy CPeaHNX N HUSKUX Harpy3kax
MpounsBoanTenbHocTb 6onee 135 ktpsB no Tectam pgbench
dopmmupoBaHme KatacTpopoyCTONUYNBbLIX pELLEHUI

. Bbicokasi npon3BoAUTESIbHOCTb

C6anaHcupoBaHHbI KOMNIIEKT 06opyaoBaHUS

OnTumMmusaums apxmTekTypbl ¢ npuuenom Ha obecneyeHne BbICOKOM NPON3BOAUTENBHOCTM
OnTMM3npoBaHHasA NokKanbHasi CUCTEMA XpaHEHMUS

CneunannsnpoBaHHble HAaCTPOMKM MCNONb3yEeMOro NpPorpamMmmMHoro obecneveHunst

Ocobble anropnTMbl pe3epBHOIO KONMPOBAHUA 1 BOCCTAHOBMEHMS

MpopaboTaHHble BapuaHTbl 4Ns1 TUMOBbLIX NPUMEHEHWI

. OTKa30yCTOI7I‘-II/IBOCTI:> Ha BCEX YPOBHAX

HagexHble KoMnnekTyoLwmne

Pe3epBupoBaHue 3Ha4nMMbIX KOMMNOHEHTOB Ha annapaTHOM ypoOBHE

OTkasoycTtonumeas apxutektypa CYB[ 1 pesepBHOro KonmposaHus

OnepaTtrBHasa BOCCTaHaBMMBAEMOCTb NMpu c6oax (MMHUManbHble 3HadeHnst RTO 1 RPO)

. ﬂpVIOpI/ITeT COXPaHHOCTUN OaHHbIX

lMonHble N NMHKpeMeHTanbHble KoNun 6a3 gaHHbIX
XpaHeHne apXuBHBbIX XXYpHanos
3awmra kawa npu cboe nuTaHna Ha annapaTtHbix RAID

. ObecneyeHne kavecTBa npu pasBepTbiBaHNN

OnTuManbHOCTb HAaCTPOEK NpoBepeHa TecTamm

ABTOMaTM3NPOBaAHHOE pa3BepTbiBaHNE UCKIIOYAET YenoBeYeckme omnbku
CraHgapTu3auus pasBepTbiBaHNSA rapaHTUPyeT COOTBETCTBME PeLLEHMS 3asiBIEHHbIM
XapaKkTepucTmkam

. HenpepbIBHbIN KOHTPOMNb COCTOSAHUS

BcTpoeHHasa cuctema moHutopuHra Ckana’ p BusmoH cneumansHo paspaboTtaHa ¢ y4eToM
onbiTa 3KcnnyaTaunm Ha CTopoHe 3aka3ynkoB M 0COBEHHOCTEN NoCTaBNAEMbIX
nporpaMMHo-annapaTHbIX KOMMNIEKCOB

MoHuTopuHr pabotocnocobHocTn CYB[] n obopygosaHus

MpeaHacTpOEHHbIE MOPOroBblE 3HAYEHMS KPUTUYHBIX NapamMeTpoB

PasnunyHble kaHanbl MHPOPMUPOBAHUS O AOCTKEHNM NOPOrOBbIX 3HAYEHWUI KINHOYEBbIX
MEeTPUK 1N OTKINOHEHUAX B paboTe

7. YnyJlweHHble BO3MOXXHOCTU afMUHUCTPUPOBAHUS

BcTpoeHHasa cuctema aBTomatMsaumn agMMHUCTPUPOBAHUA 1 obcnyxmeaHma MaluunHbl
Ckana” p NeHowm, cneunanbHo paspaboTaHHas ¢ y4eTOM OnbiTa 3KCNyaTauumn Ha CTOpoHe
3akas34mkoB 1 0COOEHHOCTEN NOCTaBMSAEMbIX NPOrpaMMHO-annapaTHbIX KOMMIEKCOB

OTnnumnTenbHble YepThl 7nsd]
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= ABTOMaTM3NPOBaHHbIE OEVNCTBMS MO BbINOSHEHMIO CIOXHBIX Onepauuii ¢ KnacTepom
n y3nammu

= B uensx cHuxkeHns TpygosaTpaT Mo BHEAPEHMIO B CYLLECTBYHOLLME PELLEHUS COXPaHEHbI
BCe CTaHOapTHblE MexaHu3Mbl yrnpaBreHus Postgres

8. Obecne4veHne akcnnyaTauum

= LleHTpanusoBaHHas nogaepxka peleHus

= EavHasa Touka 0TBETCTBEHHOCTU 3a BECb KOMIMIEKC

= BbInyck ucnpaeneHui n pekomeHgauun

= [Macnopt MawwmHbl B KomnnekTe n B cucteme Ckana”p NeHom

= OOyueHune nepcoHana 3akasumka

= ABTOMaTU3aUMA yrpaBreHUs XXU3HEHHbIM LIMKIOM nU3genns

= [lpoaBuHyTOE ynpaBneHue GbICTPbIM pe3epBHbLIM KOMMPOBAHMEM U BOCCTaHOBMEeHMeM 6a3
AaHHbIX

9. DkoHoMUYeckasi ahPEKTUBHOCTb

= CneumanbHble ycrious no nuueHampoBanuio CYB[ Postgres Pro Enterprise
= CoKpalleHHble CpOKM BBOAA B 3KCNyaTaLmto
= Tonbko Heobxoanmble AN KOPNOPATUBHOIO PELLEHNS KOMMNOHEHTbI

10. AnbtepHaTtmBa Oracle Exadata ons TpaH3aKUMOHHbLIX U TMOPUOHBLIX
Harpy3okK

= [oToBas, cbanaHcMpoBaHHas, OTKAa30yCTONYMBAS U MOSTHOCTBIO OTMaXeHHaa cepunHas
MawwuHa 6a3 gaHHbix gnst CYB[ Postgres

= BblCcOokne HageXxHOCTb M NPOU3BOAUTENBHOCTb

= KayvectBo, nogTBepXaAeHHOE OMNbITOM NPAKTUYECKOro NPUMEHEHNS

OTnnumnTenbHble YepThl 8 ns 47
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4. NOATBEPXAOEHHAA BE3OMNACHOCTb

MawuHa 6a3 paHHbix Ckana”p MB[MO.IT nocrtaensietca ¢ cepTMdMUMPOBAHHOWN
OC Anbt CIT (ceptudpmkar dCTIK 3866 ot 10.08.2018, gencteyet go 10.08.2028),
KoTopas:

MoxeT NMPUMEHATBLCA ONA 3alUNThbI I/IHC*)OpMaLI,l/II/IZ

= B 3HaumMMbIx 06beKTax KpUTUYEeCKon NHPOPMaLMOHHOM MHAPPACTPYKTYpbl 1 KaTeropum,
B rocyAapCTBEHHbIX MHPOPMaLMOHHbBIX cucTemax 1 knacca 3almweHHOCTH

= B aBTOMaTU3UpoBaHHbLIX cMCTEMaX ynpaBneHns Npon3BoaCTBEHHLIMU U
TexHonornyeckumm npoueccamm 1 Knacca sawmeHHOCTH

= B MHdopMaUMOHHBLIX cMCTEMax NepcoHaribHbIX AaHHbIX NPW yCTaHOBEHHOM Y3-1
(nepBbIvi ypOBEHb 3aLLMLLEHHOCTM NEPCOHANbHbIX AHHbIX)

= B MHdopmaumoHHbIX cuctemax obuiero nonb3oBaHus Il knacca

COOTBeTCTByeT Tpe6OBaHI/IFIM cnegyrwmx HopMmaTnBHbIX JOKYMEHTOB!

= «TpeboBaHns  6GesonacHOCTM  MHGOPMaUMM K  OMEPaUUOHHBIM  cUCTEMaM»
(PCTIK Poccuun, 2016) n «MNpodunb 3amThbl onepaumoHHbIX CUCTEM TUNa A 4eTBEPTOro
knacca 3awmtbl. UT.OC.A4.M3» (PCTIK Poccumn, 2017) no 4 knaccy 3awmTbl

= «TpeboBaHua no 6GeszonacHOCTM WHOPMaLMK K cCpeacTBaM KOHTeHepusauum»
(PCTIK Poccum, 2022, npukas Ne 118) no 4 knaccy 3awuTbl

= «TpeboBaHua no ©Ge3onacHOCTM WHOPMaAUMM K cpeacTBam  BUMpTyanusauum»
(PCTIK Poccumn, 2022, npukas Ne 187) no 4 knaccy 3awuTbl

= «TpeboBaHua no GeszonacHOCTM MHOpMauuW, yCTaHaBNMBAKOLWME YPOBHU [OBEPUS
K CpeacTBaM TEXHWYECKOM 3aluTbl MHOpmaummM wu cpeactBam  obecneyeHus
BGe3onacHoCTN MHGOPMaUMOHHBIX TexHonornny (PCTIK Poccun, 2020, npukas Ne 76)
no 4 ypoBHIO AoBepus

= «TpeboBaHusa No 6e30NacHOCTM MHPOPMALMM K CUCTEMAM yrpaBreHms 6azamu JaHHbIX»
(PCTIK Poccun, 2023) — no 4 «knaccy 3awuTbl W TEXHUYECKUM YCIOBUAM
643.20663116.00002-12 TY

B MawwuHe 6a3 gaHHbIx Ckana”p MB[.M vcnonb3yetca ceptudmumpoBanHaa CYB[]
Postgres Pro Enterprise (ceptudpmukar ®CTIK 4063 ot 16.01.2019), koTopas:

MoxeT NpuMeHATbLCA Ang 3alnTbl MHOpMaLMN:

= B 3HaummbIx 06bekTax KpUTnieckom MHOpPMaLNoHHON MHAPACTPYKTYPbl 1 kaTeropuu,
B rocy4apCTBEHHbIX MHPOPMaLMOHHbBIX cucTemax 1 knacca 3allmweHHOCTH

= B aBTOMaTU3upoBaHHbLIX cucTEeMax yrnpasrneHns nponu3BoaCTBEHHbIMU U
TEXHOIorM4eckMMun npoueccamu 1 knacca 3aLmLLeHHOCTH

= B MHdopMauUnOHHBLIX cMCTeMax NepcoHaribHbIX AaHHbIX NPy HE06X0AMMOCTHU
obecneyveHns 1 ypoBHS 3aLLMLLEHHOCTM NEPCOHANbHbIX AaHHbIX

= B mHdopmaumoHHbIX cuctemax obuiero none3oBaHus Il knacca

COOTBeTCTByeT Tpe6OBaHI/IFIM cnegyrowmnx HopMaTUBHbIX JOKYMEHTOB:

= «TpeboBaHus no GesonacHOCTM WMHGOPMaLMKM, yCTaHaBNUBaOLME YPOBHWU [OOBEPUS
K cpeacTBaM TEXHUMYECKOW 3aluTbl MHopMauum u  cpeactBam  obecnevyeHust

MNoaTBepxaeHHas 6e30MacHOCTb 9 ns3 47
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6e3onacHoCcTM MHpopMaunOHHbIX TexHonornny (PCTIK Poccun, 2020) — no 4 ypoBHIO
aosepus

«TpeboBaHusi o 6e3onacHOCTU MHOPMaLUMK K cUCTeMaMm ynpaBreHnst 6asamm SaHHbIX»
(PCTIK Poccum, 2023) — no 4 knaccy 3awmTbl

[MpoTecTnpoBaHa COBMECTMMOCTb C HaNOXeHHbIMU CpeacTBaMu
3alWmnThbl;

1.

CepTndmumpoBaHHoe aHTUBUPYCHOE CpeacTBO 3alnTbl Kaspersky

Endpoint Security gna Linux (ceptudmkar ®CTIK 2534 ot 27.12.2011,
pevcteyeT o 27.12.2030):

MpuMeHseTcsa Ans 3almTbl MHAOOPMaLUN:

B rocyaapCTBeHHbIX I/IH(*)OpMaLI,VIOHHbIX cuctemax | knacca 3alWmLEHHOCTH

B MHMOPMaUMOHHLIX cUcTemMax MepcoHarbHbIX AaHHbIX MpU  HEeobxoaMMOCTH
obecneyeHns 1 ypoBHS 3aLLMLLEHHOCTU NEPCOHAaNbHbIX AaHHbIX

B 3HaunmbIx 06beKTax KpUTM4eCKon MHOOPMaLMOHHON MHAPPACTPYKTYpLI 1 KaTeropun

B aBTOMaTM3MpPOBAHHbLIX  CUCTEMAxX  YMpaBIIEHMUS NPON3BOACTBEHHbIMU "
TEXHOMNOMMYeckMMK npoueccamu | knacca sawmLLEHHOCTH

B nHdopMaumoHHbIX cuctemax obuero nonb3oBaHus |l knacca

CooTBeTCcTBYET TPEOOBAHMSAM HOPMATUBHbLIX JOKYMEHTOB:

«TpeboBaHna no 6e3onacHOCTN MHOpMaUuW, yCTaHaBNUBaKLLME YPOBHU AOBEPUS K
cpeactBaM  TEXHMYECKOM  3awuTbl  MHOpmaumm Un  cpeactBam  obecneyeHus
6esonacHocT MHopMaUnoHHbIX TexHonornny (PCTIK Poccnun, 2020) - no 2 ypoBHIO
aosepus

«TpeboBaHus k cpeactBam aHTUBMpycHou 3awmTbl» (PCTIK Poccuu, 2012)

«lMpochnnb 3awnTbl CPeacTs aHTUBUPYCHOW 3awuTbl TMNa b BToporo knacca 3awuThbl.
UT.CAB3.B2.M3» (PCT3IK Poccun, 2012)

«[podunb 3alwmThl CPeacTB aHTUBUMPYCHOW 3aluMThbl TMNa B BTOporo knacca 3awutbl.
NT.CAB3.52.M3» (PCTIK Poccuu, 2012)

«lMpodunb 3awmTbl CPeACTB aHTMBUPYCHOW 3awmTbl TMna [ BTOPOro knacca 3awiuTbl.
NT.CAB3.52.1M3» (PCTIK Poccuu, 2012)

«TpeboBaHMsa K cpeacTBam KOHTPOMSA CMEHHbIX MalUMHHbIX HOcUTenen MHdopMaummy»
(PCT3IK Poccun, 2014)

«Mpodhunb 3aWwmnTbl CPEACTB KOHTPONSA NOAKMOYEHNSS CMEHHbIX MaLUMHHbIX HOCUTENewn
nHcpopmaLmm BToporo knacca 3awmtbl. UT.CKH.M2.M3» (PCTIK Poccumn, 2014)
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2. CepTudnumpoBaHHoe cpeactBo  goBepeHHou  3arpyskm  [MAK
«Cobonb» Bepcua 4 (ceptndpukat PCTIK 4043 ot 05.12.2018, pencreyet
0o 05.12.2028)

[MpumeHseTca onsa 3awuTtbl MHOOPMaLNK:

= B rocygapctBeHHbIX MHOPMaLUMOHHBIX cucTemax | knacca 3aluLEHHOCTH

= B umHMOOpMaAUMOHHBIX cucTEMax MNepcoHanbHbIX AaHHbIX NPU  HEeobXoaUMOCTH
obecneveHmns 1 ypoBHS 3aLLMULLEHHOCTU NEPCOHAaNbHbIX 4aHHbIX

= B 3HaummbIx o6bekTax Kputnieckom nHpopmMaLnoHHON MHAPPACTPYKTYpPLI 1 KaTeropun

= B aBTOMaTU3MPOBAHHbLIX  CUCTEMax  ynpaBrieHus NPOM3BOACTBEHHbLIMU 7]
TEXHOMNOrMYeckMMK npoueccamu | knacca 3awmLEHHOCTH

= B mMHdopmaumoHHbIX cnctemax obuiero nonb3oBaHus Il knacca

COOTBeTCTByeT Tpe6OBaHI/IFIM HOPMAaTUBHbIX JOKYMEHTOB!

= «TpeboBaHusa no 6e3onacHOCTM MHpOpPMaUMK, yCTaHaBNMBalOLWME YPOBHU OOBEPMUS K
CPeAcTBaM  TEXHMYECKOM 3awuTbl  uMHdoOpMauuMm UK cpeactBam  obecneyeHuns
6e3onacHoOCTN MHAOPMAaLMOHHLIX TexHomnormny (PCTIK Pocecnn, 2020) - no 2 ypoBHIO
aosepus

= «TpeboBaHus k cpeacteam gosepeHHown 3arpy3kn» (PCTIK Poccun, 2013), «[Mpodunb
3almMTbl CpeacTBa AOBEPEHHON 3arpy3kn YpoOBHS NnaTthl pacLUMpeHust BTOPOro Kracca
sawmtel. UT.COS.MP2.M3» (PCTIK Poccun, 2013).»

3. CepTtuduumpoBaHHas cuctema eamHon ayteHTudumkaumm Avanpost
FAM (ceptudpukat ®CTIK 4492 ot 13.12.2021, pencteyeT Ao 13.12.2026)
[MpumeHseTca ona 3awuTtbl MHOPMaLINK:
= B 3Ha4YMMbIX OO bEKTAX KPUTUYECKON MHAPOPMALMOHHOM MHAPACTPYKTYpbl 1 kKaTeropum
= B rocygapCTBeHHbIX MHOPMAaLUUNOHHLIX cucTtemMax 1 knacca 3awmueHHOCTH

= B aBTOMATM3MPOBAHHbIX  CUCTEMAx  YMNpaBfieHWsi  MPOW3BOACTBEHHbIMU U
TEeXHONOrM4eckumm npoueccamm 1 knacca 3alUmLeHHOCTH

= B WHPOPMALMOHHBLIX CUCTEMAX MNEepCoHaNnbHbIX [OaHHbIX NpU  HEeobGXoaUMOCTU
obecrneyeHnsi 1 1 2 ypoBHS 3aLLMLLEHHOCTU NEPCOHANbHbIX AaHHbIX

CooTBeTcTBYET TpeboBaHMAM PYKOBOASLMX AOKYMEHTOB:

«TpeboBaHma no 6Ge3onacHOCTU WHGOPMaUWUK, YyCTaHaBNUBAKLME YPOBHM [JOBEpUS K
cpeactBaM TEXHUYECKOW 3almTbl MHOpMauuMnm u cpeactsam obecneyeHus 6esonacHOCTH
NHPOPMaLMOHHbIX TexHonormny (PCTIK Poccun, 2020, npukas Ne 76) no 4 ypoBHIO fOBEPUS
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5. MIPOU3BOACTBO B POCCUNCKOUN ®EAEPALLIUMN

Cneuymanuctamm komnanmm Ckana’*p 6Gbina npoBedeHa cyuwecTBeHHas paboTa No co3faHuio
CXEM W KOHCTPYKTUBHOrO ncnonHeHms MawuHbl 6a3 gaHHbix Ckana”p MBA.IM, ocHoBaHHOro
Ha npuHUMNEe MoaynbHOCTU. PesynbTaTbl NpoBegeHHOW paboTbl Ha CEroAHAWHWMIA  OeHb
He UMEIOT aHamnoroB Ha pbiHke PO.

MawwuHa 6a3 gaHHbix Ckana”p MBA.M BknoveHa B peecTp POCCUACKON paanoareKTPOHHOM
NPOAYKUMK N B pEECTP POCCUNCKOWN NPOMbILLSIEHHOW MPOOYKLNN.

MawuHa 6a3 pgaHHbIXx Ckana’p MB[MO.M nocraBnaeTcd eauHbIM - KOMMIIEKCOM, OAHOW
HOMeEHKIaTypHOM nosuumen kak MNporpammHo-annapaTtHbli komnnekc (MAK). MNpu atom MawwnHa
cocTouT n3 Habopa oTaenbHbix Moaynen (Kaxabii M3 KOTOPbIX Takke SIBNAETCA uUsgenuem
B peectpe PII MIT), uto obecneymBaeT rubKOCTb KOMNIEKTALUN N MOAEPHN3ALNN TOBAPHLIMM
no3nunamMmn n3 peectpa.

MawwuHa 6a3 paHHbix Ckana”p MBMO.M npusHaHa npousBegeHHbiM B P®  TOBapowm,
B cooTBeTcTBMM C [lpaBunamm BblgayM 3aKkOyYeHus O MNOATBEPXOAEHMM NPOM3BOACTBA
NPOMBILUNEHHON NpodyKumMm Ha TeppuTtopun Poccunckon Pegepaunn, yTBEPXKOEHHLIMU
noctaHoeneHunem lNpasutenbctea oT 17 nons 2015 r. Ne 719.

MawwuHa 6a3 gaHHbIX Ckana”p MBA.M cooTBeTcTBYET NocTtaHoBneHuto MNpasutensctea PO
Ne 616 ot 30 anpensa 2020 r. o 3anpeTe Ha 3aKynkKy MMNOPTHOM PaanNO3NEKTPOHHON NPOAYKLU MK
n noctaHoBneHuto MNpaeutenbctea PP Ne 925 ot 16 ceHTs16pst 2016 r. 0 npuopuTeTe POCCUIACKOM
pagnoanekTpoHHon npoaykumm B 30%.

MawwuHa 6a3 gaHHbIx Ckana”p MBA.M cootBeTcTBYET NocTaHoBneHuto Npasutenbctea PO
Ne 2013 n Ne 2014 ot 03 gekabps 2020 r. 0 MUHMMAILHOW 4Ore 3aKyrnoK TOBapOB POCCUINCKOIo
NPOVCXOXOEHMS.

BHVIMAHWE! PeecTtpoBoe HanncaHue HaMmeHoBaHus MawuHbl 6a3 gaHHbix CKAJTA-P
MB/L.IM oTnnyaeTca OT MapKeTUHIOBOro HaNMcaHUa ¢ NpMMeHeHMeEM TOBapHOIo 3Haka
Ckana’p.

TosapHble nosvumm MawwnH n Mogynen Ckana” p umetot oguH kog no OKI 2:
" 26.20.14.160 [llporpaMmmHo-annapaTtHble KOMMMEKChbl, CO34aHHble Ha cepBepax Wnu
YCTPONCTBaX, CoaepXaLlmMe B CBOEM COCTaBe OAuH unn 6onee BblYMCNUTENBHbLIX Y310B
" 26.20.14.160 MalumnHbl BbIMUCANTENbHBLIE 3MEKTPOHHbLIE LMGPOBLIE, NOCTaBndeMble B
BUAE CUCTEM AN aBTOMaTuyeckon obpaboTkm AaHHbIX

Hannune MawuHbl 6a3 paHHbix Ckana“p MB[A.M Ha canTe rocygapCTBEHHOWM
NHPOPMAaLIMOHHOW CUCTEMbI MPOMbILLNIEHHOCTU (PUCyHOK 1).
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r 1
KATANOT IPOAYILUM. MauwwnHa 6a3 aaHHbix CKAJIA-P MB/LM (PMBT .466535.002-318.01) Q

MawwuHa 6a3 gaHubix CKAJIA-P MBA.IM (PMBI.466535.002-
318.01)

¥ [JobaenTs B M3bpaHHOe W Jobaeuts k cpasHeHUo

Haittn aHanoru

00O "CKANA-P

Mockea

PucyHok 1 — MawuHa 6a3 0aHHbix CKAJIA-P MB/.I1 Ha calime 2ocydapcmeeHHOU UHGOpMayUuoOHHOU cucmemsb|
npombiwneHHocmu (FTMCII). ®paamenm cmpaHuybi https://gisp.gov.ru/goods/#/product/3738080

Mpumepbl nHbopmaumm o MawmHe 6a3 gaHHbIX Ckana”p MBA.M, skntoueHHon B EPPPI, n
Mogaynsix, BkntoudeHHbix B POIN MIMT, npeacTtasneHbl B Tabnvuax 1 M 2 cOOTBETCTBEHHO.

MawwuvHel 1 Moaynun pasnuyatoTca MCAONHEHWeM W nnatopMon (MaTepUHCKOM nnaToun
npoussoacTtea P®).

Tabruya 1 — Hupopmayus o Mawunax Crana”p MBJ.I1, exniouennvix 6 EPPPII

HanmeHoBaHue MalwunHbI Koa n3penusa

(paspaboTaH cornacHo TexHunyeckum ycnosusim PMBIT.466535.002TY) no OKNQz2

MawwuHa 6a3 paHHbIx Ckana’ p MB[.IM (PMBI.466535.002-518) 26.20.14.160

Tabnuya 2 — Ungpopmayus 06 ocnosnvix Mooynax Mawun Crana”p MBJ].I1, exniouennvix ¢ POIT MIIT

HaunmeHoBaHue Moayns Kop uspenus

(paspaboTaH cornacHo TexHunyeckum ycrnosusim PMBIT.466535.003TY) no OKNpz2
CKAJIA-P Basosbin mogynb (PMBIT.466535.003-210) 26.20.14.160
CKANA-P Mogynb 6a3 gaHHbIx (PMBI.466535.003-260) 26.20.14.160
CKAJTA-P Mogynb pesepsHoro konuposaHusa (PMBIT.466535.003-24) 26.20.14.160
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6. MIPUHUUINbI MPOEKTUPOBAHUA

UTto6bl Nyywle noHATb ycTponcTBo MawumHbl 6a3 gaHHbix Ckana” p MB[.M, MOXHO cpaBHUTb
ero ¢ TpaauMuMOHHO MCMNoNb3yeMbliM Noaxoaom K pasmeweHunto CYB[ Ha HekoTopom Habope
N3 pasnunyHblX annapaTtHbIX U NPOrpaMMHbIX KOMMOHEHTOB.

TpaauunoHHbIN Noaxon yHUBepcaneH

B coctaB o6opynoBaHus, Kak NpaBuno, BXOAWT BbIYMCINTENbHbBIN y3e, NOOKITHOYEHHbIN MO CeTn
K CcuUCTeMe XpaHeHuUs [aHHbIX. Y3en ucnonb3yetcsa And pasmelleHus nporpamMHOro
obecneyeHnss CYB[, camu p[OaHHble XpaHATCA B MaccMBe UM MO Mepe HeobXxoauMOoCTu
nepegaroTcst No CETU, UCMOMb3ys CTaHAApPTHbIE NPOTOKOSbI B3anmonencrTems. OpmneHtaumns Ha
CTaHA4apTHbIE KOMMOHEHTbI M MPOTOKOMbI NO3BONSET 0becneunTb NpeaernbHy BapuaTtMBHOCTb
NPUMEHEHUST PELLEeHNs, a Takke BO3MOXHOCTb Noabopa KOMMOHEHTOB AMS LUMPOKOro CrekTpa
Harpy3ok. B ToO e Bpems Takom nogxod He obecrneymBaeT ONTUMANbHOCTM MOMyYMBLLErOCS
peLLeHnst AN KOHKPETHON 3agaudn, YTo sIBNsiETCsl 00paTHOM CTOPOHOWM YHUBEPCASTbHOCTMU.

Ckana”p MB[.I cospana onsa CYB/[ Postgres

Llenbto paspabotkm MawwuHbl 6a3 aaHHbix Ckana’p MBLA.M 6bino cosgaHue nonHoro
KOMMMeKTa annapaTHOro n nporpammMHoro obecneyexus, agantuposanHoro noa CYB[] Postgres
Ans obpaboTku 3anNpocoB B ONTUMANbHON cpeae. OTO NO3BOSISIET MCMONb30BaTh NPEMMYLLECTBA
TOHKOW HACTPOWKN BCEX YPOBHEN peLleHns MUMeHHO nog dyHKuun n notpebHoctn CYB[ Postgres
N TEM cambiM obecneymBaeT MakCMMyM ee NPOM3BOANTENBHOCTH.

KomMmnnekcHoe pa3melleHne KOMMNOHEHTOB, MPMMEHEHNE BbICOKOMPON3BOANTENBbHbLIX MPOTOKOJIOB
N YCTPOWCTB XpaHEHMUS Takke CNOCOOCTBYIOT AOCTUXKEHMIO 3TOM Lenun. 3a nckniodeHnem Mogyns
pe3epBHOro KonupoBaHusi, B MawunHe 6a3 paHHbiXx Ckana’p MB[MO.IM  ucnonbayoTca
HakonuTenu SSD.

BbicTpogencTBME M €MKOCTb COBPEMEHHbIX TBEPAOTENbHbIX HAKONUTENen MO3BONUN
OoTKasaTbCA OT WCMNONb30BaHUS OTAENIbHOW CUCTEMbI XpaHeHuss B MawuHe 6a3 AaHHbIX
Ckana”p MB[AO.M. [MpyMeHeHHbIN NOAX04 NO3BONSAET  BbIYUCIIMTENBHLIM  pecypcam
HenocpeaACTBEHHO 0bpallaTbCsa K AaHHbIM, UCKITYas HeOBX0ANMOCTb UX BbIBOPKM Ha CTOPOHE
CUCTEMbl XPaHEHWS W MEPEecCbISIKN MO CeTU, YTO TaKkKe MONOXMTENbHO CKasblBaeTCa Ha
NpoOun3BOANTENBHOCTU pPeLLIEHNS.

MawwuHa 6a3 gaHHbIx Ckana”p MB[.IN nogoepxunBaeT BO3MOXHOCTb MEpeHOca vMTaroLwemn
Harpysku Ha pennuku, BbicBo6OXaas pecypcbl BeAyLLero yana nog TPaH3aKUMOHHYK Harpysky,
BbIMOMHSAS PECYPCOEMKME BbIOOPKU, C CUHXPOHHOW UITM C aCUHXPOHHOW PEMTNKN.

[MpopaboTaHHOCTL BCEX MPOrpaMMHbIX KOMNOHEHTOB

OcHoBHbIe NporpammMHble anemeHTbl MawunHbl 6a3 gaHHbIx Ckana” p MBA.M skntovatoT B cebs
MO CYBL Postgres, MO MoHUTOpWHra M agmMuHucTpupoBaHus, MO ynpaeneHnsa knactepom
CYBA, NO pe3epBHOro KONMPOBAHUA, HO HE OrpaHUYMBaACh NPeACTABNEHHbIM CMTUCKOM.

B MawuHe 6a3 gaHHbix Ckana”p MB[.M obecneyeHa onTuMmsaums, ToHKas HacTporka OC
M popaboTka  MNEpPEYMCNEHHbIX  KOMMOHEHTOB  aAns  obecnedeHns ux  Gonbluen
NPOM3BOANTENBHOCTU U (DYHKLMOHANBHOMO COOTBETCTBUS NOTPEOHOCTSM peLleHns B LIeNoM.
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NHtennektyansHoe MO Ckana’p MB[.IT

MpakTnyeckoe npumeHeHne nepBbiX 3k3emnnsapoB MawwuH 6a3 gaHHbix Ckana’p MB[O.M
NPOAEMOHCTPMPOBANo BbICOKYK MPOU3BOANTENBHOCTb pPeLLeHUs, B TO e BpeMsi 6bin BbisiBNEH
PS4 HanpaBneHUn Ana yNydlweHUs apXMTeKTypbl annapaTtHOW KOHdurypaumm ¢ cOBCTBEHHOWM
CXEMOTEXHUKOMN.

MpeogoneHne rpaHny, annapaTHbIX BO3MOXHOCTeN obopyaoBaHusi B coctaBe MawuHbl 6a3
AaHHbIX Ckana’p MB[M.I, nomnmo MacwTabnpoBaHusi, BO3MOXHO 3a CYeT pasBUTUA
cobcTtBeHHoro MO Ckana’p ans ontummaaumm pabotel CYBL B cpene OC 6e3 6banaHcmpoBLivka
M B YCNOBMAX BbICOKMX Harpy3oKk aBTOMaTU3MpPOBaHHbIX GaHKOBCKMX cucTeM C Oonblimm
KONMNYECTBOM KOHKYPEHTHbBIX KIMMEHTCKUX COEOUHEHUN.

B xoge pa3sutua MawuHbl 6a3 gaHHbix Ckana” p MBA.MN 6binv onTMmnanpoBaHbl HACTPOWUKN
aapa onepauuMoHHON cucTteMbl y3noB Bl nog KOHKpeTHLIN BapuaHT ee NpUMeHeHUs.

Ontummusauma dyHkumoHmpoBaHma CYB[l Postgres pocturaetca nytemM U3MEHEHMS
HacTpavBaeMbIX NapaMeTpoB 4515 obecnevyeHns ny4yero COOTBETCTBUSA apXUTEKTYPE peLLeHNs
B uenom, 6e3 BHECEHUS M3MEHEHWN BO BHYTpPeHHWe anroputmbl CYB[, 4TOo rapaHtupyet
COBMECTMMOCTb peLleHus ¢ npuknagaHbimM MO, opyeHTUpOBaHHBIM Ha COOTBETCTBYHOLLYIO BEPCUIO
CYBL.

OTtkasoyctonuuBocte CYB[l Postgres B MawwuHe 6a3 paHHbix Ckanap MBA.M
obecne4ynBaeTca nytem pasmelleHuss aksemnnspoB CYB[ Ha Tpex pasnuuHbix y3nax B[,
obpasytowmx knactep. [lpy BO3HMKHOBEHWM OTKasa OCYLECTBNSAETCA aBTOMaTtuyeckoe
nepekntovyeHne ponu mactep-CYB[ Ha ogHy u3 pennuk. lNMpu aToM nogaepxaHue MOmHom
KOHCUCTEHTHOW KONnMM MacTep-0a3bl AaHHbIX Ha pennMkax peanmayeTcs MexaHn3MoM NOTOKOBOW
pennukauun, KOTOpbIA NO3BONSET nepedaBaTb BCE WM3MEHEHWA C Beagywero ysna bl Ha
BeAOMbIE.

NpumeHsemoe B MawunHe 6a3 gaHHbIXx Ckana”p MBA.M MO Ckana”p CnekTp nossondeTt
obecneunTb 3aWmUTy OT PasNU4YHbIX OTKA3oB, B TOM 4ucne oT c6oeB MO MUTaHuIO; OT cOOeB
npoueccoB CYB[] Postgres, cBA3aHHbIX C HEXBATKOW NamATW, HeAOCTaTkoM (ansoBbiX
JECKPUNTOPOB, MPEBLILUEHNEM MAKCUMarbHOro Yncna OTKPbIThbIX annos; oT NOTepPb CETEBON
CBSAIBHOCTW MeXay y3namu krnacrepa u apyrux.

Mpw Tex UNn NHbIX 0TKa3ax U HecTaHaapPTHbIX cuTyauusx MO ynpaBneHus KnacTepom NpuMeHsieT
COOTBETCTBYIOLLMI anropuTM pearpoBaHns. B KpUTUYHBIX CUTyauusix KnacTep MOXeT ObiTb
OCTaHOBIEH AN ob6ecrneYyeHnss COXPaHHOCTU AaHHbIX.

B uenom 310 ogHa M3 Hanbonee CNOXHbIX 3agadv, 3pdPEKTMBHOE peELLUEHNE KOTOPOW 3aBUCUT
OT KOHKpEeTHbIX TpeboBaHuMi 3akasumka, OCOOEHHOCTEN MNPUKNAOHOTO MPOrpaMMHOro
obecne4yeHns, MHPOPMALMOHHO-TEXHOMNOIMYECKOM U CeTeBOM cpeabl  MHMPaCTPYKTypbl
3akasumka. B ykasaHHbIX yCnoBuMsX psg HACTPOEK OCYLLECTBSETCA HEMOCPeACTBEHHO Mpu
pa3BepTbiBaHUN PELUEHWS.

BHepgpeHue coBpeMeHHbIx annapaTHbiX RAID-KOHTpONNepoB NpUBENO K 3HAYUTENBHOMY POCTY
NPOnN3BOANTENBHOCTU U MO3BONWUIO MOBbLICUTL HaaeXXHOCTb RAID-maccuBoOB.

B MawwuHe 6a3 gaHHbix Ckana” p MB[.IM 6bina cywecTtBeHHO MOoAepPHN3MpOBaHa nogcmMcTema
yrpaBneHnsi pe3epBHbIM KOMMPOBAHMEM. YIydlWeEeHUs 3aTpOHYNM KIKYEBbIE anropuTMbl U
HacTpovku MO, 4TO NO3BONMIMIO paaMKanbHO COKPaTUTL Kak BPeMS CO30aHUS pe3epBHbIX KOMUN,
Tak U BpeMs BOCCTAHOBIIEHUS Y3I10B KnacTepa. OTu NokasaTenu ABNATCS KPUTUYECKN BaXKHbIMU
ansa obecneyeHns HENPepPbIBHOCTM BU3HEC-NPOLECCOB HE TOMbKO B Criyvae CepbE3HblX CHOEB,
HO 1 NpW NPOBEAEHNN NITAaHOBLIX PAboT N yCTPaHEHUN HE3HAUYNTENBbHbIX NHLMOEHTOB.

B coctae MawwuHbl 1 Mogynen BxogAaT COBCTBEHHble nNporpaMMHble pas3paboTku
00O «CKAJIA-P» — MO ynpaeneHus knactepom Ckana” p CnekTp, CO6CTBEHHbIN MOHUTOPUHT
Ckana’ p BuaunoH n cpeactso agmmHuctpmpoBaHus Ckana” p FeHom.
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B komnnekce Bce nepedncrieHHble HanpasneHus (OPMUPYIOT LEMOCTHYIO CUCTEMY,
GopMUPYIOLLYO MHTENNEKTyarnbHy0 cocTasnsowyo MawnHbl 6a3 gaHHbIX Ckana” p MB[.M.

ConpoBoxaeHne n nogaepxka

BaXxHbIM [OMONHEHNeM KO BCEMY MNEPEYUCIIEHHOMY SIBMSIETCS MOSIHasi OTBETCTBEHHOCTb
Npou3BOAUTENA 3a pelLleHMe B LEenoMm, BKM4Yas BCe ero nporpaMMHble UM annapaTHble
KOMMOHEHTbI. OTO 03Ha4YaeT He TONbKO YBEPEHHOCTb B paboTOCNOCOBHOCTU M3Oenus B LIENOM,
HO W MocneayoLlylo NoaaepkKy OT e4MHOro MoCTaBLUMKa B PEXUME €OMHOro OKHa, a He OT
HECKONbKMUX pasHbiX MOCTaBLUMKOB, Kak OblBaeT npu camocToAaTensHOM noabope,
pa3BepTbIBaHUWN M HACTPOIKE KOMMOHEHTOB B Cry4ae TpaauLMOHHOIo noaxoaa.
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7. COCTAB PELLUEHUA

TepmuHbl, ncnonb3yemble Anst Komnnektauun MawmHbl 6a3 gaHHbix Ckana”p MB.M:

MawwnHa — 3710 Habop annapaTHOro u nporpammMHoro obecnedexus B Buae Moaynen Ckana” p,
COeOUVHEHHbIX BMecTe Ana obecneyeHus onpegeneHHoro metoga obpaboTKM AaHHbIX Wnn
npepocTaenenns VT cepBuca ¢ 3agaHHbIMU XapaKTepUCTUKaMu.

Mopaynb — 3TO CTPYKTYpHbIN anemeHT MawuHbl 6a3 gaHHbIx Ckana” p MB[.I, BbinonHsaowmin
onpegeneHHble QYHKUMM B COOTBETCTBUM C MX Ha3HadyeHneM. OH 6aBNAeTcs eauHbIM
W HegenuMbIM  3NIeMEHTOM  creumdukaumm, CcoaepXkut Habop annapaTHbIX — y3rnoB
n nporpammHoro obecneyenus (MO).

Y3en — 3710 anemeHT Moayns, BbINOMHSIOLWNIA onpeaerneHHyo 3agady B coctase Moayns.
Cekuusa (Ctomnka) — Habop Mogynen MawuHbl, 06beQMHEHHbIX B OOMH CEPBEPHbIN LWKad.

dopmMMpoBaHUE peLleHns OCHOBaHO Ha NpuHUMNe pasaenexHus Ha Moaynw.

MawwuHa 6a3 gaHHbIx Ckana” p MB[.IM coctouT n3 Mogynewn, nokasaHHbIX Ha PUCYHKe 2:

Mogyne bas JaHHbIX 3 BbIMMCAUTENBHLIX y30a B Moayne, B Ha}K,D'OM*!
= 48 A8ep 2.81TL
= OT 1TE onepaTHBHOM NaMATH
= Ot110 go 160 TE AMCKOBOro NPOCTpaHCTea Ana b

bazoBbIi Mogynb "
CeTeBOW KOMMOHEHT:

2x CeTeB0M Y38/ BHEWHETD A0CTYNa " ¥a/bl BHEWHErD 4ocTyna (4o 100 Méut/c)
= ¥Yanbl BHYTpEHHEro B3aumoaeidcTena (100 Mowr/c)

2% CeTeBoM y3en BHYTPEHHETD B3aMMOAEHCTBHA

= HOMMNOHeHTbl ynpasaeH1a:
1 (2)x CeTeBOM y2en ynpaegneHna ynp

CeTesoM yaen ynpaeneHua (1 wnun 2)

= Y3en ynpasneHuA M MOHWTOPMHra (1 wau 2 cepeepa)

Mofayne pesepeHOro KonMposaHua
AY/E P P P KomnoHeHT XpaHeHuA:

2x OTKA3O0YCTOMYNBBIA Y3€/ XPaHEHHA = OTKa30yCTOAYHBAA Napa y3N0B-KOHTPONAEpOR

= Ya/bl pacluMpeHA XpaHeHua (noakx JBOD o 1 MB)

aCLMPEHUA XpaHeHuA (1BOD)

= MallMHa ONUMOHANBHO MOXET NOCTABNATbCA B TENEKOMMYHMKALMOHHBIX WKadax 42U
= MawuHa macwraBupyerca Mogynamu 63z JaHHbIX 1 MOAYNAMW PE3EPEHOTO KONMPOBAHUA

PucyHok 2 — Modynu MawuHbl Ckana™p MB/.I1

MawwuHa 6a3 gaHHbIx Ckana” p MB[.IN ocHoBaHa Ha npuHUKMne moayneHocTU. KOMNoHyeTcs n3
Habopa cTtangapTHbix Moagynen, yem obecneunBaeTcs yHMBepcarnbHbI Noaxod, 6onee BbICOKUiA
YPOBEHb TEXHOMOMMYHOCTU N HAAEXHOCTU IKCNIyaTaunn.

MawwuHbl 6a3 aaHHbIx Ckana”p MBA.M MoryT nocTtaenAaTbCs B PasNUYHbIX KOMMMEKTaunsx
MW UCMOSMHeHMssXx ¢  pasHbiMv  Moagynamu. B 3aBucumoctn  oT  TpeboBaHumn
K NPOM3BOAUTENBHOCTN N EMKOCTWU XpaHeHus, coctaB MawwuHbl 1 Mogynen nogbupaetca noa
Lienesble nokasaTtenu 3akasynka.

MawwuHa 6a3 paHHbix Ckana”p MB[.I noctaenseTca kak roToBblI NpeaHACTPOEHHbLIN
KOMMMeKc, o4HaKo B npoLlecce akcnnyaTauumm coctaB MawunHel n Moaynen MoxeT paclunpaTbCa
ANs yBenuyeHus obbema XpaHUMbIX AaHHbIX U MPOU3BOANTENBHOCTH.
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[na obecneyeHns 0TKa30yCTONYMBOCTU M BbICOKOM MPOU3BOAUTENBHOCTU NPU NPOEKTUPOBAHNUM
MawuHbl 6a3 pgaHHbix Ckana’p MBMO.M Obiv 3anoxeHbl cnegylowme TEXHOMNOrm4eckne
NPUHUMNbI*:

B — Ay6rvpoBaHme KPUTUUHBIX KOMMOHEHTOB
P —  paBHOMEpHOe pacnpeaeneHre Harpy3ki Ha AOCTYMHbLIE pecypehl
— coxpaHeHue paboTocnocoBHOCTM MPU 0TKa3e OTAENbHbIX 3NeMEHTOB CUCTEMBI

(B OoTAENbHbIX CNy4YaAaAX — CO CHUXeHneM I'IpOI/I3BO/J,VITeJ'IbHOCTI/I)

*IpumeyaHue — 30ecb U dariee Mo Mekcmy omaoesibHbIe NepeyuUcssieMble XapakmepucmuKU NoOMeYeHb!
CcuMB0sI0M 8 crlyqae, ecriu OHU OpueHmuUposaHbl Ha obecredeHue
omkasoycmou4usocmu (Fault Tolerance), u cumeosiomM , ecriu OHU OpUEHMUPOB8aHb! Ha

obecneyeHue npouszsodumensHocmu (Performance).

Ba3oBbLIN MoAynb COOEPXUT y3en ynpaBrieHNUs U MOHUTOPWHra, B KOTOpoM Haxoautcs 10,
obecneumBatlowiee pasBepTbiBaHNE/OOHOBNEHNE CUCTEMbI JKCMyaTauunm M OTBevarollee 3a
yrnpasneHue Knactepamu CUCTEMB, BbINOSIHEHWE pe3epBHOro KonmpoBaHus
N BOCCTAHOBMEHUS CUCTEMbI, @ TaKKe 3a CUCTEMY MOHWUTOpPUHra MalunHbl (KOHTPOIb
napameTpoB, cOOp 1 XxpaHeHne 06 bEKTOB yNpaBneHns, METPUK, BU3yanmsaunn napameTpoB).

Mopaynb 6a3 AaHHbIX COAEPXMUT KrnacTep U3 Tpex y3noB, B KOTOPOM HaxoasaTcs 6a3bl AaHHbIX 1
XypHansl WAL.

Bsaumogenctene mexay yanamu knactepa MawwuHbl 6a3 paHHbix Ckana“p MBA.M
OCYLLECTBISIeTCA C MOMOLLbIO ceTeBOM nogcucteMbl baszoBoro moayns, kotopas obecnedvnsBaeT
BHYTPEHHUA MHTEPKOHHEKT HA BbICOKOW CKOPOCTU, UMEET BbIAENEHHYIO CETb AN YNpaBneHns u
MOHWUTOPKWHIA, a TakKe BO3MOXHOCTb NOAKITOYEHUSA K BHELUHUM CETSM.

Moaynb pe3epBHOro KONMMPOBaHUSA XPaHUT pe3epBHbIE Konun 6a3 gaHHbIX U apxmebl WAL.

Cxema BHyTpeHHeln kommyTaumm MawuHbl 6a3 gaHHbIx Ckana’ p MB[.MN (ons ogHoro
cnyxebHoro y3na) npeacraBneHa Ha pucyHke 3.
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PucyHok 3 — Cxema eHympeHHel kommymauuu MawuHb! 6a3 daHHbIx Ckana’p MBA.IT
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BasoBbI Moaynb

ba3soBbli MOOYMNb COCTOUT U3:
= [logcuctembl ynpaBneHns N MOHUTOPUHTa

= CeTeBon nogcuctemsl

MNoacuctema ynpaBneHUs U MOHUTOPUHIA

Moacuctema ynpaBneHus U MOHUTOPUHIA peanua3oBaHa Ha OgHOM UNu ABYX (PU3NYECKMX
y3nax, Ha KoTopble yCTaHaBMnMBalTCS NporpaMMHbIe NPOAYKTbl pa3paboTku Ckana’ p:

= ynpaBneHue akcnnyatauven MawuHbl 6a3 paHHbix Ckana“p MBAO.NM wn ee
KomrnoHeHToB: Ckana’p F'eHom

= YynpaBsreHue knactepom y3nos 6a3sbl gaHHbIX: Ckana” p CnekTp
= Ccucrtema cobCcTBEHHOro MoHuTopuHra: Ckana’ p BuaumoH.

Ckana"p FeHOM XxpaHWUT peno3uTopuii HeEOBXOOUMbIX MaKeTOB AN ONepauMOHHbIX CUCTEM,
o6opygoBanus n CYB[ Postgres Pro.

[Ona ycTaHOBKM OMepaumMoOHHOM CUCTEMbI WUCMOMb3YIOTCA [Ba fOKamnbHbIX HaKoONUTEns,
cobpaHHbix B RAID 1. B kadyecTBe onepaunoHHON CUCTEMbI y3ria MOHUTOPUHIa MCMNONb3yeTcs
Anbt Cepeep 8.4 SP. [Ina xpaHeHUs AaHHbIX MOHUTOPWUHIa M PEno3nTOPUS MUCMNOSb3YIOTCS
nokanbHble ANCKN COBMECTHO C onepaunoHHON CUCTEMON.

MporpammHbIn NpoaykT Ckana”p BU3WOH npegHasHayeH ons Bu3yanu3auum U MOHUTOPUHra
paboTbl ceT N 060pyaOBaHUS, BXOAALLEro B cocTaB Kommnnekca. O6BbeKTOM MOHUTOPUHIA MOXKET
ObITb NtO6OVN HUNYECKUIA UM NOTNYECKUA OOBEKT, Hanpumep, namMaTb, Npoleccop, dannoeas
cuctema, npouecc wnM  nporpaMmma, KONMMYecTBO MNonb3oBaTenen, odepeab annos
Ha 06paboTky, 06bem obpaboTaHHOro Tpaduka, 3Ha4eHme TemnepaTtypbl U gpyrue.

OTtnuuntenbHo ocobeHHocTbio Ckanap BU3MOH ABRSOTCAS BO3MOXHOCTU MOHUTOPUHra
3a cneundmyHbiMM napameTpamy  MalmHbl, obecneuMBalLMMN €€  HAOEXHOCTb U
NPOU3BOAUTENBHOCTb, YTO TMO3BONSIET NPOU3BOAUTL ObICTPbIA W KAYEeCTBEHHbIM aHanu3
CUTyauui, CTPOUTb MPOrHO3bl Pa3BUTUA CUTyauumn B OyayLiem.

C6op gaHHbIX € y3noB nNpousBoauTca no npotokony IPMI, Ha ypoBHE onepaunoHHON CUCTEMBbI
n CYB[, 4epe3 ycTaHOBMEHHbIA areHT Ha Yys3nax, cbop AaHHbIX C aKTMBHOIMO CETeBOro
obopynoBaHus obecneuvmBaeTca npotokoniom SNMP.

OcHoBHOW byHKLMOHanN:

ﬁ — YnpaBneHus knactepom 6a3 gaHHbix (Ckana” p CnekTp)

— YnpaBneHus akcnnyataumeit MawmHel 6a3 aaHHbIX Ckana’ p MB[.N, Takke
penosutopui nakeToB obpa3oB 1 obHoBneHun (Ckana”p NeHom)

— CoBCTBEHHOrO MOHUTOPUWHIa U BU3yanuaaumm paboTtbl ceTn n obopyaoBaHus,
Bxogswero B coctaB MawuHbl 6a3 gaHHbix Ckana”p MBA.M (Ckanap
BusunoH).

Mpumep nHTepdenca cuctemsl ynpaBneHns sKkcnnyataumen npeacTaBrieH Ha pucyHke 4,
CUCTEMbI YrpaBeHns KNacTepoMm - Ha PUCYHKE 5, CUCTEMbI MOHUTOPUHIA - HA PUCYHKe 6.
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“reHoM

1o MaeHas

g Ceccun

f YepHoBukun

O CueHapun

A Hacrpoiiku

@ > Yamw
Q Mowck
WUma 1

> livecd-84
> livecd-86
> livecd-85
> livecd-86
> livecd-85
> livecd-84

192168.190.84

192168.190.86

192168.190.85

192.168.186.73

192168.186.74

19216818675

farta nameHenus 1l Tun 3arpyskm 1 Craryc 1

2023-05-29, 15:41.00 UEFI
2023-05-29,15:40:47 UEFI
2023-05-29, 15:40:32 UEFI
2023-05-29,14:52:27 UEFI
2023-05-29,14:51:33 UEFI
2023-05-29,14:51:28 UEFI

PucyHok 4 — lpumep uHmepgelica cucmemsbl yripasneHus skcrilyamauueti Ckanap 'eHom

“CneKTp > Knacreps

DEBEXTH YTIPAREHIUR

o Knacr
8 e

3 rPYNNUPOBKM

Craryc

Cepamci Yanut

PucyHok 5 — lNpumep uHmepgelica cucmemsbi yrpasneHus knacmepamu Ckana’p Crnekmp
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BU3VNOH YeefoMnenusa Oaw6opab! 06beKTbl
CocToRHwe MawwmH Kowtyp
2 1 5 e~
Kpuminaso Nponewa Hlocrynio
—
I MBA.N
ncTia yeen

YeeoMmneHna 8 =

L3 6 122 HeAT

MXA4.0
AKTHBHBIE YBENOMACHHA [ ] B

critically low (used > 90%)
)-2mO001

MBAT

@ /MBD_DATA: Disk space is critically low (used > 90%)
He P-PRD-2m0003

(used > 85%) MBA.T
-2m0001

MBA.KX

MBA.X

HacTpoiiku BesonacHocTb

SP-PRD-2m0001

SP-PRD-2m0002

SP-PRD-2m0003

$3-PRD-2m0002

MG-PRD-2m0001

MT-PRD-2m0001

MKH-PRD-2m0001

MX-PRD-2m0002

10

Cepsep

10

Cepoep

6

Cepeep

Cepaep

Cepoep

9

Cepoep

10

KommyTatop

10

10

Kommyrarop

10

KammyTatop

10

Komuyratop

10

Kommyrarop

A 2 28

AR 2 hz B
JARE RN B
L 2 B
Ay Bo
D13 BO
L Bo
AR 8o

PucyHok 6 — lNpumep akpaHa cucmembl MOHUMopuHaa Ckana’p BusuoH

B cucreme MOHUTOPUHIA WUCNOJNIb3YIOTCA BCECTOPOHHME MeTOoAbl

M npoTokonbl cbopa

MHpopMaLMK C OOBEKTOB KOHTPOSS, OTPaXatoLLe TEKyLLLEe COCTOSIHUE U 3HAYEHNS CreayoLMX
napameTpoB (ecnun COOTBETCTBYHOLLME AATYMKN YCTAHOBMNEHBI B 060pYyA0BaHUN):

= O COCTOAHUIO cbmamqecmx KOMIMOHEHTOB!

— Temneparypa

— CKOPOCTb BpalleHna BEHTUIATOPOB

— COCTOAHME NUTAHUA

= MO KOHUrypauuu:

konunyectso CPU

oobemM namaTn

nMsi o6bekTa MOH UTOopuHra

MOAKIOYEHHbIE PECYPChbl XpaHEHUS

= MO yTUNun3aumm pecypcoB (CHETUUKN):

— MCMnonb3oBaHMe NamsTh (3aHATo/cBO6OAHO)

— 3arpyska nogcuctemsl BBoga-sbioga (B IOPs nnu kbytes/sec)

3arpyska CPU (o6Lwas)

CnnCoK ceTeBbIx aganTtepos, nx MAC- n IP-agpeca

— UCnonb30BaHWe ANCKOBOW NOAcCUCTEMbI (CBOOOAHOE/3aHATOE MECTO)

— YyTUnusaums ceTeBblX MHTEPdENCOB.

CocTaB pelleHuns
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Cb6op

OaHHbIX M3 ceTeBOro obopyaoBaHust ocyuiecternsietca uyepe3 npotokon SNMP

C ucnonb3oBaHMeM 4acTHbix MIB ot npousBogutenen obopygoBaHus u obecneymBaeT
MOHUWUTOPUHI cnegyoLwmx napameTpos:

3arpyska CPU

3arpyska namsti (abcontoTHasa 1 B NpoLeHTax)

COCTOSIHME M 3HAYEeHMA OaTYMKOB Temnepartypbl, COCTosiHNE PS
TUMbl UHTEP(ENCOB YCTPOMCTB

owmnbkM Ha nHTepdencax

KOHTPOSb 3arpy3ku NOPTOB CETEBLIX YCTPONCTB

KOHTpONb NOporoBbix 3Ha4eHnn SNMP-40CTYMHbIX BENUYNH.

[na npuBedeHHbIX MNapamMeTpoB OOBLEKTOB MOHMTOPWMHIra CUCTEMa MO3BOMSET BbIMOMHATb
cneayowme yHKUNUN HACTPONKN U AENCTBUS:

YnpaBneHuve cBA3saMnU Mexzay 06bekTaMn MOHUTOPUHIa

HacTpoiika ycrnoBuii nepexona COCTOSIHUIA KaK Anst OAMHOYHbLIX OGBEKTOB, Tak U AN
rpynn

CosgaHue MHUNOEHTOB n ycnoBua reHepasdunm OMOBELLEHNN o0 aBapuax

XpaHeHne NcTopudeckon nHpopmarmm od MHUMAEHTaxX AN aHanu3a u npeackasaHus
cboeB

dopmmpoBaHue TabnuuHbIX U rpadnyeckmx PopmMm OTHETHOCTH
Bbibop cnocobos onoseLleHns
Ho6aBneHne goKymMeHTaumm no o6bekTy MOHUTOPUHIa

MOHWTOPUHI KOppEenALMM NapameTpoB.

BbigeneHHbIN NPOM3BOAUTENbHbIN Y3€n:

[E]

7] P
7] P

(7]

— uncnonb3oBaHne SSD ana obecneveHns BbICOKOW NPON3BOAUTENBHOCTMU

— BblgeneHHble Hakonutenu (RAID 1) ansa 3arpyskun OC — obecnedeHune
OTKa30yCTONYMBOCTMU

— BblA€eneHHble HaKoNUTEnNM s XpaHeHns CnyxebHblX AaHHbIX (MOHUTOpPUHT, 10
Ansa passepTtbliBaHus, MO ynpaeneHus knactepom v ap.)

— BHelwHne nHtepdencol gaHHbix gyénuposarsl (ctaHgapT IEEE 802.3ad LACP) —
NOBbILLEHNE NPON3BOANUTENBHOCTI, OTKa30yCTOMYMBOCTD (B Criyyae OTkasa O4HOro
N3 MHTEPdENCOB BO3MOXHO CHXXEHME NPOU3BOANTENBHOCTH)

— 10/25 Gigabit Ethernet — ansi cBA3W ¢ BHELLHUMW CETAMMU

— QOBa 6noka NMTaHuga B pexume pes3epBupoBaHud no cxeme (1 + 1)
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ﬂ — 2xCPU Xeon (unu aHanornyHbIn).

Y3en MOHWTOpPWMHra YKOMMMekToBaH AByMs noptamu Ethernet 1 6ut/c M aByma noptamm
Ethernet 10/25 M6ut/c.

Ha 6a3e noptoB 10/25 6uT/c co3gaeTtca rpynna arperauunm B pexunme 802.3ad LACP, koTopas
npegcraensieT cobon Ha ypoBHE OMepauUMOHHON CUCTEMbI OAMH fNornveckmin bond-mHtepdenc.
[aHHbin bond-nHTepgenc npegHasHadeH M9 NOSfb30BaTENbCKOrO B3aMMOOENCTBUSA C Y3rOM
MOHWUTOPUWHra 1 NpefocTaBNgeMbIM UM CEPBUCOM.

Moptbl Ethernet 1 I6ut/c mncnonbaytoTcss onst cnyxkebHoro Tpadmka aBTOMaTU3NPOBAHHBIX
NMpoLeccoB YCTaHOBKW, ynpasneHus koHdurypaumamm OC, CI1O. 3ta ceTb wmsonvpoBaHa
OT NtOBObIX CTOPOHHUX CeTeN.

Cxema ceTeBOro B3aMMOOEWCTBUSA y3na ynpaBrneHUs U MOHUTOpPUHra npveedeHa Ha
pUCYyHKe 7.

' CTek KOMMYTaTOPOB BHELLHNX CETEN
: 25GE + 100GE
|
|

BHewHme cetn

' Y3en
2-10GE ynpaBneHus
2.1GE | 1PMI M MOHUTOPMUHTA
o ol o ?

KommyTaTtop ynpasneHuns

/

: ( Cetun ynpasnexns () :
, |
| 1GE + 10GE )

PucyHok 7 — Cxema cemego20 83aumodelicmeausi y3na yrnpasreHusi
NMpumeHsieMoe nporpaMmMHoe obecneyeHue:

— OC: AnbT CrM, RedOS (kak BapuaHTbl) —
Bce ¢ BupTyanusauuen gna OC xocta n 6e3 ans rocteebix OC ynpaBnsowmx
BMPTYyarbHbIX MaLUVH

— KVM ang ynpasrneHus BUpTyarnbHbIMU MallnHamMmm

CocTaB pelleHuns 24 n3 47



MawmwuHa 6a3 paHHbix Ckana"p MBA.MN

ﬁ — CepBep ynpaBneHus Krnactepom y3nos 6a3bl gaHHbIx: Ckana’ p CnekTp

— Cepsep ynpaBneHus XusHeHHbIM uukioMm MawmHbl 6a3 gaHHbIX Ckana’ p
MBA.IN n ee komnoHeHTOB: CKana” p NeHom

— CepBep cucTeMbl COBCTBEHHOTO MOHUTOPUHIa: Ckana” p BU3MOH.

CeTeBas nogcucTema

CeTeBas noacuctema COCTOUT M3 KOMMyTaTopa yrnpaBfeHUsi, KOMMYTaTOPOB BHELLHUX CETEN U
BHYTPEHHEro CeTeBOro B3auMOAEeNCTBUSI (MHTEPKOHHEKTA).

[na NOAKMYEHMA K BHELWHMM CETSIM UCNOMb3YHTCA ABa KOMMyTaTopa ¢ noptamu 10/25 Mout/c
n uplink-noptamn 100 MGuT/c. KoMmyTaTopbl COOpaHbl B OAMH BUPTYasnbHbIN KOMMYTaTOp (CTEK)
no TexHornormn MLAG, 4TO no3BonseT noakmnwoyaTb K nape KOMMyTaTopOB Y3nbl U Apyrue
yCTponcTBa, ucnonb3ysa npotokon LACP. Ha cTeke KOMMYyTaTOpOB BHELUHUX CETEN pearin3oBaH
ceteBou cermeHT External VLAN.

[na peanusaumm ceTy MHTEPKOHHEKTA UCMOb3YHTCA ABa KomMyTaTopa ¢ noptamm 100 ['ouTt/c.
KommyTaTopbl cobpaHbl B 0guH BUPTYyanbHbIA KomMyTaTtop (cTek) no texHomnormm MLAG, 4uto
No3BONSAET NOAKMYATh K Nape KOMMYTaTOpPOB Y3Mbl U Apyrie yCTPOMCTBA, UCMONb3ya NPOTOKOM
LACP. Ha cteke komMyTaTopoB BHELUHNX CETEN peann3oBaH ceTeBon cermeHT Internal VLAN.

[na peanusauumn ceTen ynpaefieHUsI UCMONb3yeTcs OAUH KOMMyTatop ¢ noptamu 1 6ut/c
n noptamm 10 6ut/c. KoMMyTaTOp ynpaBneHus MOAKIIOYEH K BMPTyanbHOMY KOMMYyTaTopy
BHELWHMX ceTen ABymst noptamm 10 6ut/c, cobpaHHbiMM B TpaHk no npotokony LACP.
Ha kommyTaTope ynpaeneHus peanusoBaHbl cermeHTsl IPMI, PXE n Ring VLAN.

OCHOBHbI€e (pyHKLMU:

ﬁ — nepefaya AaHHbIX Mexay anemeHTamm MawuHbl 6a3 gaHHbLIX Ckana’ p MB[.M
(MHTEepPKOHHEKT)

B — obecneyenre nHpOpMaLMOHHOTO OGMEHA C BHELLIHUMM YCTPONCTBAMM

P — 06MeH cryebHbIMY JaHHLIMU, AaHHBIMU A5 MOHUTOPUHIA W YMPaBIIeHus.
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O6Las cxema CeTeBOro B3aMOAENCTBMS NPUBEAEHA Ha PUCYHKe 8.

.__.-463Heumwe cem>
KommyTtatop —— " — — .' — HommyTatop
CETH JOCTYNE M BHEWHMX | puam smss | | CeTb focTyna | fhem mman | CETH AOCTYNA M BHELIHMX
ceTei (Public) ceTed (Public)
asan asun | | CeTb BHYTPEHHEND B3aMMO/AEiCTEMA M PE3ePBHOND KONWPOBaHKMA (CPH) | | H |
KommyTaTop ‘ ‘ ‘ ‘ KommyTtatop
MHTEPKOHHEKTA WHTEPKOHHEKTA
{Interconnect) {Interconnect)

@ @ [IMIHEEN
@ [IIMHEN

Yanbl xpadenuna CPK

Yaen
YNpaEneHua u
MOHWTOPHMHIa Yanbl BJ}

CeTb YNPaBAEHWA M MOHWTOPWHTA Iml

HommyTatop
YnpasneHua
(MGMT)

PucyHok 8 — Obuwas cxema cemego2o 83aumodelicmeusi

CocTtaB o60pynoBaHusA ceTeBOM NOACUCTEMbI:

E — BUpTyanbHbI KOMMYTATOP (CTeK), cobpaHHbIn no TexHonorun MLAG n3 agyx
kommyTaTtopoB 10/25 [6ut/c_+100 M6uTt/c ANa NOAKMIOYEHMS K BHELLHUM CETAM

E — BMPTYyarbHbIM KOMMYyTaTOp (CTeK) no TexHonornm MLAG 13 gByX KOMMYTaTopoB
100 '6uT/c Ana MHTEPKOHHEKTA

ﬂ — kommyTartop ¢ 1 [6ut/c +10 F6ut/c ANA MOHUTOPUHra, ynpaBneHnsa u cnyxebHoro
obmeHa.

Peann3soBaHHbIe noaceTu:

600 — External VLAN — ceTb nst NOAKNIOUYEHNS K cepBrcam B[] BHELLIHNX
nonb3oBaTeneii N NPUKNaAHbLIX CUCTEM, MOAKMIOYEHME K Y3y ynpaBneHus

B0 — Internal VLAN — ceTb Ansi BHyTPEHHErO B3aNMOAENCTBUS Mexay y3namu B[,
CeTb Pe3epBHOrO KONMMPOBAHMS, CeTb KMacTepPHOro B3aMMOAENCTBUS

—  PXE VLAN — ceTb Ans pa3BepTbIBaHWS ONepaLMoHHO cuctemsl no PXE,
nnatcopmbl MB[, MOHUTOPUHTa

— Ring VLAN — pe3epBHas ceTb KnacTepHOro B3aumogencTems, goctyn kK IPMI

— IPMI VLAN — ceTb ynpaBneHus obopyaoBaHmem Yepes MHTepdencsbl yaaneHHoro
ynpasreHus.
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Moaynb 6a3 AaHHbIX

B kaxxgom Moayne pasmelleHbl 3 BbluMCNUTENbHBIX Y3na 6a3 gaHHbix (ganee — ysen b[),
CKOH(UIypMpOBaHHbIE B OTKA30yCTOM4YMBbBIE KnacTepbl. B knactepe MoryT ObiTb pasmelleHbl
oT 1 4o 3 He3aBMCUMbIX SK3EMMNNAPOB 6a3 AaHHbIX.

B coctae MawwuHbl 6a3 gaHHbix Ckana”p MB[L.IN moryt BxoanTb 4o 4 Moaynen 6a3 gaHHbIX.
Kaxxgbin Mogynb COCTOUT M3 OTKa30yCTOMYMBOro TPEXY3IIOBOro Kractepa (MacTtep, CUHXPOHHas
pennunka, acCMHXPOHHasi pennuka).

— obecneyeHne 0TKa30yCTOMYMBOCTM: B Criydae 0Tkasa MacTepa ero yHKUums
NCMONHAETCA CUHXPOHHOW PENNKON

E — NpU UHTENNeKTyansHOM» npuknagHoM MO BO3MOXHO M NOBbILLEHWE
NpoM3BOANTENBHOCTU (ECNN HACTPOUTL KOMaHAbI 3anMcu Ha MacTep PensvKy,
a KOMaHZbl YTEHUSI — HA CUHXPOHHYIO PEMIMUKY).

Peanusauuns knactepa n3 Tpex y3noB npeacraBneHa Ha pucyHke 9.

Master DB

INokanbHag
anckosad
noacucrtema

Sync Async

NHTepKOHHEKT

—

JNokanbHag NokanbHag
anckosas amnckosagd
noagcucrtema nogcucrema

PucyHok 9 — Peanu3sayusi mpexy3/108020 Kracmepa

Kaxabin otoenbHbIn y3en BA:

ﬂ — wncnonb3oBaHme SAS SSD ans TOMOB AaHHbIX U TOMOB XXYpHarnoB npeasanucu
ans obecneyeHnss onTumanbHOM NPON3BOANTENBHOCTU
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— BblgeneHHble Hakonutenu (RAID 1) ansa 3arpy3km OC — obecneveHne
OTKa30yCTON4YMBOCTU
ﬁ — JoKamnbHble HaKoNUTENM Ans pasmeleHns gaHHbix (RAID 10 unu 50) —

NCKMNIOYEHNE NULLIHNX SIEMEHTOB U MOBbILLEHNE NPON3BOANTENBHOCTU (HET
Heob6Xx0ANMOCTM AOMNONHUTENBHOrO BHELUHErO 0O6MEHa C CUCTEMOWN XpaHEeHUs)

ﬁ — nokanbHble HakonuTenu aAnsa pasmetleHna WAL (RAID 10)
B — sce nHTepdeiich faHHbIx ay6nvposanbl (craHpapt IEEE 802.3ad LACP) —

noBblLLEeHNE NPON3BOANTEINIbHOCTH, OTKa30yCTOIZLWIBOCTb (B crniy4vae OTKa3a 0A4HOro
n3 MHTepd)eVICOB BO3MOXXHO CHMXEHNe I'IpOVISBOD,VITeJ'IbHOCTI/I)

— 10/25 Gigabit Ethernet — ansi cBA3W ¢ BHELLHUMW CETAMMU

— 100 Gigabit Ethernet — onsa MHTepKoOHHeKTa B pamkax MaluvHbl

gBa 6510Kka NUTaHUA B peXnme pesepBnpoBaHmsi no cxeme (1 + 1)

ol - ol o)
|

— 2xCPU Xeon (unu aHanornyHbin).

Y3en B ykomnnektoBaH asyms noptamu Ethernet 1 '6ut/c, oymsi noptammu Ethernet 10/25
6ut/c n aByms noptammn Ethernet 100 M6uT/c.

Ha 6ase noptoB 10/25 6ut/c cosgaetcsa rpynna arperaumm B pexxume 802.3ad LACP, koTopasi
npegcraensieT cobon Ha ypoBHE OMepauUMoOHHOM CUCTEMbI OAWH Nornveckuin bond-nHtepdenc.
HaHHbI bond-nHTepdenc npegHasHavyeH Ang Nonb30BaTeNbCKOro B3auMOLENCTBUS C y3namu
ynpaeneHus B[l n npegoctaensemMbiM cepBucam.

Ha 6a3e noptoB 100 '6ut/c cospaetcsa rpynna arperaumm B pexume 802.3ad LACP, kotopas
npeacraenseT cobon Ha ypoBHE OnepaumoHHON CUCTEMbI OOUH fornyeckni bond-nHtepderic.
HaHHbin bond-nHTEpdenc npeaHasHaveH Ans cnyxebHoro B3anmoaencTemsa mexay yanamu b
1 JOCTyna K NoAcCUcTeEMe pe3epBHOro KONMPOBaHWSI.

OauvH un3 noptoB Ethernet 1 T[6ut/c wucnonb3yetca ana cnyxebHoro Tpadwmka
aBTOMAaTM3MPOBAHHbIX MPOLIECCOB YCTAHOBKW, ynpaereHus koHdurypaumsmm OC, CI1O. OT1a
ceTb M30nMpoBaHa oT Ntobbix CTOPOHHMX ceTen. [pyron nopt Ethernet 1 [6uT/c ucnonbsyetcs
Ans cnyxebHoro Tpaduka knacrepa.
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Cxema ceTeBOro B3aMMOAeNCTBUS BbIYUCNUTENBHOIO y3na npeacraeneHa Ha pUCyHKe 10.

CTek KOMMYTaTOPOB BHELLUHNX CETEN
25GE + 100GE

BHelwHMe cetun

SR /—i-.* —————————— a
|| 2
Y3en b/]
2:10/25GE
2<1GE | IPMI 2+x100GE
p | @ A

_______ 5 S PN - O

*—o
Cetn NHTePKOHHEeKTa | )

KommyTaTtop ynpasnexus | CTek KOMMYTaToOpOB
1GE + 10GE '\ uHTepkoHHekTa 100GE

. SN ol S o Ay O R et e B e —

(
: ( Cetn ynpaBneHus () :
|
|

PucyHok 10 — Cxema cemegozo 83aumodelicmeusi 8bI4UCIUMENbHO20 y3a

MpumeHsieMoe nporpammMHoe obecrneyveHue:

— OC: AnbT CIN nnn RedOS
E — CVYb[L: Postgres Pro Enterprise
E — ynpaerneHue pe3epBHbIM KONMpoBaHWeM: pg_probackup
E — ynpasrieHue KnactepoMm y3noB 6a3bl AaHHbIX: Ckana’” p CnekTp
— ynpaBrieHne Xn3HeHHbIM Lnknom MawuHbl 6a3 gaHHbix Ckana”p MBA.M
n ee kKoMnoHeHToB: Ckana”p NeHom
— cucTema cobCTBEHHOTO MOHUTOpPUHra: Ckana” p BusnoHn
ﬁ — annapaTHble RAID-KoOHTponnepbl HOBOro NOKOMEeHUs, OCHaLLeHHble yHKUMEN

3almnThl Kawa oT cboeB ANEKTponnTaHnA.

Moaynb pe3epBHOro KoNnMpoBaHUs

Mogynb pe3epBHOro KONMpoBaHUSA NpeaHasHa4vyeH Asis XpaHeHUs apXmMBHbIX hannos XXypHanos
npeasanucn WAL, co3gaHus, XpaHeHUs U BOCCTAHOBIIEHNSA pe3epBHbIX KONu 6a3 AaHHbIX U
apXMBHbIX KONUN hannoBbIX XXypHanos npeasanucu WAL.

CocTaB pelleHuns 29un3 47


https://www.skala-r.ru/

MawmwuHa 6a3 paHHbix Ckana"p MBA.MN

MoaaepkuneBaeT NPOBEPKY LIENTOCTHOCTM AaHHbIX Pe3EpPBHbIX KOMUA U yrnpaBneHne nonmTukamm
XpaHeHws.

[na BbINOMHEHUSA YyKasaHHbIX Bbille ornepauui ucnonbdyetca ytunuta pg_probackup. Ons
ynpaBneHns pesepBHbIMU KonuamMu pg_probackup cosgaeT katanor pesepBHbIX Konuii. B aTom
KaTarnore coxpaHalTcs Bce hannbl pe3epBHbIX KONUK C AOMNOSTHUTESNTbHOW MeTanHdopmaumen,
a Tarke apxmbl WAL, HeobxogMmble Ons1 BOCCTAHOBMEHMS HA MOMEHT BpeMeHu. PesepBHble
KOnun pasHblX ak3emnnsipoB b xpaHATcA B oTAenbHbIX NOAKaTanorax karanora pes3epBHbIX
KOMWI.

Peanunsauus cepsuca ynpaeneHus guckamm CPK npegcraBneHa Ha pucyHke 11.

Knactep 13 OByX KOHTPOMNEPOB CUCTEMblI PE3epPBHOr0 KOMMPOBaHUA (MepBUYHLIN,
BTOPMUYHbIN)

ﬂ — B HOpMarbHbIX YCITOBUSIX ANCKM «pacnpeneneHbl» Ha oba KoHTponnepa (pexum
«HecMMmeTpu4HbIA Active-Active»), 4To cnocobCcTByET BbICOKOW
npon3BoaAnTEesIbHOCTU

— B Cny4ae OTKa3a OHOro n3 KOHTposnnepoB d)yHKLl,I/IFI npoaoJrKaeT UCNONHATLCA
BTOPbIM.

Darninosbin Dannosbin
MpPOoTOKON npoToKon
NFS NFS
BHeluHne nHTepdenco!: BHeluHne nHTepdench!:
Ethernet Ethernet
BHyTpeHHne nHTepdencsi: BHyTpeHHne nHtepdencsi:
SAS 12 Gb Heart bit: 1GbE SAS 12 Gb

[duckosblie nonkn JBOD

PucyHok 11 — Peanusayus cepsuca ynpasneHusi duckamu CPK

(DyHKLWIOHan KaXXaoro otaesibHOro KOHTposnnepa:

ﬂ — ucnonb3oBaHune obLlen amckoson nonkn ¢ NL-SAS-anckamm ana odbecneveHus
BbICOKOW npoun3BoAnNTEsIbHOCTHU

—  BblgeneHHble Hakonutenu (RAID 1) ans 3arpysku OC — obecneyeHme
OTKa30yCTOMYMBOCTU
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ﬁ — BCe nHTepdericbl faHHbIX gybnuposatsbl (ctaHaapT IEEE 802.3ad LACP) —
NOBbILLEHNE NPOM3BOANTENBHOCTN, OTKA30yCTONYMBOCTD (B Crydae oTkasa Of4HOro
N3 NHTEPdENCOB BO3MOXKXHO CHKEHNE MPOU3BOAUTENBHOCTH)

— 10/25 Gigabit Ethernet — ans cBA3W ¢ BHELLHUMN CETAMMU

— 100 Gigabit Ethernet — ons nHTepkoHHekTa B pamkax MbB[]

— 2x100 Gigabit Infiniband (/Ethernet) — Ans CUHXpOHU3aLMN K3Lla KOHTPONNEPOB

gBa 6r1oka NuTaHus B pexnme pesepeupoaHmsi no cxeme (1 + 1)

— 2xCPU Xeon (unu aHanorn4Hbin)

R0 B0
|

ﬁ — OAHa Unu gBe BHELLHME MOJIKK C ANckamu ¢ MHTepdenicom SAS nogkrnovarTcs
K KOHTponnepam no nHtepdency SAS 12G.

B Mopgyne pesepBHOro KonupoBaHua Ona apxusupoBaHusa dannos WAL wucnonbsyeTcsa
nokanbHbI pexunm paboTbl pg_probackup ¢ 3anucbto B Katanor, CMOHTUpoBaHHbI no NFS. [ns
pe3epBHOro KOMMPOBaHUSA MCMONb3yeTcs yAaneHHbIn pexum paboTel pg_probackup ¢ ysna,
npepocTtasnstowero cepsmc NFS.

Ona peanusaumn cepsuca CPK wncnonb3yetcs nporpammHo-onpegensiemas CX[ RAIDIX B
OBYXKOHTpOSnepHon KoHdurypauumn. CXI cocTouT ns gByxX KOHTPONMEPOB U OQHOM UNKU ABYX
BHELLUHMX MONoK ¢ guckamu ¢ mHtepdericom NL-SAS. Mo ymonuaHuio BO BHELLHMX MOSKax
ncnonb3ytotces xectkme anckmn (SAS HDD) 6onblion emkocTu. [INCKOBbIE MOSKX MOAKMOYAKTCA
K KOHTponnepam no nHtepdency SAS 12G.

KonTponnep CX[ ykomnnektoBaH aBymsi noptamu Ethernet 10/25 6ut/c, oBymMs noptamu
Ethernet 100 '6uTt/c, asyms noptammu VPI 100 M6ut/c (Infiniband/Ethernet 100 6uT/c), a Takke
AByms cnyxebHbiMn noptamu Ethernet 1 out/c (Bkntovas IPMI) n osyms noptamu Ethernet
1 I6ut/c pna mexknactepHon cea3un (Heartbeat).

Ha 6a3e noptoB 10/25 6ut/c co3gaeTtca rpynna arperauun B pexxume 802.3ad LACP, kotopas
npencraensieT cobon Ha YpOBHE OMNEpPaLMOHHON CUCTEMbI OOUH FIOMMYECKUIA arpernpoBaHHbIN
nHTepenc. JaHHbln UHTepenc npegHasHavyeH AN NOAKMIOYEHUS BHELLIHMX CUCTEM (B TOM
yucre yaaneHHbIX CMCTEM pe3epBHOro konuposaHus) k cepsucy NFS.

Ha 6a3e gByx noptoe 100 6ut/c B pexxume Ethernet cosgaetca rpynna arperauumn B pexunme
802.3ad LACP, koTopas npeactaBndetr cobon Ha ypoBHE OMepaumMoOHHOM CUCTEMbI OAWH
nornyecknn bond-mHtepdenc. [HaHHbii bond-uHTepdenc npegHasHadeH Ans cnyxebHoro
B3ammogencTeusa mexay yanamu b1 n CX[] noacuctemsl pe3epBHOro KONMpoBaHus, B TOM Y1chne
no npotokony NFS.

Aesa nopta Infiniband 100 [GuT/c wucnonb3ywTCa AN NPAMOM CUHXPOHMU3ALMM  K3LLa
koHTponnepos CX[.

Ha 6a3se gByx noptos Ethernet 1 [6uT/c cosnaeTcs rpynna arperaumm B pexxume 802.3ad LACP,
KoTopasa npeactaBnseT cobon Ha ypoBHE OnepaumoHHOM CUCTEeMbl OAWH  NOrMYecKui
arpernpoBaHHbI  MHTepdenc. IToT MHTepdenc ucnonbdyeTca Ang cnyxebHoro Tpadwuka
knactepa (Heartbeat).

Cxema ceTeBOro B3anmogencTems kKoHTponnepos CX[ npeacraBneHa Ha pUcyHke 12.
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CTek KOMMYTaTOPOB BHELUHNX CeTel

CTeKk KOMMYTaTOPOB BHELUHNX CeTein
25GE + 100GE

25GE + 100GE

( BHeLuHuve ceTu 0 0 BHeluHue cetn )
"I [ Lacp8o23ad LACP8023ad ( | |
ele Y3en NFS 8E ﬂ% VY3en NFS ole
2-10/25GE| KoHTponnep CXO | &| KoHTtponnep CX[ [2:10/25GE
a2] @
ol o
2<1GE | IPMI 2x100GE 8 8 2-100GE IPMI | 2-1GE
1K (] T ; < E' ; ° i b | @
LACP8023ad (| | ) [ ) LacP8o23ad LACP8023ad ¢ | | ) ¢ ") Lacp8o23ad
DO | o SN« - S, N | <ol A . oA
[ . \| ( i = " | - 4 \ |/ o \
: ( CetnynpasneHus () ! (_CemnwmtepkonHekta () | i () Cetnuntepkonrexta ) 1, ()___Cetmynpasnenua ) :
| KommyTaTop ynpasnexus | : CTek KOMMYTaTopoB : : CTex kKoMMyTaTopOB : I KommyTtaTop ynpasneHus [
| 1GE + 10GE | WHTepkoHHekTa 100GE | VWHTepkoHHekTa 100GE | '\ 1GE + 10GE |
PucyHok 12 — Cxema cemegozo 83aumodelicmausi KoHmporsnepos CX/
MpumeHsiemoe nporpamMHoe obecneyeHue:
B — nporpammHoe oGecnevyerne ans opraHusaummn RAID-maccusos Ha CX[: Raidix 5,

ABYXKOHTpOSepHas peaakuus.
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8. CMNEUNDPUYHBIE YEPTbI

MpoekTnpoBaHne n peanu3auna MawuHbl 6a3 gaHHbix Ckana’p MB[M.M ocyuwectBnanuco
C y4yeToM psida BblIOpaHHLIX MPUOPUTETOB, OKa3bIBAKOLWINX HENoCpeacTBEHHOE BNUAHME
Ha (yHKUMOHAmNbHbIE W 3KCNyaTauMoHHble Mnokas3aTenu. Haubonee 3HayMMble M3  HUX
cnegyoume:

lMpuopumem obecriedyeHusi coxpaHHocmu OaHHbIX rnepeod rnoebieHHoU
docmyrnHOCMbtO

O dekT:

= [apaHTus COXpaHHOCTU AaHHbIX NPU MObIX OTKasax

(] EbICTpoe BOCCTaHOBJ1EHNE U3 pe3EepPBHbIX Konum B cny4yae cboes

Omka3 om ucrosib308aHusi supmyalibHou cpeOlbl Oris peanusayuu
8bl4uUCIUMesIbHO20 y3/a 8 rosib3y annapamHyo20 peweHus

O dekT:

= Makcumym nponsBoOAUTENBHOCTM Ha JAaHHOM 06opYyA0oBaHWUM (HET NOTEPb Ha cpeay
BMPTYyanusauum, NpoYne cBefeHbl K MUHUMYMY)

= [loBbllUEHNE HAOEXHOCTH peweHna (HeT OOMOJNTHNTENBbHOIo NpPorpamMmMHoOro ypOBHFI)

Omka3 om ucrnosib308aHuUsi 8bI0e/1EHHOU CcUCMeMbI XpaHeHuA
ons pas3mewieHuUs OaHHbIX 8 r10J1b3y J10KallbHbIX OUCKo8

O dekT:

= [loBbllWeHMe NPOM3BOANTENBHOCTIN: COKPALLEHNE N3AEPXKEK Ha AOCTaBKy 6r1I04HOro
Tpadurka 3a CYET UCKMTIOYEHUS MaKCUMaITbHOMO KONM4yecTBa KOMMOHEHTOB NyTEM
nepeHoca CUCTEMbI XpaHEHMSI HENOCPEACTBEHHO Ha BbluMCnMTENbHbIE yanbl. (CYB[
Postgres Pro Enterprise nydwe paboTtaeT ¢ fiokanbHbIMU TOMaMn OaHHbIX)

= [loBbiWweHne HagexHOCTN pelleHns (HeT 4ONOMHUTENBbHOrO CIIOXHOIO arieMeHTa B Buae
CUCTEMbI XpaHEeHUS)

= CHWwXeHne CTOMMOCTM peLleHns (HET pacxofoB Ha CUCTEMY XpaHEHUS B LIENIOM, TOMNbKO
Ha HakonuTenu SSD Ansa AaHHbIX M XypHanos. [nga pesepsHbix konui B CPK TunuyHo
npumeHsitotca HDD).

Omka3 om npumMeHeHUs1 YHUKalbHbIX arnnapamHbix pa3pabomok 8 nornb3y
cmaHOapMmMHO20 8bICOKOHA0EXHO20 U rpou3eooumerisHo2o0 obopydosaHusi
8 Kayecmee rnnam@opmbl 07151 pasMeu,eHuUsi KOMIOHEHMO8 PELIEHUS

OddekT:
= Ob6ecneyeHne cTabunbHOro YpoBHSA MPOU3BOANUTENBHOCTU (KOMMOHEHTHI NPOBEPEHDI
BpeEMeHeM)
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= [loBbllUEHNE HAOEXHOCTH peweHunsa (HeT YHUKalbHbIX C-)J'IeMeHTOB)

= CHmxeHne ctoumocTun conpoBoxaeHund (LI,OCTyI'IHOCTb 3N1IeMEHTOB Mpu BbIXoge 13 CTpOFI)

Omka3 om npumeHeHus ripoepammHbix RAID 6 nonb3y annapamHbix RAID

O dekT:

= ObecneyeHne 6ornee BLICOKOW NPOM3BOAUTENTBHOCTM
= 3almTa Kala oT c60os ANEeKTPONUTaHUSA, YTO CHUXKAET PUCKU NOTEPU OaHHbIX

= CHWXeHne 3aBMCUMOCTU OT NponssoauTenen nporpammMHbix RAID

Omka3 om ucrosib308aHUs rNPornpuemapHbIX UHOCMPAaHHbIX rpo2paMMHbIX
peweHul 8 nosnb3y 1O ¢ omkpbIMbIM KOOOM U OMe4yecmeeHHbIX
paspabomok

O dekT:

= [loBblWeHNE Npon3BOANTENBHOCTY 3a c4eT gopaboTkm MO (cunamm Ckana’ p
N NapTHepoOB)

= [oBblWeHNe HagEeXHOCTU peLleHust (CHMKEHNE PUCKOB HELOCTYMHOCTM NOAOEPKKN)

Bo3MoxHOCMb NMpUMeHeHUs1 muroebiX U CIMOPOHHUX peweHul
0711 MOHUMOPUH2a U yrpassieHusi 8 O0rNoJsIHeHUe K rpedycmaHOo8/1eHHbIM

O ekT

= CoxpaHeHuve paHee caenaHHbIX MHBECTULMIA B CUCTEMbI YNpaBeHns
UT-nHdpacTpykTypomn

= B0O3MOXHOCTb NOCTPOEHMSI CKBO3HbIX CUCTEM YNpaBreHns, ¢ BktovyeHnem MawmHbl
6a3 paHHbIX Ckana” p MB.M — B uHdpacTpykTypy 3akasuuka.
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9. TAPAHTUPOBAHHOE KAYECTBO

KauecTBeHHble nokasaTeny MawwuHbl 6a3 gaHHbix Ckana’p MB[.I obecneuymBatoTcs ee
COOTBETCTBMEM NPOBEPEHHOMY CTaHO4APTHOMY BapuaHTy, COGMOAEHNEM YCTAHOBIIEHHBIX HOPM
n TpeboBaHuMi no opmmupoBaHMo, peanmsaumen paboT BbICOKOKBANMMUUNPOBAHHLIMMU
cneunanucTtaMmm Ha Bcex aTanax XM3HeHHOoro Lukna.

[Mpon3BoacTBO (KoMnekToBaHue, pa3sepTbiBaHue 10O n npegBaputensHas
HaCTpoOKKa)

anI npon3BoacTBE NCNOJ1b3YHTCA BbICOKOKa4Ye€CTBEHHbIE KOMMIEKTYoLwmne

CGopKa npoaykKumnnm oCylecCTBIiA€TCA CTPOro B COOTBETCTBUN C YTBEPXKOEHHBLIM MJ1TaHOM
pas3mMmeLleHna KOMNoOHEHTOB

I'IepBMque pa3BepTbiBaHNEe no OocyLllecTBnAeTCA B aBTOMaAaTUHECKOM peXnme

[ononHuTenbHble HacTponkn MO ocyLLecTBNATCA B COOTBETCTBUN C YTBEPXKAEHHON
noLlaroBon MHCTPYKUKNEN

OcyuwiecTBnsieTca TecTupoBaHne cchopmmpoBaHHon MalwmHbl 6a3 AaHHbIX Ckana’ p
mMmbA.Nn

I'Iepeuaqa B 3KCMiyatauuto

MawwuHa 6a3 gaHHbIx Ckana” p MB[L.IN nonHocTblo cchopmupoBaHa, NpoTecTUpoBaHa,
roToBa K pasMmeLLEeHMIO B CETU 3akasdudmka 1 NoAKIYeHuto npuknagHoro Mo

B komnnekte ¢ MawwnHon 6a3 gaHHbIXx Ckana’ p MB[.IN nepenaetca nacnopT
peLleHns, aKcnnyaTaumoHHasa AOKYMeHTaLums, cepTudmkat Ha nogaepxky

MpoBoautcsa obyveHune cneunanncToB 3akasumka pabote ¢ MawmHon 6a3 AaHHbIX
Ckana”p MBA.M (onuwns no 3anpocy)

[Moonepxka

MawwuHa 6a3 gaHHbIx Ckana” p MBA.IN nocTtaBngaeTcst ¢ rogoBoOv NOAAEPXKKON (MOXeT
ObITb NpegocTaBneHa Takke Ha 2, 3 1 5 neT), KoTopas BKoYaeT B cebs pelleHne Bcex
BOMNPOCOB, CBA3aHHbLIX C HAapyLUIEeHNsIMN paboTOCNOCOBHOCTI KaK KOMMIeKca B LIENomMm,
Tak 1 ero oTAeNbHbIX annapaTHbIX KOMMNOHEHTOB U NPOrpaMMHOro obecnevyeHus

Moppepxka BCeX KOMMOHEHTOB OCYLLECTBNAETCA Yepe3 eAnHOoe OKHO obpalleHnn
B pexunme 9x5 unn 24x7

Moaaep)kka NpegoCcTaBnseTcs HeNnocCpeACTBEHHO NPOU3BOAUTENEM
Mnu cepTUULMPOBAHHBIM NAapTHEPOM

Y 3akas4ymka eCcTb BO3MOXHOCTb BbiOOpa BapmaHTa NOAAEPXKKM U3 akTyarnbHbIX
Ha MOMEHT NOCTaBKW, a TakKe AOMOMHUTENbHbIX OMNLMIA

B CnoxHbix cnyyasx K peweHuto npobrnem npuBrekalTCAa apXMTEKTOPbl U UHXEHEepPH,
HenocpeaCTBEHHO yyacTBoBaBLUME B pa3paboTke MawuHbl 6a3 gaHHbix Ckana” p MBA.IM.
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10. PEAKLUUA HA BO3MOXHbIE OTKA3bI

OTKa3sbl, cBA3aHHble CO CTaHAAPTHbIMK aneMeHTaMmn MalunHbl 6a3 JaHHbIX
Ckana”p Mb[.I1

B pamkax MawwuHbl 6a3 gaHHbIx Ckana” p MB[.IN o6ecneyeHa 0TKa30yCTOMYNBOCTb OCHOBHbIX
annapaTHbIX 911IEMEHTOB, B TOM YUCIIE:

= Y3rnoB (ay6rnupoBaHune nNpoLeccopoB, NCTOYHUKOB NMUTaHNUA U Ap.)

= Hakonutenewn (npumeHeHue B cocTaBe RAID ¢ TpebGyeMbiM ypOBHEM
OTKa30yCTOMYMBOCTI)

= BHELWHNX NHTEPIENCOB N BHYTPEHHMX INIEMEHTOB CETU U MHTEPKOHHEKTA (NOSHOEe
ayonuposaHue)

= ONIEMEHTOB CMCTEMbI PE3EPBHOINO KONMpPOBaHUs (ayb6rMpoBaHMe KOHTPOMNIEpoB,
MHTEPdENCOB, N NPUMEHEHME OTKA30YCTONYMBbLIX KOHUrypaumn RAID)

OTkasbl NEepeyncrieHHbIX 3NeMeHTOB oTpabaTtbiBalOTCs  CTaHAAPTHbIMW - anropuTMamm
B COOTBETCTBMM C MPOM3BEAEHHLIMW HAcTporikamu. JIlobo eguHUYHBLIN OTKa3 He MnoBnusieT
Ha OOCTYNHOCTb CUCTEMbI B LIENIOM, XOTS MO KOHKPETHOMY CEepBMCY BO3MOXHO HEKOTOpoe
CHUXeHne Npon3BOANTENBHOCTH. Mocne yCTpaHeHus HencnpaBHOCTH nonHas
npoussoanTenbHocTb MawuHbl 6a3 gaHHbIX Ckana” p MB[.IN Takke BocCTaHOBUTCS.

OTKa3sbl, CBsI3aHHbIE C y31aMin Knacrtepa 6a3 AaHHbIX

[na obecneyveHnst 6ecnepebOMHOCTM OOCTyNa U COXPAaHHOCTU AaHHbLIX B PELUEHNN peanv3oBaH
Tpexy3noBoun Knactep, coctoswmn m3 mactepa CYB[, a Takke CUHXPOHHOW U aCUHXPOHHOM
pennuk. B cnyyae oTkasa noboro 13 nepedncrneHHbix y3noB Knactepa (Mnm OCTaHOBKM y3na aAns
nposegeHns obcnyxmnsaHus) paborocnocobHocTs MawunHbl 6a3 gaHHbix Ckana” p MBA.M aons
nonb3oBarenen 6ygeTt coxpaHeHa B NOSTHOM 06beme B aBTOMaTU4ECKOM pexume cpeactsamm
MO ynpaeneHus KnacTepom.

Mpn aTtom npu HeobxogumocTn OGyayT nepeHasHayeHbl PONu y3roB KrhacTtepa (akTyanbHO
B Criyyae oTka3sa y3na ¢ mactepom CYB[] u yana ¢ CMHXPOHHOW penfnkon).

Mocne 3aBeplueHns 06Cy>KMBaAHUA UM YCTPaAHEHNSA NPUYNHBI OTKa3a M BOCCTAHOBIEHMS yana
Heobxoanmble AaHHble ByayT BOCCTAHOBMEHbI (B 3aBUCUMOCTU OT CTEMNEHU «OTCTaBaHus») U3
pe3epBHbIX konui u/vnn apxueos WAL.

HeTanbHble anroputmbl  obecnedeHns  OTKA30YCTOMYMBOCTM  kractepa 6a3  gaHHbIX
N pekomMeHdaumMm no OencTBuAM agMuHUCTpatopa B TOW WM MHOW KOHKPETHOW CUTyauuu
npvBegeHbl B JOKyMeHTauun, nepeaaBsaemMon 3akasdnky coBMecTHO ¢ MawwmHon 6a3 gaHHbIX
Ckana”p Mb[.I.

Mockonbky Ans MawwuHbl 6a3 aaHHbIx Ckana”p MBM.M n3bpaH npuoputet obecnevyeHus
COXPaHHOCTW [aHHbIX, OQHOBPEMEHHbLIN UNKU rnocnefoBaTeribHbIA O0TKa3 ABYX Y3roB KracTepa
NpMBOAUT K NOMHOM octaHoBke MawuHbl 6a3 gaHHbIx Ckana” p MB[.IN BBMAay TOro, 4To B 3TNX
ycrnosusix npogosmkeHne padotel CYB[ MOXeT npuMBECTM K YaCcTMYHOW MMM MOMHOW noTepe
OaHHbIX.
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11. TUMOBbIE KOMMJIEKTbI PELUEHUA

TunoBble koMnnekTbl nocTaBkn MawmnHbl 6a3 gaHHbIx Ckana” p MB[.MN npuBeaeHbl Ha pUcyHke
13.

lMpumeyvyaHue — 803MoXxHa rnocmaeka 6e3 CX/[] koHmpornnepos (6e3 KoHmposepHoU napbi U rosiokK)

MawwuHa 6a3 gaHHbIX MawwuHa 6a3 gaHHbIX MawwuHa 6a3 gaHHbIX
Ckana”p MbA.Mn m-1 Ckana’p MbA.MN M-2 Ckana”p MbA.MN M-3/M-4

SWEXT12

SW MGMT 1

cKkaaa'p
ckana’'p

ckaAa'p Yien 64N ckaaa'p
ckaaa p Yien BANSS - CLU2 ckaaa'p n > cwe

ckaaa'p

ckana'p « o ARSI 2 ckaaa’p
! S SWINT 1,2 8l

cKaAa’'p Yien ynpamrenun = ckaaa’p CKaAa'p 07 yOpIBICHIA

= cKaAa'p Yien 5 Ne3 i cKaaa’'p CKaAa'p Yien6AN3 £ cKaaa'p

cKaAa'p aen 62 (" CW1 o ckana’p cxana'p yien6aM2 [~ (W1 . ckana’p ABANS - CU3
ckana’p Yien saNe1 ) 2 cKaAa'p ckana'p Yien EANe1) cxkana'p
cKaAQ'p X rorpornep2 v ckaAa’'p cKaAa'p X ronrponrep 2 ckana'p O womrporep2

ckana’p O korporep 1 R ckana'p

CKOAQ P XA roxtpoanep 1 cKaaa p Ol moutponep 1

Noaxa DSK1

PucyHok 13 — Turnosslie komrinekmsi nocmasku Mawursl 6a3 daHHbix Ckana™p MB

MawwuHa Ba3 [laHHbIX nocTtaBnaeTcs komnnekramu no Mogynsam Takmm o6pas3om, 4Tobbl MOXKHO
ObIo Nogobpath ONTUManbHYH KOHGUIypaumio OT KonMyecTBa pasmellaemMbiX 6a3 JaHHbIX Ha
y3nax b[]. Hwke (Tabnuua 3) npMBeaeH npuMmep pasMeLleHnsa oTaenbHbIX ak3emnnspos CYB[
B Mogynsix 6a3 gaHHbIX TakuM 06pa3om, 4TOObl pasMecTuTb A0 4 3K3eMNISApPOB OTAENbHbIX
CYB[ B kaxxgom Moayne. BoamoxxHa koHdMrypaums waxmaTHoro pasmelleHns B ogHom Mogyne
0o 3 pasHbix 3k3emnnsapoB 6a3 gaHHbix Postgres. KommyHanbHoe MCNONb30BaHUE OQHOro
Moayns BO3MOXHO B Crnydae paspelleHus pa3melleHns Takmx 6a3 gaHHbIX B OOHOM CeKTope
©e3onacHocTw.

Ta6ruya 3 — Iapamempsi nocmasisemvix mooeiuell (npouzeooumenviuiii npoguis, 0o 160 Toatim)

S AT
Konuyectso y3nos B 2x3 3x3 4x3
KonunuecTtBo ak3emnngapos CYB[] no 3 Jo 6 o9 no 12

Obwmn nonesHbin obbem Bcex b, go 160 Jo 2x160 Jo 3x160 [o 4x160
T6ant
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lMonesHbIn 06beM XpaHeHus cuctembl  190-1024
pesepBHOro konuposanus (BO+WAL),
Ha ogHy nonky, Téant

PasmeLleHne B cTomkax 1 1 2 2

JInueHsmpoBaHne HeobxoaMmoro nporpamMmHoro obecneyeHuss  OcCyLecTBRsieTcs
COOTBETCTBMM C KONUYECTBOM Yy3rnoB 1 coketoB Moaynei 6a3 gaHHbIX. CTOMMOCTb NMLEH3M
ydYTeHa B CTOMMOCTU peLLEHUS.

B
n
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12. BAPUATUBHOCTb PELLUEHUA

Manbin unu TectoBbIv NaHawadgT

BapuaHT pelueHus:
= poctatodHo namatn RAM (512 6anT)
= BbICOKOMpousBoauTenbHble Hakonutenn SSD (8 x 1,92 TB + 2x 1,92 ana WAL)
= OaWH annapaTHblii RAID KoHTponnep

= RAID5,RAID1

BbicokonpounsBoauTenbHbIN NPoaYyKTUBHBIN NaHawadgpt OLTP
BapuaHT pelueHus:
= Oonbwe namatn RAM (2 T6anT)
= TBepAoTeslbHble HAaKoMMTENU NOoBbILEHHOro obbema (16x 7,68 TB + 4x 7,68 TB)
= [1Ba COBpeMeHHbIX annapaTHbix RAID KoHTponnepa

= RAID 50, RAID 10

["eoknacTep (kak onums)
BapuaHT peLueHus:
= OONOJIHUTESbHbIE CeTeBble KapThbl B y3nax BD,

= CchneumanbHble HacTporkn knactepHoro MO u NO pe3epBHOro KONMpoBaHUs

Pa3smeLLeHne Heckorbkux ak3emnnapos knactepos CYB/L B ogHon
MawwuHe

BapuaHT pelueHus:

= YBenuyeHue KonuyecTaa y3nos 6a3 gaHHbIX B cocTaBe MalluunHbl; pasmeLleHune
HecKkonbknx akzemnndapos CYB[ Ha kaxgom u3 yanoB 6a3 gaHHbIX

= Pa3MelleHune penyink B «llaxmMmaTtHOM nopAaKke»

= pasHble knacTtepbl B[ MmoryT 6bITb HACTPOEHLI NOA pa3Hble NaHawadg T
(TecToBbIV UK NPOOYKTUBHbIN)

ToHKasa HacTponka 4515 NOBbILWEHUS NPOU3BOAUTENBHOCTY (ONLUKMS)
BapwuaHT pelueHus:

= MOXeT MCnorb30BaTbCH B KOMMIeKce ¢ nobbiM U3 BApUaHTOB

= TpebyeTcsa yyacTne pas3paboTymkoB NPUKNaaHbIX CUCTEM

= [JOCTUraeTca HanpasneHnem YTeHUA U 3anmcu Ha pa3Hble y35ibl Kinactepa nyTem
BHeCeHUA COOTBETCTBYHOLLUNX HACTPOEK B NPpUKNagHbIX CUCTEMAX
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13. TPEBOBAHUA K PASMELLEHWIO PELLEHUA

PelleHne noctaBndaeTcs B BMAe OTAENbHOMO CEPBEPHOrO MOHTaXHOro LWKada 19”, BbicoTa 42U.

HanonHeHnne wkada obopynoBaHMEM M COBOKYMHbIN BEC 3aBUCUT OT BblIOpaHHOrO BapuaHTta
pelueHnst u moxeT cocTaBnATb oT 400 go 800 «r.

[na nogkntoveHus Wwkada K cucteMe aneKTpocHabXeHUs O0MmkHbl ObiTe NpeaycMOTpeHbl ABa
He3aBUCKMbIX BXOJa 3MEeKTPONUTaHKS.

MoTpebnsemas MoWHOCTL WKada coctasnseT oT 6 go 11 kBT.
HomkHbl BbITb NPEYCMOTPEHbI COOTBETCTBYIOLLIME MOLLHOCTU MO OTBOAY Tenna.

[na nogknioveHns K nokanbHOM ceTu Heobxoaum pesepBupoBaHHbIM kaHan 4x100 Gigabit
Ethernet unun go 8x10/25 Gigabit Ethernet.

Mpv pasBepTbiBaHUN peLLeHnst Ha Hem OyayT OCyLLEeCTBIEHbl HACTPOMKN CETEeBbIX aapecoB B
COOTBETCTBMMN CO CTPYKTYpOMN ceTn 3akasumka. 3aka3uuk JOormKeH npeaocTaBuTb HeobxoanmMble
[laHHble B COOTBETCTBMMN C HOMEHKNATYPON KOMMOHEHTOB pPEeLLEHMS.

B cetn 3akasumka JomkHbl ObiTb HACTPOEHbI COOTBETCTBYOLLME MapLUPYThl U NpaBa gocTyna.

[lanbHeliwme MeponpuaTs Mo BBOAY B IKCMnyaTauuio OCyLLeCTBRsTCA 3akasymMkoM nyTem
NpoBeAEHNSI HACTPOVKM NPUKNaAHbIX NPOrpaMMHbIX CUCTEM.
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14. IPUMEPbI PABOTAIOLLUX PELLEHUN

[Mpumep: pasmelleHne 3x cepBMCOB HA OQHOM KnacTtepe

PeweHne — MawuHa 6a3 gaHHbIx Ckana”p MB[.MM.

KoHconnaaums Tpex cepBncoB bas3 OaHHbIX Ha €dMHOM KnacTtepe C uesibio ontumMmmnsaumnm
MCcnonb30BaHNA BbIYUCIIUTES1IbHbBIX PEeCypCOB.

= 1 annapatHbin knactep (3 yana)

= 3 cepsuca b[j

= CVYB[ Postgres Pro Enterprise Certified

= 00bem B[l Ne 1 ~18 Toant

= 00bem B[l Ne 2 ~ 17,5 T6ant

= 00bem B[l Ne 3 ~ 10 Toant
«WaxvatHoe» pa3smelleHne B[] no yanam knactepa (PucyHok 14).
Cneunduka

= [loBblWwEeHNE yTUNM3aLUN BbIYUCIIMTENBHBIX PECYPCOB

= «lWaxmaTtHoe» pasmewieHne B no yanam knacrepa:
Kaxxabii u3 yanos B/l sBnsietca mactepom ansa ogHom u3 6as,
CUHXPOHHOW Konuen — ns apyron 1 aCUHXPOHHOW Konuen — Ansi TpeTben

MBbA.l

&

PucyHok 14 — «lUlaxmamHoe» pasmeweHue B[] no y3nam knacmepa

[Mpumep: meTpoknactep

PeweHune — aBe cBasaHHble MawunHbl 6a3 AaHHbIX Ckana” p MBA.M

Kaxgaa CYB[l nmeeT BbICOKOAOCTYMHY KOHUrypaumio (Mactep + CMHXPOHHas pennuka) Ha
CBOEN OCHOBHOW nJsiowagke, npu 3ToM obecneymMBaeTcsi aCUHXPOHHOE (MNM CUHXPOHHOE)
pennMuMpoBaHMe Ha COCEeLHIOK NMNOLWAaAKy AN BOCCTaHOBMNeHMs B cnydae cbos LJOU.

B kaxxgom LJO[] pasBepHyT cobcTBeHHbIN Moaynb pesepBHOro konnposaHus. Apxmsauns WAL n
co34aHve pe3epBHbIX KOMWI BbINOMHATCS B kaxaom LUOL He3aBucumo apyr oT Apyra.
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MepekntoveHne ponu B cnyydae cbos yana unu LIOa npomcxoant aBTomaTUYeCKN.
B cocTaBe kaxaon MawwuHbl 6a3 gaHHbIX Ckana” p MB[.MM:

= 2 cepsuca b[j

= 2 y3na knactepa o0gHoro cepsuca u 1 ysen BToporo

= CYB[ Postgres Pro Enterprise Certified
Cneuunduka

=« Ob6ecnevyeHne 0TKa3oyCTOMYMBOCTH B Npeaenax OAHOro permoHa peanv3oBaHo 3a cHeT
ACUHXPOHHON (CUHXPOHHOW) PENSIMKN Ha yaaneHHoW nnoLlagke

= ABTOMaTMYeCKOE BOCCTaAHOBIIEHME npu cboe y3na unu nnowankum

= LleHTpanu3oBaHHOE ynpaBneHne MeTpoknacTepaMm oCyLLECTBAETCS ¢ nomoLpbto MO
Ckana” p CnekTp.

Peanusauusa meTtpoknactepa
= YpaneHHocTb nopsagka 20 km.
= Kanan 100 6uTt/c

= Ha kaxgon nnowagke ectb pensivka OCHOBHOrO KnacTtepa

MpymMep peanusaumm MeTpoknacTepa npuBeneH Ha pucyHke 15.

NN Km

100 I/ ASYNC ASYNE

~ 5 i . —
::__ __---1 % J @ :_

[IMIIE [IIIIE HITHTTIVINTRS I . e (e

NOE2AbHIA AMCKOEaR TOKENEHIA QUCKOE3A JOKZNbHIA AWCKDE3R JIOKANGHER SHCKOEAA JIoKANDHAR JHCKOEAA NGHANBHER JUCKOBER
MOACHCTEMS nopfCHCTEMS NOACHCTEMS noAcHcTEMa nogoMcTEMa nogcHcTEMa

MBALM 1 MBI 2

PucyHok 15 — [Npumep opzaHu3ayuu Mempoknacmepa

[Mpumep: reopacnpeneneHHbln Krnactep

PeweHne — aBe cBasaHHble MawunHbl 6a3 aaHHbIX Ckana” p MBA.M

OnemeHTamm obecnedeHns KaTacTpodOyCTOMYMBOCTM CUCTEMbI Ha YypoBHE 0a3 AaHHbIX
asnseTcs pasmeweHne CYB[ Ha aByx nnowagkax. OgHa u3 nnowagok ABnsgeTca akTUBHOWM,
BTOpasi — ropsiinM pe3epBOM.

CvHXpOHM3auua OaHHbIX MeXay OBYMS Nrowagkamy, a Takke Mexay cepBepamu BHYTPU
nnowagku OCYLIECTBNSETCA CpeacTBaMu BCTPOEHHOM MOTOKOBOW pensiukauum CUCTEMbI
ynpasneHunsa 6asamu gaHHbIx Postgres Pro. B pamkax ogHOM NNoLwaaku CUHXPOHMU3aLMSA AaHHbIX
OCYLLECTBIISAETCA Yepes3 CeTb MHTEPKOHHEKT, MeXay nrowagkamMmmu — Yyepes ceTb reopennmkaLlmm.

Mpumepbl paboTatoLLINX PeLLeHNA 42 n3 47



MawmwuHa 6a3 paHHbix Ckana"p MBA.MN

Takke ceTb WMHTEPKOHHEKT MCMNOoNb3yeTcs ANs pe3epBHOro konuposaHusa u apxusauum WAL
XypHanoB. B kaxgom LIO[ pasBepHyT cobCTBEHHbIN Mopgynb pe3epBHOr0 KOMMPOBAHUS.
Apxusauuna WAL un cosgaHue pesepBHbIX KONUIA BbINOSHAKTCSA B kaxxaom LIO HesaBucumo apyr

oT Apyra.

B nobon mMOMeHT BpeMeHun aktmBHon sBnsetca CYB[ Tonbko Ha ogHOM M3 NOLWadok.
MepekntoveHne unm cMmeHa ponm NoLaakm MOXeT OCYLLECTBIATLCSA MO0 B NITAHOBOM PEXMME,
nnbo B cny4yae KatacTtpodbl.

B cocTaBe kaxagon MawwuHbl 6a3 gaHHbIX Ckana” p MB[M.MM:
= 1 annapatHbi knactep (3 yana)
= 1 cepsuc B[]
= CYB[ Postgres Pro Enterprise Certified

Cneuundouka

= Ob6ecnevyeHne 0TKa30yCTOMYNMBOCTIN HA YPOBHE KaTacTpodbl peann3oBaHo 3a cHeT
NOSTHOWM KOMWUK KracTepa Ha pe3epBHOM MoLaake.

= [loBblweHune nponssoguTensHocTn CYB[ 3a cueT peanunsaunmn Ha ypoBHE NPUIOXKEHUS
pacrnpeaenenns YTeHms no pennukam 6asbl JaHHbIX.

= LleHTpanusoeaHHOe ynpaBneHue reopacnpeneneHHbIM KNacTepoM OCYyLLECTBISETCS C
nomoulbto MO Ckana” p CnekTp.

Peanusauus reopacnpeneneHHoro knacrtepa

= Bropas, Bsaumogencteytowas «MawunHa 6a3 gaHHbix Ckana” p Mb[ #2»
(norHasa konusa OCHOBHOW)

= YpaneHHocTb nopsagka 500 km.
= Kanan 25 I'out/c

= KackagHas pennnkauunaA

Mprmep peanusaumm reoknacTepa NpMBeaeH Ha pucyHke 16.

m

25 raur/c . - Cascade ASYNC

OcHOBHOI kNacTep PesepeHblil knactep
Tlokanssas quckosss Noxanshan guckosan
noacncTema neacucTema
sYNC ASYNC Leaf ASYNC Leaf ASYNC
TowansHan guciosan JlokansHas auckosas ToxankHan guciosas TokansHan guckosan
nogchcTema noacHcTema noachcTema noacucrema
MBAM 1 MB/LM 2

PucyHok 16 — lMpumep peanusayuu 2eoknacmepa
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PeaynbTaTbl TECTMPOBAHMS

TecTbl npoBoannuck ¢ nomoLubto MO pgbench, obecneunBatowero TPC-B nogobHyto Harpysky
Ha 6a3y paHHbix. CTaHOapTHbIM BCTPOEHHbIM CKPUNT Bbl4aeT CeMb KOMaH B TpaH3akuum
CO cry4variHo BbiGpaHHbIMK aid, tid, bid n delta (pexxum RW):

1. BEGIN;

2. UPDATE pgbench_accounts SET abalance = abalance + :delta WHERE aid = :aid;

3. SELECT abalance FROM pgbench_accounts WHERE aid = :aid;

4. UPDATE pgbench_tellers SET tbalance =tbalance + :delta WHERE tid = :tid;

5. UPDATE pgbench_branches SET bbalance = bbalance + :delta WHERE bid = :bid;

6. INSERT INTO pgbench_history (tid, bid, aid, delta, mtime) VALUES (:tid, :bid, :aid,
:delta, CURRENT_TIMESTAMP);

7. END;

Mpu BbIGOpe BCTpoeHHoro Tecta «select-only» M3 ykaszaHHbIX Bbllle KOMaHZ BbINOMHAETCS
Tonbko «SELECT» (pexum «SO»).

AnnapaTHble XxapakTepUCTUKM:
= 2xCPU Xeon 24 agpa
= 1024 [6anT onepaTUBHON NamMATH
= Hakonutenn SAS SSD

MapameTtp pgbench sf=75000 npuBoant k co3gaHuno Bl obbemom ~1 T6anT; dyHKUNA
obbeanHeHns B nynbl  pgbench He wucnonb3oBanacb, AN Kax4oro nonb3oBartens
ncnonb3oBanocb BblaeneHHoe nogkntodeHne k CYB[L. Tectbl npoBoannuck Ha RedOS8 ans
ceptudmumpoBaHHo Bepcum Postgres Pro Enterprise. C 2023 roga Mbl  YCROXHUIM
TecTMpoBaHus M Hadanu mucnonb3oBatb B[l obbemom 3 Tb6anta. Ha pucyHke 17 nokasaHbl
pesynbTaTbl Tecta MawwuHbl 2025 roga.

Pesynbtartbl tpsB

150000
130000
110000
50000
70000
50000
30000

10000

-1000050 200 450 700 950 1200 1450 1700 1950 2200
KOJIMYECTBO COEAUHEHUI

PucyHok 17 — [lpouszsodumenbHocmb MawuHbl 6a3 daHHbIx Ckanap MBL.IT
o pesynbmamam mecma pgbench
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15. O PE3YJIbTATAX PACHETA HAOEXHOCTU

MawwuHa 6a3 gaHHbix Ckana” p MB[.[1 opveHTpoBaHa Ha obecneyeHme O0TKa3oyCTONYMBOro
N BbICOKOMNPOU3BOANTENBHOIO (pyHKUnoHuposaHus CYB[ Postgres. MNpu peanunsaunm npoekToB
¢ npumeHeHnem MawwuHbl 6a3 gaHHbIX Ckana’p MB[.M Bo3HMKaeT NOTPeOHOCTb B 3HAHUU
pearnbHbIX NoKa3aTenen HagexHocTn, obecneymBaeMblX ATUM peLLEHUEM.

3HayeHnss nokasaTenen 3aBUCAT OT KOHKPETHOW KOHUrypauuu peLlleHust U UCMoNb3yemMoro
Habopa obopynoBaHus.

Cneunanuctamm Ckana”p B cootBeTcTBUM ¢ TpeboBaHnammn «FOCT 27.301-95 HagexHocTb B
TexHuke. PacdeT HagexHocTM. OCHOBHble MOMOXEHUsI» paspaboTaHa creumanbHas
MaTemaTmyeckas Mofesnb, Mo3BOonsAlWas OLeHUTb OCHOBHbIE MoKasaTenu HaaeXHOCTU
peLLeHns.

Mogenb Gbina npMMeHeHa K «cpegHemy» TUNOBOMY BapuaHTy KoHdwurypauun MawwuHbl 6a3
AaHHbIXx Ckana”p MBA.IM, kotopbii BkntodaeT B ceba ABa TPeEXy3noBLIX kractepa n OBe
amnckoBbIX nornku B coctase CX[. bonee nonHo cTpykTypa BbiIGpaHHOro Ans pacdeta BapuaHTa
peLleHnss oTpaxeHa Ha pucyHke 18.
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I 3akasuunka
100G (MPO) 2x10G LC
- — - = = B s il
|
Yanbl BHewHero goctyna (@) SWEXT 1,2
(25GB, 100GB) - 2x0s ————
—_— T
DAC Eil Hi;-lz, ) 2x1G
Nocryn =2x 100G — s
i)
X
¥Y3nbl ceTeBoro B3aMMO£leI71CTEMH E
(100GB) 16 =i
DAC - - f X m
_‘E _}H = <
2x 100G =
VIHTepKOHHeKT T ckana'p Yaen B/l N6
=
61006 g Yans! Bl o X1G % ckana’p Ysen BANeS - CLU2

B i [ El == SWINT1,2
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218 ckaaa’p Vaen Bl Ne3
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Cnyxe6Hbli cepBep =

{» . .'
— R -

=

Monka DSK2

CeteBoil y3en ynpasnexus (1GB)
e

MNonka DSK1

YnpaeneHne

PucyHok 18 — Cxema 83aumodeticmeusi 0r1si pacdema HadexHocmu MawuHbl 6a3 aHHbix Ckana™p MB/.I1
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3AKINIOYEHUE

MawwuHa 6a3 aaHHbix Ckana” p MB.M — nporpammHO-annapaTHbI KoMnneke Anst 06paboTku
N XpaHeHus gaHHbIX ¢ ncnonb3oBaHnem CYB[] Postgres B BbICOKOHArpy>KeHHbIX CUCTEMAX.

OcHoBHble 4epTbl MawuHbl 6a3 gaHHbIX Ckana”p MB[.M:
= OTKa3oycTOM4YMBOCTb
= Bblcokas npon3BoauTenbHOCTb
= [lpnoputeT coXxpaHHOCTN OaHHbIX
= [OTOBHOCTb K ObICTPOMY pa3BepPTbIBAHUIO
= YpoGHasa akcnnyaTtauns
= JKOHOMUYeckasi 9¢pPEKTUBHOCTb

MawwuHa 6a3 gaHHbIx Ckana” p MB[.IN n ee Mogynn nponsseneHsl B PO 1 BHECEHDBI B pEECTPbI
P3N MMNT (B Tom uncne kak NAK) n peectpbl NAK MuHumndpbl

CtpykTtypHO B MawuHy 6a3 gaHHbix Ckana” p MB[.IN Bxogar:
= basoBbit Mmogynb
= Moaynb 6a3 gaHHbIX
= Mopaynb pe3epBHOro kKonMpoBaHus

Kaxagbih n3 Mogynen — 3To cneumanbHO nNogobpaHHbI KOMMMEKT 00OpyaooBaHUs, a Takke
npegycraHoBEeHHOE M HaCTPOEHHOEe nporpaMmmHoe obecnedeHune, aganTupoBaHHOE [Ans
obecneyvyeHmns (pyHKLMOHaNa peLeHns B LesIoM U NPpOCTOThbl €r0 MOAEPHM3aLNN.

HapgexHocTb, nponseoguTensHocTe MawunHbl 6a3 aaHHbIx Ckana’” p MBA.M nogTeepxgaeTtca
NPoBeAEHHbIMM  TecTamMu,  cneumanbHbIMA  pacyYeTHbIMW  AaHHLIMW,  MPaKTUYECKUM
NCMNONb30BaHNEM PeLUEeHUI B Te4eHne psga ner.

HononHutensHasa nHgopmMauma no MawmuHe 6a3 gaHHbix Ckana”p MBA.M npegocTtaensieTcs
no 3anpocy info@skala-r.ru.
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O KOMNAHUM

Ckana” p — nuaep poccumckoro pbeiHka MNMAK no sepcun CNews Analytics, 2024.

lMporpammHo-annapatHble Komnnekcol (MawwuHbl) Ckana”p Bbinyckatotca ¢ 2015 roga wm
NPeacTaBnaloT  LUMPOKMW  TEXHOMOrMYECKUn  CTeK Ans  MOCTPOEHUS  OUHAMUYECKMX
WHPACTPYKTYP U WHPPacTPyKTyp  ynpaBreHUs  OaHHbIMW  BbICOKOHArpyXeHHbIX
NHOPMALMOHHbLIX CUCTEM.

Mpoayktel Ckana”p Bkno4veHbl B EPPPII, npouseBegeHHonW Ha Tepputopumn Poccuickon
degepauum, n1 B EPPIT gna OBM un B[. CooTBeTCTBYET KpUTEPMAM [OOBEPEHHOCTU WU
MCNONb30BaHMIO ANs1 0OBEKTOB KPUTUYECKON MHGOPMAaLMOHHOM MHApacTpyKTypbl (KUN).

MawwuHbl Ckana’p sIBNAOTCA CEPUNHO BbiNyCKAEMbIMW MPEAHACTPOEHHLIMU KOMMIIEKCaMMm,
KoTopble ObICTPO pa3BepThiBAOTCA M BBOAATCA B 3KcnnyaTauuto. [nybokas WHTerpaums
TEXHUYECKUX CpeacTB U nporpammHoro obecnedeHusi B NMAK Ckana’p no3sonsieT Monyy4ntb
pacLUMPEHHbIE BO3MOXHOCTU U (PYHKLMOHANBHOCTb, KOTOPbIE HEAOCTYMNHbI NMPU UCMONb30BaHWM
OTAENbHbIX KOMMNOHEHTOB.

MogynbHblA  NpyHUMN  obecneynmBaeT MHTErpauuio  pasHOpPOAdHbIX  KOMMoHeHToB UT-
WHPACTPYKTYpbl B eAvHyto nnatopmy npeanpuaTtuini, kopnopauun n BegoMmcTts. EAuHble
noadepXkka M cepBucHOe OOCny)XuBaHWe Ans BCEX MNpPOAYKTOB IvMHenkn Ckana’p oT
npoussoanTens obecneyvvBaloT onepaTMBHOE paspeLleHne MHUNOEHTOB Ha CTbIKe TEXHOMOMUN.
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