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ONS NOCTPOEHNS NHGPACTPYKTYPbI BbICOKOHan . \_
KOPNOPAaTUBHbIX N TOCYAaPCTBEHHbIX NHGOPMALMOHR

neT KOMIINIEKCOB TbIC. +
CEPUNHOro B NPOMBbILLUNEHHON BbIYUNCTUTENbHbIX
BbIlMyCKa aKCcnnyaTauum ®  Y3/0B
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[MponykToBble HanpasneHusa Ckana™p

peweHnd a9 BbICOKOHar py>XeHHbIX KOpPrnopaTUBHbLIX N TOCYyAaPCTBEHHbIX CUCTEM

MaLunHbl guHaMuyeckon NHPpacTPyKTypbl
Ckana"p MOV

Ha ocHoBe pelueHnin BASIS nnga cosnaqng
ONHaMINYECKON KOHBEPreHTHON

N runepkoHBepreHTHom nHdpacTpykTypbl LLOL
1 BUPTYasbHbIX pabounx MecT rnosib3oBaTenen

MawuHbl 6onbwmnx gaHHbIX Ckana'p MB[.8

Ha ocHoBe pelueHnin ARENADATA n PICODATA
LN CO3aaHNa MHPACTPYKTYPbl XpaHEHNS,
npeobpasoBaHNs, aHaNMNTNYECKON, CTaTUCTNYECKON
06paboTKM faHHbIX , @ Takxe pacnpeneneHHbIX
BblUNCNEHNIA

MawwnHbl 6a3 gaHHbix Ckana”p Mb[]

Ha ocHoBe pelueHnin Postgres Pro ang samenbi
Oracle Exadata B BbICOKOHarpy>xeHHbIX CCTEMaXx
C obecneyeHnem BbICOKOW JOCTYMHOCTM

N COXPaHHOCTUN KPUTUYECKIN BaXHbIX aHHbIX

MawwnHbl XxpaHeHns gaHHbiX Ckana”p MX[

Ha OCHOBE TEXHOJOT NI O6bEKTHOro XpaHeHns S3
015 reopacnpeneneHHbIX KaTacTPoboyCTONUNBbIX
CUCTEM C COTHSIMUN MUNNIMOHOB O6bEKTOB
Pas3NNYHOro Tna n obecneyeHns 6biICTPOro
0OCTYMa K HAM

MawwunHa NCKyCCTBEHHOr 0 NHTENNeKTa
Ckana’p

Ha OCHOBE onTUMN3NPOBAHHOIO MPOrPaMmMHO-
annapaTHOro cTeka onsg MakcumanbHOn
NPON3BOANTENBHOCTM Npu paboTte ¢ mogenamn VK

Icnonb3oBaHue onbiTa
TEXHOMNOTrMYECKUX NAEPOB
(rmnepckennepos)

lcnonb3oBaHme cambix 3penbix

N NepPCMeKTNBHbIX TEXHOJOT I

B KOOMepaLmn C TEXHOIOrMYeCKNMUY
nnaepamm poCCuiickoro pbiHka B
Kagom 13 CerMmeHToB



MopynbHas nnatdopma Ckana’p N

icnonb3oBaHme onbiTa TEXHOMOMNMYECKUX NNGEPOB — rMnepcKkennepoB

EQnHbIM NpMHLUMN MOAYNbHON KOMMOHOBKMW N NIaTPOPMEHHDbIN NOAXOLA,
EnnHas obnayHas cucrtema ynpasneHns cepsmncamm

! - =S
Lad laaS PaaS =7 DBaaS
MporpammHag nnatdopma Ckana”p ang ynpaBneHnsa pecypcamm n aKkcnayataumen
= o |
= | PaspeneHue pecypcos = E?Eié MynbTUTEHaHTHOCTb . =" ABTOMaTM3aLNS
[ f';' e =
| = 3 -
MopgynbHaga nnatdopma
- [OuHamunyeckast UHPpacTpyKTypa - WNHdpacTpykTypa ynpaBneHus gaHHbIMuU

[vHamunueckas nHbpacTpykTypa TpaH3akumoHHas o6paboTka BosnbLune aaHHbIe

____________________________________________________________________________________________________________

[ny6okas nHTerpauns 1 BCTpeyHas onTuMn3aLns KOMNOHEHTOB Mo BCeMy TEXHOMOrM4ecKoMy CTeKy rof onp

] b Y



[MporpammHag nnatdopma Ckana'p

O6beanHeHNs pasnnyHbIX AOMEHOB yrpaBneHns B eguHyto dyHKUnoHanbHyto rpagosyio CMDB

KomnnekcHoe pelueHne gng akcnayatauum nHppacTtpyktypbl ypoBHSa LOL,

ckana'p

EonHaga Touka o63opa
COCTOSIHNS KOHTYpa

O603pMMOCTb 11 YIOOCTBO
ynpasnenuns LO[

% kubernetes
LindpoBoin ABONHMK
NHPPaCTPYKTYypbI
KoHTponb nameHeHmnn

ObICTPOMEHSIOLLINXCSH
TOMoNornin

MogenupoBaHue
N3MEHEHWI

B MHPACTPYKType

Bbicokag cTeneHb
aBTOMAaTM3aUNn

OPENSHIFT

MocTtpoeHune Al-Copilot
ong ynpasnenuns LLO[




[MAK Ckana”p B Peectpax P®

St N

PeeCTp I'IpOf"-ﬂbILIJJ'IeHHOH npoaykunu, r|p01.-138e,quHo[F1 Ha TeppUToOpUn

Poccuinckon ®epepauum

gz pmcr
¢¢. . MPOrPAMMHOIO OBECMEYEHUA

CooTBeTCTBYIOT KpuTepusam gosepeHHoro NAK
TexHonornyeckad He3aBNCNMOCTb
IHbopmaLumoHHas 6e30nacHOCTb
PyHKUMOHaNbHag yCTONYNBOCTb



iImnopTo3amelLeHne: CNI0XXHOCTb Bblbopa
OTcyTCTBI/Ie TeXHOJ1IOrmn4yeCKoro jgngepcTBa

CeTeBas XpaHeHne
MHbpacTpyKTypa LaHHbIX

HITACHI

~AKVM
e, “ WE \icrosoft
CISCO NetApp .

BupTyanusauus

&) vmware

BbluncnutenbHas Cyb[ OnepaunoHHble
MHppacTpyKTypa CUCTEMbI

ORACLE a" Microsoft

& Microsoft & RedHat

OTcyTcTBME MHDOPMALLN N MPAKTNYECKOrO NOATBEPXAEHIS
COBMECTUMOCTV MPOQYKTOB

Bpemsa 1 pecypcbl ons NoATBEPXOEHNS COOTBETCTBIS 3asBIEHHON
dYHKLIMOHANBHOCTI

CeTeBag
UH$pacTpyKTypa

LTEX @QTECH
D) RDP ZFelax

[/ & uoPoBEE
PELIEHNA

BbluncnutenbHas
MHppacTpykTypa
A reABUTOH

or He

AGUARIUS

@ OpenYard

XpaHeHune
LaHHbIX

SEPE;

AGUARIUS m

Yo AcrREDISK
RAIDIE |

CybA

Pogzgres Pro gAD

Qntor (& SBER TECH

Yandex £~ S8coL

© GIS I,

PICODATA ety

BupTyanusauus

Veil (esmiinu) aigs,
wvm

BASIS NUMA

PYCM3IK #irT
PO S KMBEPNPOTEKT

OnepauunoHHbie
CUCTEMbI

;I’tEL =F'.E,D,OC

applite & SBERTECH

E!FTEB& &) Cxke

Mpo6rnema COBMECTUMOCTI C NPOoAyKTaMu U3 PasHbIX KNaccoB

PasmblBaHWe MOHATIS «aep»: B KaXO0M CerMeHTe CyLIEeCTBYIOT

[0EeCATKN Ha NepBbIl B3rna paBHOLIEHHbIX MPOOYKTOB



HesaBucumocTb: BapraHTbl peanusauun N

[ToKOMNOHEeHTHOEe 3amMeLlleHne

Bpems Ha n3yyeHmne BapnaHToOB, TECTUPOBaHME 1 BbI6GOP
J1laBnHa B3anMOCBSA3aHHbIX MPOEKTOB MO BHEOPEHMIO
CNOXHOCTb CUHXPOHN3aLUI OPOXHbIX KapT PasBuUTUS

PocT cpokoB BHeApeHNs 1 PUCKOB Ha CTbIKax

M  rpoexr: B
» HIHH  Xpanenne <« ,|S88 [poexr: -
< L] Bwuptyanusauns
({{(D AaHHbIX ~ =
A
\ 4 v
I L = MpoekT: 3
CeTteBag < > =@ e P
NHPPaCTPYKTYPE
yy f
Y Vv v
= MpoekT: MpoexT:
» !m! BbluncnuntenbHasi< >@ OnepaunoHHbIe<
~ ~ HPpacTpykTypa cucTeMbl

Co3paHue uenesoun gosepeHHon VT-nHdpacTpykTyphbl

[locnepoBaTesibHbIN NepeBo CUCTEM Ha LieNeByio
noBepeHHyio NT-nHdpactpyktypy

= CHWMXeHne Harpyakin ¢ TekyLLen nHGpacTpyKTypbl
N HEOOXOOVMOCTIM ee MacLUTabupoBaHus

= CoKpalleHne CpoKOB BHEAPEHUNS 11 CHUXXEHE PUCKOB
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MALLMHA XPAHEHASR DAHHDBD
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Mouemy MAK Ckana”p ? N

= [‘apaHTnpoBaHHO COBMECTUMbIE KOMMOHEHTDI
= OTKa30yCTONUYNBOCTb Ha YPOBHE apXUTEKTYPbI

= OnTnmmnsaums npoon3BoanNTesIibHOCTIU

=  OTBETCTBEHHOCTb OQHOIr0 NPON3BOANTENS
3a QYHKLMOHAN 1 NokasaTenn HasHavyeHuns

MAm:HA BUPTYANU3ALMN

MALurAHA BONBLUIWVX AAHHDBIX

MALWNHA XPAHEHUSA DAHHbBIX
MALIVHA BA3 OAHHDIX

= PelueHHble BONpoChl MHTErpaunm, akcnayaTauuny,
MOHUTOPUHra, obecnedeHns Vb, pe3epBHOro
KOMMPOBaHWS

= [Mopoepxka 1 cepBUC N3 OOHOIO OKHa

= CepumnHOCTb 1N MPeeMCTBEHHOCTb

= YnpaBngemas gopoXxHas KapTa pa3BUTuS




KOHKYpPEHTHbIe NpenmMmyLiecTBa

ONTUMN3NPOBAaHHbIX peweHun Ckana“'p
[Mpon3zBoguTENbHOCTb

YeM peLleHnd, nCnoJsb3yloLline YemM peLlleHnd B BmpTyaanon cpene, [OJ19 CUCTEM C BO/bLLUNM KOSMYECTBOM
CorioCtaBuMble arnapaTtHble CpeacTBa ncrnosb3yroLine coroctaBnmblie CEeCCUIN 3a CYET UCMOJIb30BaHNS

3a cyeT onTuMmn3aun BBOAa-BbiBOAA U annapaTtHble CpeacTBa 3a CYeT cneunann3npoBaHHbIX NynepoB
NHTEPKOHHEKTa 1 3a CHEeT pa3rpys3kn Ly CHIMKEeHNA NaTeHTHOCTN n 6aﬂaHCI/|pOBLLI,I/IKOB

RPO/RTO [ocTynHoOCTb

CBSI3aHHbIX C OLUMBKaMy KCHyaTauum

1 CyLLEeCTBEHHOE YBeNMYEeHne AOCTYMHOCTA

3a CYeT CMOob30BaHNS Creunann3npoBaHHON
CUCTEMbI yrpaBieHns pecypcamm

BPEMS BbINOIHEHS PE3EPBHOIr0 BPEMS MOSIHOrO BOCCTaAHOBEHNS y3/1a
KOMVPOBaHNS N BOCCTAHOBIEHUS B C/ly4ae 0Tkasa 3a CYeT CMoNb30BaHNA
3a cYeT Cneunann3npoBaHHOrO BCTPOEHHOrO BCTPOEHHOI CUCTEMbI pa3BepPTbIBaHNA
MOZY/19 PE3EPBHOI0 KOMMPOBaHWS 1 uMPPOBOro ABOMHKKA CUCTEMbI

* Ha npumepe MatumHbl 6a3 gaHHbix Ckana”p MB.I



[MAK — MawunHbl Ckana“”p — npeunmMyLiecTsa
nepen caMoCTOSATEIbHbIMIN NPOEeKTaMM

3a cyueT cneunanm3npoBaHHON MOy NbHON BcTpeyHas onTumMmnsaums n yCTpaHeHmne y3knx MecT apaHTNpoBaHHO PaboTOCNOCOBHOE peLLeHmne
N KNacTEePHOI apXUTEKTYPbl PeLLeHNi Mo BCEMY CTEKY NPUMEHUMbIX TEXHOOI A

i YckopeHune oo 30%
) npoekToB MMMNOPTO3aMeLLeHNS

SkoHomug oo 20%
Ha MPOEeKTNpOoBaHUU N BHegpeHUU

MpoaykTbl pa3BmBaloTCS
C yYeTOM NoXenaHnin 3aKka3yunkonB

Uy KpaTHoe COKpaLleHne NHUNOEeHTOB,
CBSI3aHHbIX C OLLUVBGKaMW SKCrutyatauunn

MALLUUHA BOJTbLLINX OAHHDBIX

Bbicokas noctynHoctb Yno6c¢TBo 3akynoyHbix npouenyp ong NMAK n Mogynen —

. 2
n KaTaCTpOCI)OyCTOI/IL-IVIBOCTb n3 KOpO6KV| i;l—o HOMeHKﬂa'lI;)c/Dprle e b L PeeCTpa P3r
y NHNpoMTOpra
o 6 VB CooTBeTCTBME akTyabHOMY 3aKOHOLaTEeNbCTBY
TBEeTCTBUEe T BaHNAM
DRI SRR no 3akynkam — NpedepeHuUnn n3gennam
PoCCUIICKOE 06 no MpumeHeHne gna KNC n T’NC,
000 OBaHMe n
PyA ’ Bkoyag aoBepeHHble MNAK gng KN

I'Ip;nvloe B3aMOOENCTBNE C TEXHOOrMYECKNMI napTHepamm rno pa3BnuTuMio Heob6XxoanuMoro 3akasuymkam Cl)yHKLl,I/IOHaJ'Ia

— BKJ/IOYEHbI B EQUHbBIN peecTp pOCCUINCKON
pannoanekTPOHHON Nnpoaykuum n peectp MuHundpsl
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MawwnHa suptyanusauumn Ckana"p MIB.BPM




MawwunHa BupTtyanusauum Ckana”p MB.BPM N

IHdpacTpyKTypa BUPTYanbHbIX pabouymnx MeCT «o[, KITu»

Bnok kommyTauuun —

BbICOKOI'IpOI/ISBO,D,VITeJ'IbHaQ ceTb ]

[MlpenmylwiecTtBa

— Bnok BbluncneHns n xpaHeHus = VIHppacTpyKTypa BUPTYyabHbIX

KnaCTep BblYNCITINTENIbHbIX Y3/10B pa6OHI/IX MeCT «Mopf KJ/KoY»

MALLVHA BUPTYANU3ALIUU

" ynpaBneHme XN3HEHHbIM LIKITOM

CocTaB npoaykrTa: PaboymX CTONOB U MPUNOXEHWI

= VDI-peweHne basunc.\WorkPlace =  (OTKa3oycTonymBas apxmTeKTypa

= [lnatdopma Buptyanusauumm ot Ckana”p = MacuwTtabunpoBaHue go 16 000

nofib3oBaTtesneln Ha ogHy MalunHy

= [lporpamMmmHO-onpenensgsemMmoe XpaHnnnue
= CepBepHoe 0b6opyaoBaHme
= CeTeBoe 060pynoBaHue

13



[oTOBbI K NO6bIM MaclTabam N

MprMmep BO3MOXHbIX CLLeHapUeB 1 Yncra Nosib3oBaTenen

400 2000 20000

Hebonblioe OpgHoBpemeHHo 1 BPM OrpomHad, opraHn3aunoHHO
BHepnpeHne BPM N TePpMUNHaNbHble CepBepbl CNOXHad NHPPaCTPYKTypa
Myn BPM Myn TepMnHanbHbIX ”V"TC‘ZF:‘;::?;""'X

. - - cepBepoB

- .nyl:PM.

Myn BPM
R
e

14



& KnueHT Baauc.WorkPlace s - >4

Kak ycTpoeHa BASIS |
MawunHa Buptyanunsauumn Ckana’p | Bl Eus

=] He 65110 NOMHOS

ZhWin2016PKI
BxoveH

- ] He 65110 noruHos




N

MawunHa BnpTtyanmnsaunm Ckana"p MB.BPM

IHdpacTpyKTypa BUPTYanbHbIX pabouymnx MeCT «o[, KITu»

CocTaBs npoaykTta Bnok kommyTaumm —

= VDI-peweHne basnc.\WorkPlace

= [lnatdopma BupTyanusaumm ot Ckana"p

ALWIVHA BUPTYAITU3ALIUU

= [IporpamMMHO-onpenensemMmoe XpaHuimLLe

M

=  CepBepHoe 060pyaoBaHme

= CeTeBoe 060pynoBaHne

Bnok BbiuncneHns n XpaHeHna —

16



3ayem HyXXHa BUpTyannsaumns paboymnx mecT?

S—
g= (5

BezonacHocTb
faHHbIX

3a CYeT LueHTpanusaumn
OaHHbIX Mofib3oBaTeneun

e~
S — 1

—
—

|

([

YpeweBneHune
agMNHUCTPUNPOBaHNS

3a CYeT TUNn3aunm
pabouynx MecT

5

Bo3MOXHOCTb
Murpaummn

3a CYEeT BO3MOXHOCTN
MCMOMb30BaTb MPUIOXEHNS,

He nogaepXnBaemble

Ha OC nonb3oBaTend

17



OxunpaHune | BPM — aT1o npocTo

= [lopbepem pelueHmne
= Hactpoum BPM )

- |_|O,EI,KJ'I+OL4I/IM nosib3oBaTenen \
//Q\ Myn BPM
] L lc

—_—
4 / BM BM BM
‘ | | L
N3 odpuca
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PeanbHocTb | BPM — 310 CnoxHo

Heobxopgnmo yyecTb TpeboBaHUS B TakKNX 061aCTIX KakK:

* [logknoyeHne Nonb3oBaTeNnen B pasHbiX CLLEHapUsX n
= bBanaHcumpoBKa Harpyskum
= Bes3onacHoCTb

-

[ 1

e |

()

A @&

CB43b

//_\\/

o
—

JdomaluHunn
Wi-Fi

T

N3 oduca

BupTyanbHble paboune mecTa 1 TepMrHasbHble CepBepbI
[Mnatdopma BupTYyannsaumm
PernameHTbl agMUHNCTPaTOPOB 1 Xenngecka

/'

Myn TepMuHanbHbIX
cepBepoB

.
amee
aEEem
Myn BPM

BM BM BM

LIS
LTS

2, il

LDAP
Mpodunn
MoHunTopUHr
Xennpgeck

19



Uto ns aToro ecTb B coctase Ckana’p MB.BPM? A\

= [lnatdopma BPM basuc.\WorkPlace * BanaHcupoBLVIK CETEBOWN Harpy3ku

= [lnaTdopma cepBepHON BUPTYyanuaawmm = PyHKLUN 6€30MaCHOCTY

= [IporpammHo-onpegensgsemoe xpaHnnumLie = OyHKUMN aOMUHNCTPUPOBaHNS N NOLAEPXKIN NOSb3oBaTeNeu
= CepBepHOe 1 ceTeBoe 060pyaoBaHmNe = *MOHUTOPWHT (BCKOpPE)

Mnatdopma BPM

| ﬁ@( ) &= o opmmans

/ LT
aEEem
\ 1T S 2 o\/ﬁ
Corosas BanaHcupoBLkn \ LA «— I:I D I:I
_ CBA3b BM BM BM
KQ\ ] =_— - LDAP
L — ° = [Mpodpunu
KnueHT n npotokon " MOHI/ITOpI/IHr

JdomaluHunn

ong paboTbl 1 ¢ Linux

LIS

Wi-Fi _ *MOHNTOPUHI
|| LTINS
L 1le = Xenngeck

N3 oduca O6opynoBaHune
DyHKUMN Ang Xxennaecka
Mnatdpopma
BUPTYanmsaunm n

20




ApxuTtektypa MawwnHbl Ckana”p MIB.BPM N

= [ncneTtyepbl NOAKIUYEHNIA 9BAIOTCS L L‘ZFI’O""BZ';?:;"”"'X
«LWI03aMU» AN9 Nonb3osaTenel S -
1T
= Bpokep BPM oTBeuvaerT 3a: T _ L
«— Myn BPM

BPM BPM BPM

= B3anmmopencTeme c LDAP

<::| |
"  XpaHeHune koHoburypauum B b1 Ct------- 0
':> 'a

BPM BPM BPM

= ynpaBneHnem onepaunammn ¢ BM D
OucneTtuep C}------- 0 vl (5wl (G
= Pa3BepTbiBaOTCH B HECKObKNX 9K3eMragpax nopknoueHnn BPM < & (o] (o) [ev]
6 Bpokep BPM LIS
019 pe3epBrpPOoBaHNg N MacLUTabnpyemMmocTu
‘ LTS
MawwuHa

BUPTyanusaumm

&Q AJnie] @ Ckana"p

&

LDAP Postgres

21



MawwunHa Ckana”“p MB.BPM
TexHn4yeckas nHpopmauuns




Pa6oTa B KOMNIEKCHbIX CLEeHapusx N

BupTyanbHoe paboyee MeCcTo 1 TepMUHalbHbie CepBepbl, MybAnKaumnsa oTaeNbHbIX NPUTOXEHUNA,
pocTyn K pusnyecknm MK

S & |
o iy o= g N =

[MepcoHanbHbIN CeccunoHHble (0QHOTUMHbIE) TepMunHanbHble cepBepbl
pabouuninn cton paboune CTosbl N Ny6nnkKaumns npuioXXeHnn
= YHukanbHbIi Habop MO = CraHpapTunanpoBaHHbIi Hatop MO = CTaHpapTn3npoBaHHbI HaboP
= MOHOMOMbHbI HOCTYM OAHOrO C BbICOKOW Harpy3Kowu MO c HM3KOW Harpy3Kowu
nonb3oBaTend = OpawunH nonb3oBaTtesb paboTaeT = Heckonbko nonb3oBaTtesnen paboTaloT
= Bcerna BK/loueH 6e3 NoTepy Ceccin B ogHon BM ogHoBpemMeHHO B ogHon BM ogHoBpemMeHHO
= PoTtaums pabounx CTONOB Mexay =  ABTOMAaTM3aLMs CO30aHNS
nonb3oBaTenamm N 06HOBNEHNE WabfoHa

=  ABTOMAaTM3aLNS CO30aHNg yaaneHmns
1 OBHOBNEHMeEe WabfioHa

23



Pa6oTa B KOMM/IEKCHbIX CLLeHapUax

I'Io,qu,ep>K|<a CBA3aHHbIX KJIOHOB

= DOKOHOMUS MeCTa Ha XpaHunuLie Onepauunn YTeHnd
= bBbIcTpoe pasBepTbiBaHNE l l l l

| | | |
= =28 g =

MacTep-o6pa3s Onepaunn 3anucu

24



LLiInpokne sBoamoxxHocTu ang OC

MoppepxxkKa pasHbiX BEPCUM:
= [lopoepxka Windows n Linux kak Ha KITMEHTCKOW, TakK 1 Ha CEPBEPHOIN CTOPOHAaX
= [logknoyeHne K BUpTyasbHbIM paboynmMm MecTam 1 TeEPMUHaNbHbIM CepBepam

= [lopggepXka WNPOKOro crekTpa YCTPONCTB AoCcTyrna

OnepaunoHHas BupTyanbHbinn TepMunHanbHbIN Yctpouncrtea
cucrtema paéouunn cTon cepBsep poctyna
+ + +

AnbT

Pen OC + + +
Astra Linux + + +
Ubuntu - _ +
KnneHtckne Windows + - +

Windows Server + + +




3awmLLeHHbIN TepMuHan Ha 6a3e Kaspersky OS N

MopknioueHns [MapameTpbl  VIHCTpYyMeHTbI

= PagpaboTaHa Bepcus KneHTa
Basunc.WorkPlace ons
KasperskyOS

MopknioyeHne

*  [lpuHumnunansHo HoBag OC
Ha 6a3e MUKPOSAEepPHON
apxutekTypbl (He Linux)

* |leHTpanusoBaHHOe yrnpaBneHmne
TepMnHanamu vyepea Kaspersky
Security Center

Mpsmoe RDP-nopknioueHne MopxnoueHwne k basnc.Workplace

= CoBmecTHad pa3paboTka
N TECTUPOBaHME 019 co3naHnd
COBPEMEHHOIN 3aLUMLLIEHHON
nHppacTpykTypbl BPM

KTC-13435  © Her cesian c Kaspersky Security Center  EN 27 qiHB. 14:16
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Pokyc Ha aKcnayaTauumio

= Peannzauuns MHOMMX GYHKLINIA 06CNYXNBaHNS

=  OTnpaBKa coo6LLEeHNI NOAKIOYEHHbIM MONb30BaTENSaM

= C60p ANarHOCTUYECKMX AaHHbIX C YCTPOMNCTBA 4OCTYMNa Nofib3oBaTenNnd

= [logknoyeHne B ceccuio Nonb3oBaTend a4 okasdaHngd TEXHNYECKOM

NoOAEPXKN

= OT4eTbl NO paboTe nosb3oBaTesnel i CUCTEMbI

= [lpepnocTtaBneHmne nonHbix APl ons octanbHoOro

R~ OTBA3aTh Nonb3oBaTenei

Myn

UTHDHBMTI:: coOo6LEHWE NOAKNHYEHHBIM KNMeHTam

OBHOBWTE areHT

PC roToBbix K NoOKMK

PC He roToBbIX K NOOKNHYeHWH

HocTynHbIR ropAYKiA pesepe

MNapameTpbi

OoctynHoCTh

Twn nyna PC

Pexum cospnaHm:

KTC-01085398

N

WHdopmaums OuardocTuka

KTC-01085398
95672d4a-fd32-4bd1-a94a-26439
eda9c73 W
10.0.244.10

21.09.2022,15:13
21.09.2022, 1525

vdi-user02
vdi-user02

Paspelwen

21.09.2022,15:13

Bepcua knveHTa 1.6
OnepayuvoHHas cUcTemMa KasperskyQS-SDK-TC-2.0.0.589

MamsaTs 0MB

Network adapters 10.0.215
52:54:00:12:34:56
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Pokyc Ha 6e30MacHoOCTb

CKana"p Cospars ~

CobbiTus

XypHan onepauun

CepbesHocTb Monb3osar.. ID nonb30s... |P-agpec Onepauus

= [IByxdakTopHasa ayTeHTudunkaLums = KaTanoru nonb3oBaTtenenu
= PyToKkeH = Microsoft Active Directory
= eToken = SambaDC
= ESMART Token = QOpenLDAP
= JaCarta = FreelPA
= WHTterpauwns c Kaspersky =  PaclwunpeHHoe XypHanmpoBaHme

Obvekr

Tun obvekra
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boraTbin pyHKLUNOHaN peLlleHns

YnpaBneHue

My6nunkaung BupTyanbHbiX padounx ctonos Windows n Linux

MapkupoBaHune paboyrx CTONOB 1 TEPMUHabHbBIX CePBEPOB,
Ha yCTapeBLleM LabnoHe

CwmeHa WwabnoHa pa6oqero CTONa nnm tepmMmmnHasibHOro
cepBepa C aBTOMaTn4eCKnNm rnepecosgaHmnem

3apaHune hostname paboyero ctona Ha Linux B COOTBETCTBIN
¢ mackou B nyne PC. MapknpoBaHmne paboynx CTONOB C
yCTapeBLUNM areHToM

MepemellueHne paboynx CTONOB MexXay nynamm

CBOOHbI 3KpaH nyna paboynx CToNoB

Be3zonacHocCTb

3agaHue NpuBUNernin Nnonb3oBaTtesiel B CECCUOHHOM MyJsie Ha
6ase Windows B HacTpowkax nyna, a He B HAaCTPOWKaX areHTa

TarvmayT HeakTUBHOCTW AN NepcoHann3npoBaHHbIX nynos PC

AoMnHUCTpUpoBaHmne

[My6nnkaunsa TepmMmunHanbHbix cepBepoB Windows u Linux

3apgaHue VLAN B HacTporikax nyna paboumnx CToNoB
N TEPMUHaNbHbBIX CEPBEPOB

ABTOMaTM3NPOBaHHOE O6HOBMEHNE areHTa BPM

O6paboTka HegocTynHocT BPM B KOHCOM agMUHMCTpaTopa

Moppoepxka

OTI'IpaBKa COOOBLLIEHNI NOOKMIOYEHHbIM MOJIb30BaTENAM

[logknoueHne B ceccuio Nonb3oBaTend o9 okasaHus
TEXHNYECKon nogaepXkKn

OTyeTbl NO pa60Te nonb3oBaTenen n CUCTEMbI

C60p AnarHoCTNYEeCKMX AaHHbIX C YCTPOMCTBa AOCTYNa
noJib3oBaTens
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[ nnepkoHBepreHTHada nnaTtdopma

MawwuHa BupTtyannsauum Ckana”p MIB.BPM

MawunHa BupTyanbHbix pabounx mect Ckana"p
MB.BPM BkniouaeT cnegyrowme KOMMNOHEHTbI
nnaTdopMbl:

= [mnepBr30p, 0becneyrnBaloLLNA KiacTep BbICOKON
OOCTYMHOCTN

= [IporpaMMHO-onpenensemMas CMcTema XpaHeHus,
peanunaylolas MHOroypOBHEBOE BbICOKOAOCTYMHOE
XpaHeHne gaHHbIX

=  CucTema ynpaeneHus, obecrnednsaioLLas ynpasneHmne
KOMMOHEHTaMU «3 OOHOIO OKHa», 1 Takne GyHKLN Kak
Knactep 6anaHCUPOBKIN HarpysKu

—

XpaHunuwe

\ J

YnpasneHue

—
—

MHoroypoBHeBoe

&

—

XpaHunuiie

. J

» BbICOKOAOCTYNnHoe <«
XpaHeHne gaHHbIX

—
—
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TexHnueckas nogaepxka n ycnyrim

N

MawwwuHbl Ckana”p nocTaBASOTCS C NakeTamMmu yCiyr TEXHNUYEeCKON Nopae pXXKu:

24x7

TexHuueckast C NoAAePXKON

X ' 1-5 ner

© BO3MOXHOCTb aBaHCOBOI 3aMEHbl 1 PEMOHTa C BO3MOXHOCTbIO

nopaepxka n3 : CNyXx6 akcnayaTauunm 060pYyROBaHNS MO MECTY YCTaHOBKU; : npogneHns
«OHOro OKHa» . B KPYr/IOCYTOYHOM pexunme onuung HeBo3BpaTa HakonuTenen ¢ faHHbIMN
KpyrnocyTto4yHo

= 8-800-234-23-25

= tac@skala-r.ru

" JINYHbIN KabuHeT Service Desk
= https://tac.skala-r.ru

B nporpammy nogaepxkiu BXOOUT:

" pelleHne NnHUnaeHToB
" KOHCYJIbTauunwn no akcrityatTaunmm MaLunH

= npepocTaBneHne obHosneHnin MO

[lononHunTenbHbie
npodeccroHanbHble yCyru

[Nporpammbl LONOAHUTENbHbIX KOHCYbTaLNA
agMNHNCTPUPOBaHNE 1 akcnnyaTaunm MawmnH
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[Touemy 3aka3uunku BbibupatotT Ckana”p

[(ny6okasa nHterpaumns n BCTpeyHasa ontummn3aauns
KOMMOHeHTOB OT nnatdopmeHHoro N0 o
MUWKPOKOHTPOS1EPOB:

Bbicovaniuas yCToON4YnMBOCTb
IKcTpemanbHag Npon3BoaAnNTENbHOCTb

CTtabunbHble NokasaTenun Ha nNpenenbHbIX Harpyskax

CepuiiHbI BbiMyCK, NogaepXKa N CepBUCHOE 0bCnyXnBaHne 24*7
BbicTpoe pa3BepTbhiBaHVE U BBOA, B SKCMyaTaumio

CooTBeTCcTBIME TPE60BAHNAM K KPUTUYHbBIM, BbICOKOHArPY>XEHHbIM
NHGOPMALVOHHBIM CUCTEMAM

CHmxeHne coBokynHowm ctonmocTuy BnageHuns (TCO)

—
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MALNHA XPAHEHWSA DAHHBIX

MALIVHA BA3 DAHHDBIX

ckana’p I | ckana’p

!
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