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NHdpopmauws, npeacTaBneHHas B [JOKYMEHTe, HOCUT  WCKIHOYMTENBHO
NHOPMAaLMOHHbIV XapakTep, SABMSETCS akTyanbHOW Ha AaTy pa3MeLLeHusl.

TexHuyeckne xapakTepucTuku, NPpUBEAEHHbIE B JOKYMEHTE — CMPaBOYHbIE N HE MOTYT
CMY>XWUTb OCHOBaHMEM AN NPETEH3UM.

TexHn4eckne XapakKTepuctmkmn M™MOrytT otTnn4daTtbCAa OT nNpuBedeHHbIX BcCleacrtesne
MO,D,VI(bI/IKaLl,I/II/I n3genum, u MOryT ObITb NU3MEHEHbI npomn3soanTenem be3 yBE€O4OMITEHUA.

[OKyMEHT He siBnsieTca nyonnyHom ogepTon N He COAEPXKNUT Kaknx-nmbo obsisaTtenbcTs
000 «CKANA-P».

BBepeHne 3un347
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NEPEYEHb TEPMWUHOB N COKPALLEHUA

TepMuH, coKpallueHue

OnpepeneHue

HDD (aHrn. Hard disk drive) TBepaoTenbHbI HAKONUTENb AaHHbIX
0€e3 NoABMKHbLIX YacTen, MCMONb3YIOLWNN heppoMarHUTHbIE
NNacTUHbl ANs XpaHeHUst Hpopmaumm

IP-agpec (ot aHrn. Internet Protocol) YHuKanbHbIA 4YUCNOBOW
naeHTUduKaTop, NpUcBanBaembln YCTPOMCTBY B CETU ANd ero
naeHTUdnKaumm 1 agpecaumm

IPMI (anrn. Intelligent Platform Management Interface)
WHTennekTyanbHbIn MHTEphenc ynpasneHms nnatdopmMmon
ANS aBTOHOMHOrO MOHUTOPWHIa 1 ynpasrneHus PyHKUMSMMU,
BCTPOEHHbIMU HEMOCPEACTBEHHO B annapaTHoe 1
MUKponporpaMmmHoe obecneveHne cepeepHbIx NnaTopm

Postgres HassaHune CYB[ (cuctembl ynpaBneHus 6aszamm AaHHbIX)

SSD (aHrn. Solid-State Drive) 3anomuHaiowlee yCTPOMCTBO Ha
OCHOBE MUKPOCXEM NamATh

b basa gaHHbIX

EPPII EovHbIN peecTp poccuickux nporpamm (MuHumdpbl)

EPPPI EOVHBIN peecTp pOCCUNCKON paguoanekKTpOHHOW NpoayKumnm
MwuHnpomTopra P®

oC OnepaunoHHas cuctema

no lNporpammHoe obecneveHne

P MMOT EQVHBIN peecTp pOCCUNCKON pagno3anNekTPOHHON NPoayKLnn
MwuHnpomTopra P®

cro CneunanbHoe nporpammMHoe obecneveHne

CyYb[ Cuctema ynpasneHus 6aszamu gaHHbIX, COKp.

Loa LleHTp 06paboTkm gaHHbIX

BBepeHne

4n347
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1. NTIPEANCIIOBUE

OnucaHne OoKyMeHTa

OTOT TexHuyeckni 0630p [aeT KOoHUEeNnTyanbHbI U apXUTEKTYPHbIM 0630pbl MawwuHbl 6a3
AaHHbIX Ckana” p MB[.M.

Bpowiopa onucbiBaeT TO, Kak ONTUMU3NPOBAHHbIE MPOrpaMMHO-annapaTHble KOMIMIEKChbI
OTBEYaloT COBPEMEHHbBIM BbI30BaM, 1 pokycupyeTcs Ha MawunHe 6a3 gaHHbIx Ckana” p MB[.MN
Kak O4HOM U3 NUANPYIOLLNX peLLEeHNn B 3TOM CEerMeHTe.

Ayountopus

OTa GpoLtopa npegHasHayeHa ans coTpyaHMKoB koMnaHum Ckana’* p, napTHEPOB 1 3aka34ynkos,
nepeg KOTOPbIMW CTaBATCA 3agayn pas3paboTKM peLlleHus, 3aKynku, YMNpaBreHus Wunu
akcnnyataumm MawwuHbl 6a3 aaHHbIX Ckana” p MBA.MM.

ObpaTHas cBs3b

Ckana’p 1 aBTOpbl 3TOr0 AOKyMeHTa OyayT paabl obpaTHon cBA3M no Hemy. CBSXUTECH C
KomaHngon Ckana’ p no aneKkTpoHHoM nouTe support mbd@skala-r.ru.

BBepeHne 5wn347
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2. BBEOEHUE

MawwuHa 6a3 gaHHbix Ckana” p MB[.IM — 310 MogynbHbIV NporpaMMHO-annapaTHbI KOMMEKC
Ans 06paboTkM U XpaHEHMS AaHHbIX, CneynanbHO NpedHasHavYeHHbIn ons ‘akennyaTtauum CYB[
Postgres Pro B coctaBe BbICOKOHArpy>eHHbIX MHPOPMaLMOHHBIX CUCTEM.

MawuHa 6a3 paHHbix Ckana“p MBAO.M nossonger obecrneunTb  NOBLILEHHYHO
NPOU3BOANTENBHOCTL W OTKA30yCTOMYMBOCTb WHMOPMALMOHHBIX CUCTEM, B COYETaHWUM CO
CHWXeHWeM 3aTtpaT 3a cyeT npopaboTaHHOW WHTerpauuMu annapaTtHoro M MpPOrpaMMHOro
obecneyeHns, MPUMEHEHUS OTKa30YCTOMYMBLIX apPXUTEKTYP W  SKCKMIO3MBHBIX Mogenewn
nuueHsmposanus MO ncnonb3yemMoro B coctaBe KOMMIeKea.

MawuHa ©6a3 pgaHHbix Ckana“p MBA.M1 npegHasHadyeHa Onsg  pasMeLLeHust
BbICOKOHarpyXeHHbIx 6a3 gaHHbix o6bemom ot 10 go 160 T6anT, B 3aBMCMMOCTHM OT BblIGpaHHOro
npuoputTeTa NPON3BOAUTENBHOCTU NN 0b6beMa.

MawwuHa 6a3 gaHHbix Ckana” p MB[.IT — komnnekcHoe 3aKOHYEHHOE peLLeHMe, BKIHOYatoLLee
B cebsa Bce Heobxoanmoe oT Moaynen BblMUCIEHNS N XpaHEHWA daHHbIX, BkAo4vas Mogynb
pPEe3epBHOr0  KOMMPOBaHUS, A0 TENEeKOMMYHWKALMOHHbIX  Moaynen, obecnedmBaroLmx
CBEPXCKOPOCTHYIO CeTeBYK cpefy W  UHTepdencbl UWHTerpauuu, a Takke cuctemy
WHTENNEKTYarnbHOro yrnpasneHusl.

Bbicokass nNpoM3BOAUTENBHOCTb pelleHuMs OOoCTUraeTcs B TOM  4Yucne nNpPUMEHEHUEM
onTUMarnbHbIX MO MNPOM3BOAUTENBHOCTM KOMMMEKTYOWMX WM COBPEMEHHbIX CTaHOapTOoB,
HakonuTenen SSD, ceTesbix npoTokono 100 Gigabit Ethernet.

Mommmo  cTaHgapTHbiX MeTodoB obecneyeHWss  OTKa3oycTOM4MBOCTH, AybnupoBaHwue,
n3bbITOMHOCTb, GanaHcupoBKa, KomnnekTywowue MawnHbl npoxoaaT CcTporuin otbop w
Banugauuio,  UCMNONb3ylTCA  cneumanusvpoBaHHble Bepcum 10,  obecneumBatowme
BO3MOXHOCTU Kractepmsauun (kK npumepy cneumanusnpoBaHHas Bepcus CYB[ Postgres Pro
Enterprise), a Takke 0b6s3aTenbHOE pe3epBUpoOBaHNE KPUTUHECKUX KOMMOHEHTOB N YCTONYMBbIE
ceTeBble NPOTOKOSbI.

MawwuHa 6a3 paHHbix Ckanap MB[MO.I cogoepxuT Bce HeobxoauMMmble SfeMEHTbl Ons
aKkcnnyataumm BbicOkoHarpyxeHHon CYB[l Postgres. dusmyeckoe NoAKMOYEHWE K BHELUHUM
ceTaMm nepenadn JaHHbIX OCYLLECTBNSETCA C MOMOLLBIO CcTaHAapTHOro nHtepderica Ethernet.

PeanunsoBaHbl (YHKUUM MOHUTOPWUHIa COCTOSIHMSI KaK annapaTHblX, Tak M MNporpammHbIX
KOMMNOHEHTOB peLLeHus], a Takke Heobxoanumble YHKLUM yNpaBreHus.

MawwuHa 6a3 paHHbix Ckana’p MBMO.IN gonyckaeT pasmeweHue B ogHom Mopyne cpasy
HecKomnbknx 6a3 gaHHbIX, NMPedocTaBndAs BO3MOXHOCTM ANA UX KOHCONMMAAUMU N CHUKEHUS
CTOMMOCTM 3KCnyaTaumm.

MawwuHa 6a3 paHHbIx Ckana” p MB[.IN BnepBbie 6bina npeactasneHa B 2015 roay kak NpoaykT
B nuHeinke NMAK CKAJA-P CP/I1. C Tex nop, Ha OCHOBaHMUM HAKOMSIEHHOO OMbITa 3KCMNyaTaLumu,
KOMMMekc Oblf1 3HaYMTENBHO YCOBEPLLUEHCTBOBAH M nepepaboTaH.

PelweHne BHegpeHO B KPYMHbIX KOPMOPaTUBHLIX W [OCYAAPCTBEHHbIX OpraHusauumsix,
WMHCTanndunoHHasa 6asa coctasnsieT 6onee 2000 yanos.

lMporpammHo-annapaTHble  komnnekcbl MawwuHa 6a3 paHHbix  Ckana’p  MB[AO.M
n coctasnstowmne nx Mogynm skntoveHol B EPPPI n paboTtatot Ha MO, BkntoyeHHom B EPPT.
MawwuHa 6a3 gaHHbIx Ckana” p MBA.IN Takke Haxoantcs B EPPIT.

BBepeHne 6nsdj
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3. OTNNIMYUTENbHBIE YEPTbI

1. HagexxHoe xpaHeHue 1 BbiCOKONpousBoanTenbHas obpaboTka 60nbLLnX
06BbEMOB AaHHbIX

O6bem 6a3 gaHHbIX oo 80 Toant

O6bem 6a3 gaHHbIX 4o 160 T6anUT Npy CPeaHNX N HUSKUX Harpy3kax
MponssoantenbHocTb 6onee 135 ktpsB no tectam pgbench
dopmupoBaHme KaTacTpopoyCcTONUYUBBIX peLLeHUi

. Bbicokasi npon3BoAUTESTIbHOCTb

CGanaHCcMpOoBaHHbIN KOMNNEKT 06opya0BaHNS

OnTUMMU3aLMA apXUTEKTYpbl C NPULENOM Ha obecrneyeHne BbICOKOWM NPOM3BOAUTENIBHOCTH
ONTUMU3MPOBaHHAs fokarnbHasi CUCTEMA XpaHEeHUs

CneuvanunsnpoBaHHble HaCTPOWKM UCMONb3yeMOro NporpamMmmMHoOro obecneyeHust

Ocobble anropuTMbl pe3epBHOro KONMMPOBAHUSI U BOCCTaHOBINEHUS!

MpopaboTaHHble BapyaHTbl AN TUMOBbLIX MPUMEHEHWIA

. OTKa30yCTONYNBOCTb Ha BCEX YPOBHSIX

HagexHble KoMmnnekTyoLwmne

Pe3epBupoBaHue 3Ha4MMbIX KOMMNOHEHTOB Ha annapaTHOM ypOBHE

OTkasoycTtonumeas apxutektypa CYB[] n pe3epBHOro KonnmpoBaHusi

OnepaTtrBHasa BOCCTaHaBMMBAEMOCTb NMpu cb6oax (MMHUManbHble 3HadeHnst RTO 1 RPO)

. [MpropnteT coXpaHHOCTWN AaHHbIX

lMonHble N NHKPEMeEHTanbHble kKonun 6a3 faHHbIX
XpaHeHne apxmBHbIX XypHanoB
3awmTa kawa npu cboe nuTaHus Ha annapaTHbix RAID

. ObecneyeHne ka4vecTBa npu pasBepTbiBaHNN

OnTuManbHOCTb HAaCTPOEK NpoBepeHa TecTamm

ABTOMaTM3NPOBAHHOE pa3BepTbiBaHNE UCKITHOYAET YeNoBeYeckme oLLnbKn
CraHpgapTu3auus pasBepTbiBaHWUSA rapaHTUpPyeT COOTBETCTBME PeLLeHMUs 3asiBIEHHbIM
XapaKkTepucTmkam

. HenpepbIBHbIN KOHTPOSIb COCTOAHUS

BcTpoeHHasn cuctema MmoHutopuHra Ckana’ p BusmoH cneumansHo paspaboTtaHa ¢ y4eToM
onbiTa 3KcnnyaTauum Ha CTopoHe 3aka3ynkoB M 0COBEHHOCTEN NOCTaBNSEMbIX
nporpaMMHo-anmnapaTHbIX KOMMNIEKCOB

MoHnuTopuHr pabotocnocobHocTn CYB[ n obopynosaHus

MpeaHacTpoeHHbIE NOPOroBble 3HAYEHMSI KPUTUYHBIX NapamMeTpoB

Pa3nunyHble kaHanbl MHPOPMUPOBAHUSA O AOCTUXKEHMUN NOPOrOBbIX 3HAYEHMWI KINIOYEBbIX
METPUK MU OTKINOHEHUNAX B paboTe

7. Yny4lweHHble BO3MOXHOCTU aAMUHUCTPUPOBAHUS

BcTpoeHHas cuctema aBTomatmMsaummn agMMHUCTPUPOBAHUA 1 0bcnyxmBaHma MalumnHbl
Ckana” p NeHowm, cneunanbHo paspaboTaHHas ¢ y4eTOM OnbiTa 3KCNyaTauumn Ha CTOpoHe
3aka3umkoB M 0COGEHHOCTEN NOCTaBNAEMbIX MPOrpaMmMHO-annapaTHbIX KOMMSIEKCOB

OTnnumnTenbHble YepThl 7nsd]
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= ABTOMaTM3MPOBAHHbIE OENCTBUS MO BbINOSHEHWUIO CNOXHbLIX ONepaunin ¢ Knactepom
n yanammu

= B uensx cHwxeHusa TpygosaTpaTt o BHEAPEHMUIO B CYLLLECTBYIOLLME pELUEHNA COXPaHEHbI
BCe CTaHA4apTHble MexaHU3Mbl ynpasneHus Postgres

8. Obecne4veHne akcnnyaTauum

= LleHTpanusoBaHHas nogaepxka peleHus

= EpAuMHasa Touka OTBETCTBEHHOCTM 3@ BECb KOMMIIEKC

= BbInyck ncnpasneHnin n pekoMmeHgauunn

= [Macnopt MawwmHbl B KomnnekTe n B cucteme Ckana’p FeHom

= O6y4yeHune nepcoHana 3akas4uvka

= ABTOMaTM3aUMA yNpaBreHUs XU3HEHHbIM LUKIIOM n3aenuns

= [lpogBuHyTOE ynpasneHue 6bICTPbIM pe3epBHbIM KOMMPOBAHWEM U BOCCTaHOBMNeHMeM 6a3
AaHHbIX

9. OKoHOMMYecKkas a(PPEKTUBHOCTb

= CneumanbHble ycriosus no nuueHampoBaHuio CYB[ Postgres Pro Enterprise
= CoKpalleHHble CpoKM BBOAA B KCMyaTaLumio
= Tonbko Heobxoanmble AN KOPNOPaTUBHOIO PELLEHNS KOMMOHEHTbI

10. AnbTepHaTtmBa Oracle Exadata ons TpaH3aKUMOHHBIX U TMOPUAHLIX
HarpysokK

= [oToBas, cbanaHcMpoBaHHas, 0TKAa30yCTONYMBAS U MOSTHOCTBIO OTMaXeHHaa cepunHas
MawmwnHa 6a3 gaHHbix ana CYB[, Postgres

= BblCOKMe HageXxHOCTb 1 NPOU3BOAUTENBHOCTb

= KayvectBo, nogTBepXaeHHOE OMNbITOM NPAKTUYECKOro NPUMEHEHNS

OTnnumnTenbHble YepThl 8 ns 47
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4. NOATBEPXAOEHHASA BE3OIMNACHOCTb

MawuHa 6a3 paHHbix Ckana”p MB[MO.IT nocrtaensietca ¢ cepTMdMUMPOBAHHOWN
OC Anbt CIT (ceptudpmkar dCTIK 3866 ot 10.08.2018, gencteyet go 10.08.2028),
KoTopas:

MoxeT NMPUMEHATBLCA ONA 3alUNThbI I/IHC*)OpMaLI,l/II/IZ

= B 3HaummbIx 06bekTax KpuTnieckom NHopmMaLnoHHON MHAPACTPYKTYpbl 1 kaTeropuwm,
B rocyapCTBEHHbIX MHpOPMaLMOHHBLIX cucTeMax 1 knacca 3almiLeHHOCTH

= B aBTOMaTU3UpoBaHHbLIX cMCTEMaxX ynpaBrneHns Nponu3BoaCTBEHHLIMU U
TEeXHOnorm4eckMmmn npoueccamu 1 knacca 3almeHHOCTH

= B MHdopMaUMOHHBLIX cMCTEMax NepcoHarbHbIX AaHHbIX NPWU yCTaHOBIEHHOM Y3-1
(NepBbIN YPOBEHb 3aLLULLLEHHOCTUN NEPCOHAsbHbIX JaHHbIX)

= B nHdopmaumoHHbIX cuctemax obuwero nonb3oBaHus |l knacca

COOTBeTCTByeT Tpe6OBaHI/IFIM cnegyrwmx HopMmaTnBHbIX JOKYMEHTOB!

= «TpeboBaHms  6GesonacHOCTM  MHOPMaUMM K  OMEPAUMOHHBIM  cUCTEMaM»
(PCTIK Poccuum, 2016) n «MNpodurnb 3awmThl onepaumoHHbIX CUCTEM Tuna A 4eTBEPTOro
knacca 3awmtbl. UT.OC.A4.M3» (PCTIK Poccumn, 2017) no 4 knaccy 3awmTbl

= «TpeboBaHna no 6Ge3onacHOCTM WHOPMaUUN K CpeacTBaM KOHTenHepu3auum»
(PCTIK Poccum, 2022, npukas Ne 118) no 4 knaccy 3awuTbl

= «TpeboBaHua no 6Ge3onacHoCTM WHOPMAUMM K cpeacTBaMm  BUpTyanusauum»
(PCTIK Poceun, 2022, npmkas Ne 187) no 4 knaccy 3awumThbl

= «TpeboBaHna no 6GesonacHOCTM WMHOPMaUUK, YCTaHaBNUBAKOLWME YPOBHWU LOBEpUs
K CpeactBaM TexXHW4YecKkon 3awuTbl WHopMaumm u  cpeactBam  obecneveHus
BGe3onacHoCTN MHGOPMaUMOHHBIX TexHonornny (PCTIK Poccun, 2020, npukas Ne 76)
no 4 ypoBH0 JOoBepus

= «TpeboBaHunsa no 6esonacHOCTM MHGOPMaLUN K cCUcTeMam ynpasneHns 6azamm JaHHbIX»
(PCTIK Poccun, 2023) — no 4 «knaccy 3awuTbl W TEXHUYECKUM YCIOBUAM
643.20663116.00002-12 TY

B MawwuHe 6a3 gaHHbIx Ckana”p MB[.M vcnonb3yetca ceptudmumpoBanHaa CYB[]
Postgres Pro Enterprise (ceptudpmkar ®CTIK 4063 ot 16.01.2019), koTOpas:

MoxeT NpuMeHATbLCA Ang 3alnTbl MHOpMaLMN:

= B 3HaummbIx 06bekTax KpUTnieckom MHOpMaLNoHHON MHAPACTPYKTYpPbl 1 kaTeropuu,
B roCyapCTBEHHbIX MHOPMAaLMOHHbLIX cucTemax 1 knacca 3almeHHOCTH

= B aBTOMaTU3MpoBaHHbLIX cucTeMax yrnpasrneHns nponu3BoaCTBEHHbIMU U
TEeXHOoorm4eckMmun npoueccamu 1 knacca 3almLeHHOCTH

= B MHdOopMaUMOHHBLIX CUCTEMax NepPcoHarbHbIX AaHHbIX NPy HEOBXO0AMMOCTH
obecneyveHns 1 ypoBHS 3aLLMLLEHHOCTM NEPCOHANbHbIX AaHHbIX

= B mHdopmaumoHHbIX cuctemax obuero nonb3oBaHus Il knacca

COOTBeTCTByeT Tpe6OBaHI/IFIM cnegyrowmnx HopMaTUBHbIX JOKYMEHTOB:

= «TpeboBaHus no GesonacHOCTM WHGOPMAaLMKM, yCTaHaBNUBAOLME YPOBHWU [OOBEPUS
K cpeacTBaM TEXHUMYECKOM 3aluTbl WMHopMauum u cpeactsam obecrneyeHus

MNoaTBepxaeHHas 6e30MacHOCTb 9 ns3 47
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6esonacHocTn MHdopMaumoHHbIX TexHonormny (PCTIK Poccum, 2020) — no 4 ypoBHIO
aosepus

«TpeboBaHusi o 6e3onacHOCTM MHOPMaLUMK K cUCTeMaMm ynpaBrieHnst 6aszamm SaHHbIX»
(PCTIK Poccumn, 2023) — no 4 knaccy 3almTbl

[MpoTecTupoBaHa COBMECTMMOCTb C HanoOXeHHbIMU cpeacTBamMu
3aLlUUThI:

1.

CepTudnumpoBaHHoe aHTUBUPYCHOE CpencTBO 3awwmtbl Kaspersky

Endpoint Security ana Linux (ceptudmkar ®CTIK 2534 ot 27.12.2011,
pevcteyeT o 27.12.2030):

MpuMeHsieTcsa ANs 3almTbl MHOOPMaLUN:

B rocyaapCTBeHHbIX I/IH(*)OpMaLI,VIOHHbIX cuctemax | knacca 3alWnLEHHOCTH

B uMHMOPMALMOHHBLIX cUCTEMax MepcoHanbHbIX [aHHbIX NpU  HEeobXxoaMMocTu
obecneyeHns 1 ypoBHS 3aLLMLLEHHOCTU NEPCOHAaNbHbIX AaHHbIX

B 3HaunmbIx 06bekTax KpUTUYECKOM MHPOPMALMOHHON MHPaCTPYKTYpbl 1 kKaTeropmm

B aBTOMaTU3NPOBAHHbIX cuncrtemMmax ynpaslieHnd npon3BoACTBEHHbIMU n
TeXHOJTorm4eCKknMmMmm npoueccamm | Knacca 3aWmnLLEHHOCTH

B nHdopmMaumoHHbIX cuctemax obuero nonb3osaHus |l knacca

CooTBeTCcTBYET TPEOOBAHMSAM HOPMATUBHbLIX JOKYMEHTOB:

«TpeboBaHna no 6e3onacHOCTN MHOpMaUuW, yCTaHaBNUBaKLLME YPOBHU LOBEPUSA K
CpeacTBaM  TEXHUYECKOW  3awuTbl  MHOpMauuMm u  cpeactBam  obecneveHus
6esonacHocT MHopMaUnoHHbIX TexHorornny (PCTIK Poccnun, 2020) - no 2 ypoBHIO
aosepus

«TpeboBaHus k cpeactBam aHTuBMpycHom 3awmtbl» (PCTIK Poccuu, 2012)

«[podunb 3alWmThl CPeacTB aHTUBMPYCHOW 3alimThl TMNa b BTOporo knacca 3aiutbl.
NT.CAB3.52.M3» (PCTIK Poccum, 2012)

«[podunb 3alwmThl CPEeacTB aHTUBMPYCHOW 3aluMTbl TMNa B BTOporo knacca 3awutbl.
NT.CAB3.B2.1M3» (PCTIK Poccuun, 2012)

«lMpodunb 3aWwmTbl CPEACTB aHTMBUPYCHOW 3awmTbl TMna [ BTOPOro knacca 3awiuThbl.
NT.CAB3.B2.1NM3» (PCTIK Poccuu, 2012)

«TpeboBaHMsA K cpeacTBam KOHTPOMNSA CMEHHbIX MaLUMHHbIX HOCUTEnen nHdopmMaumm»
(PCT3IK Poccun, 2014)

«lMpodhmnb 3aWwmTbl CPeaCcTB KOHTPOMA NOAKMIOYEHNA CMEHHbLIX MalUWMHHBLIX HOCUTENEN
nHcopmaLmm BToporo knacca 3awmtbl. UT.CKH.M2.M3» (PCTIK Poccumn, 2014)
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2. CeptndmuympoBaHHoe cpeacrtso  gosepeHHou  3arpy3km  [1AK
«Cobonb» Bepcus 4 (ceptudomkat PCTIK 4043 ot 05.12.2018, nencreyer
no 05.12.2028)

[MpmeHsaeTca ans 3awuTbl MHpopMauun:

= B rocygapctBeHHbIX MHOPMaLUMOHHBIX cucTemax | knacca 3aluLEHHOCTH

= B WHMDOpMaAUMOHHBIX cucTEMAx MepcoHarnbHbIX AaHHbIX NpY  HeobxoaAMMocCTu
obecrneyeHnst 1 ypoBHS 3aLLMLLEHHOCTU NEPCOHanbHbIX AaHHbIX

= B 3HaummbIx o6bekTax Kpntnieckom nHpopmMaLnoHHON MHAPPACTPYKTYpbI 1 KaTeropun

= B aBTOMaTM3MPOBAHHbLIX  CUCTEMAxX  YMpaBlieHuUs NPOM3BOACTBEHHbLIMU 7]
TEXHOMNOMMYeckMMm npoueccamu | knacca 3awmLEHHOCTH

= B nHdopmaumoHHbIX cuctemax obwero nonb3oBaHus |l knacca

CooTBeTCcTBYET TPEOGOBAHMAM HOPMATUBHBLIX OKYMEHTOB:

= «TpeboBaHua no 6e3onacHOCTU MHOPMaLUK, YCTaHABMMBAOLIME YPOBHU AOBEPUS K
cpeactBaM  TeXHMYECKOM  3awuTbl  MHopmaummM un  cpeactBaM — obecneyeHus
6e3onacHOCTM MHOPMaLMOHHBIX TexHonoruny (PCTIK Poccuu, 2020) - no 2 ypoBHIO
aosepus

= «TpeboBaHus k cpeacTeam gosepeHHou 3arpy3kn» (PCTIK Poccun, 2013), «IMpodunb
3aWMThl cpeacTBa QOBEPEHHOW 3arpy3kuM YPOBHS MnaTthl pacluMpeHusl BTOPOro Knacca
sawmTtbl. UT.CO3.MP2.M3» (PCTIK Poccun, 2013).»

3. CepTndmuympoBaHHasa cuctema eguHon ayTeHTudumkaumm Avanpost
FAM (ceptudpukat ®CTIK 4492 ot 13.12.2021, pencteyeT Ao 13.12.2026)
[MpumeHseTca ona 3awuTtbl MHOPMaLINK:
= B 3Ha4YMMbIX OO bEKTAX KPUTUYECKON MHAPOPMALMOHHOM MHAPACTPYKTYpbl 1 kKaTeropum
= B rocygapcTBeHHbIX MHPOPMALMOHHBIX cMcTemax 1 knacca 3awuLeHHOCTH

= B aBTOMAaTU3NPOBAHHbIX cucrtemax ynpasneHua npon3BoaACTBEHHbIMU n
TEeXHOJToOrm4eCKknMmMmm npoueccamm 1 knacca 3awmLEeHHOCTH

= B I/IHCbOpMaLWIOHHbIX cucremax nepcoHarbHblIX OaHHbIX TMpU HeobxoaMMoCTH
obecneyeHnsa 1 n 2 YPOBHA 3alNLLIEHHOCTN NepCOoHalbHbIX AaHHbIX

COOTBeTCTByeT Tpe6OBaHI/IFIM pykoBOOALLNX OOKYMEHTOB!

«TpeboBaHua no 6GesonacHOCTM WHGOPMaUMK, YCTaHaBMMBAKLIME YPOBHU [OBEPUSA K
cpeactBaM TEXHUYECKOW 3almTbl MHOpMauuMnm u cpeactsam obecneyeHus 6esonacHOCTH
NHPOPMaLMOHHbIX TexHonormn» (PCTIK Poccun, 2020, npukas Ne 76) no 4 ypoBHIO fOBEpUS
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5. MIPOU3BOACTBO B POCCUNCKOU ®EAEPALLIUMN

Cneuymanuctamm komnanmm Ckana’*p 6Gbina npoBedeHa cyuwecTBeHHas paboTa No co3faHuio
CXEM U KOHCTPYKTMBHOIO McnonHeHna MawwmHbl 6a3 gaHHbix Ckana”p MB[.IM, ocHoBaHHOro
Ha npuHUMNe MoaynbHOCTU. PesynbTaTbl NpoBefeHHOW paboTbl Ha CErogHAWHUA OeHb
He UMELOT aHanoroB Ha pbiHke PO.

MawwuHa 6a3 gaHHbix Ckana”p MBA.M BknoyeHa B peecTp pOCCUACKON pagnosrieKTPOHHOM
NPOAYKUMM N B pEECTP POCCUNCKOWN NPOMBbILLIIEHHOW MPOOYKLNNA.

MawuHa 6a3 paHHbIXx Ckana’“p MB[LO.M nocrtaBnAetTcd eauvHbIM  KOMIMIIEKCOM, OHOW
HOMeEHKIaTypHOM nosuumen kak MNporpammHo-annapaTtHbli komnnekc (MAK). MNpu atom MawwnHa
cocTouT n3 Habopa oTaenbHbiXx Moaynen (Kaxabli M3 KOTOPbIX Takke SBNAETCA usgenuem
B peecTtpe POl MIT), yto o6ecneunBaeT ruOKOCTb KOMMNEKTALMN 1 MOLAEPHN3ALMM TOBAPHBbIMMN
no3nunamMmn 13 peectpa.

MawuHa 6a3 paHHbix Ckana“p MB[MO.I1 npusHaHa npousBegeHHsIM B P®  ToBapowm,
B cooTtBeTcTBMM C [lpaBunamy Bbigayu 3aknloyeHuss O NOATBEPXKAEHMM MPOM3BOACTBA
NMPOMBILUNEHHON MpoaykumMm Ha Tepputopun Poccunckon Pepepaunn, yTBEpXKAEHHLIMU
noctaHosneHvem lNpasutensctea oT 17 nons 2015 r. Ne 719.

MawwuHa 6a3 gaHHbIx Ckana”p MBA.M cootBeTcTBYET NocTaHoBneHuto Npasutenbctea PO
Ne 616 ot 30 anpensa 2020 r. o 3anpeTe Ha 3aKynky UMMOPTHOW PagNo3NEKTPOHHOM NPOoAYKLUK
n noctaHoBneHuto MNpaeutenbctea PP Ne 925 ot 16 ceHTs16pst 2016 r. 0 npuopuTeTe POCCUIACKOM
paanoanekTpoHHon npogykummn B 30%.

MawwuHa 6a3 gaHHbIx Ckana”p MBA.M cootBeTcTBYET NocTaHoBneHuto Npasutenbctea PO
Ne 2013 n Ne 2014 ot 03 gekabpsi 2020 r. 0 MMHMManNbLHOW AoNe 3aKynok TOBapoB POCCUNCKOrO
NPOVCXOXOEHUS.

BHVMAHWE! PeecTtpoBoe HanncaHue HaMmeHoBaHus MawuHbl 6a3 gaHHbix CKAJTA-P
MB/L.IM oTnnyaeTca OT MapKeTUHIOBOro HaNMcaHua ¢ NPMMeHeHMeEM TOBapHOIo 3Haka
Ckana’p.

TosapHble nosmumm MawunH n Mogynen Ckana” p umetot oauH kog no OKIM 2:
" 26.20.14.160 [llporpaMmmHo-annapaTtHble KOMMMEKChbl, CO34aHHble Ha cepBepax Wnu
YCTPONCTBaX, coaepXallmMe B CBOEM COCTaBe OAuH unn 6onee BblYMCNUTENBHbLIX Y310B
" 26.20.14.160 MalwuHbl BbIMUCIIMTENBHbIE 3MNEKTPOHHbIE LM(pPOBLIE, NOCTaBMAsSEMblE B
BUOE CUCTEM A1 aBTOMaTU4Yeckon o0paboTkM AaHHbIX

Hannune MawuHbl 6a3 paHHbix Ckanap MB[AO.M Ha canTe rocygapCTBEHHOM
NHPOPMAaLIMOHHOW CUCTEMBI MPOMbILLNEHHOCTU (PUCYHOK 1).
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r 1
KATANOT IPOAYILUM. MauwwnHa 6a3 aaHHbix CKAJIA-P MB/LM (PMBT .466535.002-318.01) Q

MawwuHa 6a3 gaHubix CKAJIA-P MBA.IM (PMBI.466535.002-
318.01)

¥ [JobaenTs B M3bpaHHOe W Jobaeuts k cpasHeHUo

Haittn aHanoru

00O "CKANA-P

Mockea

PucyHok 1 — MawuHa 6a3 0aHHbix CKAJIA-P MB/.I1 Ha calime 2ocydapcmeeHHOU UHGOpMayUuoOHHOU cucmemsb|
npombiwneHHocmu (FTMCII). ®paamenm cmpaHuybi https://gisp.gov.ru/goods/#/product/3738080

Mpumepbl nHbopmaumm o MawmHe 6a3 gaHHbIX Ckana”p MBA.M, skntoueHHon B EPPPI, n
Mogaynsix, BkntoudeHHbix B POIN MIMT, npeacTtasneHbl B Tabnvuax 1 M 2 cOOTBETCTBEHHO.

MawwuvHel 1 Moaynun pasnuyatoTca MCAONHEHWeM W nnatopMon (MaTepUHCKOM nnaToun
npoussoacTtea P®).

Tabruya 1 — Hupopmayus o Mawunax Crana”p MBJ.I1, exniouennvix 6 EPPPII

HanmeHoBaHue MalwunHbI Koa n3penusa

(paspaboTaH cornacHo TexHunyeckum ycnosusim PMBIT.466535.002TY) no OKNQz2

MawwHa 6a3 gaHHbix CKAJIA-P MBA.MM (PMBI.466535.002-518) 26.20.14.160

Tabnuya 2 — Ungpopmayus 06 ocnosnvix Mooynax Mawun Crana”p MBJ].I1, exniouennvix ¢ POIT MIIT

HaunmeHoBaHue Moayns Kop uspenus

(paspaboTaH cornacHo TexHunyeckum ycrnosusim PMBIT.466535.003TY) no OKNpz2
CKAJIA-P Basosbin mogynb (PMBIT.466535.003-210) 26.20.14.160
CKANA-P Mogynb 6a3 gaHHbIx (PMBI.466535.003-260) 26.20.14.160
CKAJTA-P Mogynb pesepsHoro konuposaHusa (PMBIT.466535.003-24) 26.20.14.160
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6. MIPUHUUINDbI MPOEKTUPOBAHUA

UTto6bl Nyywle noHsATb ycTponcTBo MawmHbl 6a3 gaHHbix Ckana” p MB[.M, MOXHO cpaBHUTb
€ro ¢ TPaguMUMOHHO MCMONb3yeMbiM MOAX0A0M K pasmerleHnto CYB[ Ha HekoTopom Habope
13 pasnunyHblX annapaTtHbIX 1 NPOrpaMMHbIX KOMMIOHEHTOB.

TpaanUuMOHHbIN Noaxod yHMBepcareH

B coctaB 06opynoBaHus, Kak NpaBuio, BXOOUT BbIMMCIUTENbHbBIV Y3€er, NOAKMIOYEHHbIV NO ceTn
K CUCTEME XpaHEeHVUs [aHHbIX. Y3en ucnonb3yetca Ana pasMelleHnss nporpamMmmHoOro
obecneveHnss CYB[l, cammu JdaHHble XpaHATCS B MaccMBe U MO Mepe HeobxoaumocTu
nepegaroTca No ceTu, UCNoNb3ysa CTaHA4apTHblE NPOTOKOMbI B3aumoaencTeusa. OpueHTaumsa Ha
CTaHA4apTHbIE KOMMOHEHTbI M MPOTOKOMbI NO3BONSET 06ecneunTb NpeaernbHy BapuaTMBHOCTb
NPUMEHEHUS PELLEeHNSs, a Takke BO3MOXHOCTb nogbopa KOMMOHEHTOB ANS LUMPOKOro cnekTpa
Harpy3ok. B To xe BpeMsi Takon noaxod He obecneymBaeT ONTUMANbHOCTM MOMNYyYUBLUErOCH
peLleHnsa Ansa KOHKPETHOW 3afaun, YTo aABnsieTca obpaTHOM CTOPOHOM YHMBEPCANbHOCTMW.

Ckana’p MB[.I co3pana ans CYB/[ Postgres

Llencto paspabotkm MawwuHbl 6a3 aaHHbix Ckana’p MBLA.IM 6bino co3gaHve nonHoro
KOMMJIeKTa annapaTHOro u nporpaMmmHoro obecneveHusi, agantupoBaHHoro nog CYB[ Postgres
Ans 06paboTkM 3anNpoCcoB B ONTUManbHOM cpefe. ATO NO3BONSAET MCMONb30BaTh NPENMYLLIECTBA
TOHKOW HACTPOWKN BCEX YPOBHEN peLleHns MUMeHHO nog dyHKuun n notpebHoctn CYB[ Postgres
N TeM cambiM obecneumBaeT MakCMMyM ee NPOM3BOAUTENBHOCTH.

KomnnekcHoe pasmeLleHre KOMNOHEHTOB, NPUMEHEHNE BbICOKOMPON3BOANTENBbHbLIX NPOTOKONOB
N YCTPOWCTB XpPaHEHMUS Takke CNocoOCTBYIOT AOCTMXKEHMIO 3ToN Lenu. 3a ncknoveHnem Moayns
pe3epBHOro kKonuMpoBaHusi, B MawunHe 6a3 paHHbix Ckana’“p MB[MO.IM wucnonbaytoTtca
Hakonutenun SSD.

bbicTpogencTtBne M €eMKOCTb COBPEMEHHbIX TBEpPOOTENbHbIX HAKoONUTENenW MO3BONUAN
OoTKasaTbCA OT WCMNONb30BaHUS OTAENIbHOW CUCTEMbI XpaHeHuss B MawuHe 6a3 AaHHbIX
Ckana"p MBAO.MN. [MpumMeHeHHbIM NOAXO4 MO3BOMSET  BbIMUCIUTENbHBIM  pecypcam
HenocpeacTBEHHO obpallaTbCa K AaHHbIM, UCKNoYast HeOHBXOANMOCTb NX BbIBOPKN HA CTOPOHE
CUCTEMbI XpaHEHUsT M MNEPECHISIKM NO CETU, YTO TaKKe MOMOXWUTENbHO CKasblBaeTCs Ha
NPOM3BOANTENBHOCTU PELLEHNS.

MawwuHa 6a3 gaHHbIx Ckana”p MB[.IN nogoepxunBaeT BO3MOXHOCTb MEpeHOca vMTaloLemn
Harpysku Ha pennivku, BelCBOBOXOaa pecypchl BeayLLero ysna nog TpaH3aKUUOHHYKO Harpysky,
BbIMOMHSAS PECYPCOEMKME BbIOOPKU, C CUHXPOHHOW UITM C aCUHXPOHHOW PEMTNKN.

[MpopaboTaHHOCTb BCEX NPOrpaMMHbIX KOMMOHEHTOB

OcHoBHbIe NporpammMHbie anemeHTbl MawunHbl 6a3 gaHHbix Ckana” p MBA.MM ekntovatoT B cebs
MO CYBL Postgres, MO mMoHuTOpuHra M agmumHucTpupoBanus, MO ynpaBneHns Knactepom
CYB[, MO pe3epBHOro KONMPOBAHMWS, HO HE OrPaHNYMBASACb NPEACTaBAEHHbIM CITUCKOM.

B MawwuHe 6a3 gaHHbix Ckana”p MB[.M obecneyeHa onTuMmMsaums, ToHKas HacTporka OC
M pgopaboTka  MEpPEYMCNEHHbIX  KOMMOHEHTOB ansd  obecnedeHns ux  Gonbluen
NPOM3BOANTENBHOCTU U (DYHKLMOHANBHOrO COOTBETCTBUS NOTPEOHOCTSIM peLLeHs B LIENOM.
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NHTtennektyansHoe NO Ckana’p MB[.IT

MpakTnyeckoe npumeHeHne nepBbix 3k3emnndpoB MawwuH 6a3 pgaHHbix Ckana’p MBA.M
NPOAEMOHCTPMPOBANo BbICOKYH NMPOM3BOAUTENBHOCTb PELLEHUs], B TO e BpeMsi Obin BbisiBNEH
PS4 HanpaBneHUn Ana yNydlweHUs apXMTeKTypbl annapaTtHOW KOHdurypaumm ¢ cOBCTBEHHOWM
CXEeMOTEXHUKOMN.

MpeogoneHne rpaHny, annapaTHbIX BO3MOXHOCTeN obopyaoBaHusi B coctaBe MawuHbl 6a3
AaHHbix Ckana’“p MBA.M, nomumo MacwTabupoBaHUsa, BO3MOXHO 3a CYeT pasBUTUSA
cobcteeHHoro MO Ckana’p gnst ontummsaumm pabotel CYB[ B cpeae OC 6e3 6anaHcnpoBLmKka
M B YCMNOBMAX BbICOKMX Harpy3ok aBTOMaTU3MPOBaHHbIX 6GaHKOBCKMX cucTeM C 60omnblimm
KONMMYECTBOM KOHKYPEHTHbIX KITMEHTCKUX COEANHEHUN.

B xoge pa3sutua MawuHbl 6a3 gaHHbIx Ckana”p MBA.MN 661Ny onTMn3anpoBaHbl HACTPOWUKN
Aapa onepaunMoHHON cucTeMbl y3noB Bl nog KOHKPEeTHLIN BapuaHT ee NpUMEHEHUS.

Ontummusauma dyHkumoHmpoBaHma CYB[l Postgres pocturaetca nytemM U3MEHEHMUS
HacTpavBaeMbIX NapaMeTpoB 4115 o6ecneveHns ny4dero COOTBETCTBUSA apXUTEKTYPE PeELLEHNS
B Uenom, 6e3 BHeECeHMs] U3MEHEHMA BO BHYTpeHHue anroputmbl CYB[, 4TO rapaHTtupyet
COBMECTMMOCTb peLleHus ¢ npuknagHbimM MO, opueHTUpOBaHHBIM Ha COOTBETCTBYHOLLYIO BEPCUIO
CYBLA.

OTtkasoyctonuuBocte CYB[l1 Postgres B MawuHe 6a3 paHHbix Ckana’p MBA.M
obecneunBaeTcss nyteM pasmelleHus aksemnnapo CYB[ Ha Tpex pasnuuHbix y3nax B[,
oGpasytowmx knactep. [lpy BO3HMKHOBEHWM OTKasa OCYLECTBNAETCA aBTOMaTudeckoe
nepekntoveHne ponu mactep-CYB[ Ha ogHy u3 pennuk. lNMpu 3TOM noggepkaHue MorHOm
KOHCUCTEHTHOW Konuu macTep-6a3bl AaHHbIX Ha pennvkax peanuayeTcs MexaHn3MoM NOTOKOBOW
pennukauun, KOTOpbIA MNO3BONSET nepedaBaTb BCE W3MEHEHWA C Begywero ysna bl Ha
BeJOMbIE.

Mpumensiemoe B MawwuHe 6a3 gaHHbIx Ckana”p MB[M.IN NO Ckana”p CnekTp no3sonseT
obecneunTb 3aWuUTy OT pPasfMYHbIX OTKA30B, B TOM 4ucre oT cO0oeB MO MuTaHuIo; OT cOOEeB
npoueccos CYB[l Postgres, cBs3aHHbIX C HexXBaATKOM MNaMATW, HeAoCTaTKOM (hannoBbIX
JECKPUNTOPOB, MPEBLILLIEHNEM MaKCUMarbHOro Yncna OTKPbIThIX annos; oT NOTepPb CETEBOWN
CBSI3HOCTU MEXAyY y3namu Knacrepa v gpyrux.

an/I TEX UM UHbIX OTKa3ax N HeCTaHOAPTHbIX CUTYaUNAX no ynpasJieHUaA KinactepoM NpuMeHdaeT
COOTBeTCTByPOU.lMVI anroputMm pearmposaHu4. B KPUTUYHbIX CUTYyaUUAaX Knactep MOXeT ObITb
OCTaHOBIEH ONA obecneyeHuns COXpPaHHOCTU OaHHbIX.

B uenom 310 ogHa M3 Hanbornee CroXHbIX 3agay, 3pdEKTMBHOE peLUEHNE KOTOPOW 3aBUCUT
OT KOHKPETHbIX TpeboBaHuMi 3akasdmka, OCODEHHOCTEW MPUKNAOHOrO MPOrpaMmMHOro
obecneyeHnsi, MHPDOPMALMOHHO-TEXHOMOMMYECKOM U CETEBOM cpedbl UHMPACTPYKTYpbI
3aka3zumka. B ykasaHHbIX yCrnoBuSAX psd HACTPOEK OCyLeCTBNAETCH HenocpeacTBEHHO npwu
pa3BepTbiBAHUN PeLLUEHUS.

BHegpeHue coBpeMeHHbIx annapaTHbiX RAID-KOHTpONnepoB NpUBENO K 3HAYUTENBHOMY POCTY
NPON3BOANTENBHOCTU M MO3BOJIUIIO MOBbLICUTL HageXXHOCTb RAID-maccuBoB.

B MawwuHe 6a3 gaHHbix Ckana”p MB[.IM 6bina cywecTtBeHHO MOgepPHN3MpOBaHa nogcmucrema
yrnpaBneHnsi pe3epBHbIM KOMMPOBAHMEM. YIyYlEHMs1 3aTPOHYNM KITKYEBbIE anropuTMbl U
HacTporku O, 4To NO3BONUITO paanKanbHO COKPATUTL Kak BPEMSI CO3A4aHNA Pe3EPBHbLIX KOMUIA,
Tak 1 BpeMs BOCCTAHOBIIEHUS Y3I10B KnacTepa. OTu NokasaTenun SBNATCS KPUTUYECKN BaXKHbIMU
ana obecneyeHns HenpepbIBHOCTU BU3HEC-MPOLIECCOB HE TONLKO B ClyyYae cepbEéaHbix cO0EB,
HO 1 NpW NPOBEAEHNN NITAaHOBLIX PAbOoT N yCTPaHEHUN HE3HAUYNTENBbHBIX NHLMOEHTOB.

B cocrae MawwuHbl ©n Mogynen BxogAaT COBCTBEHHblE MNpPOrpaMMHble pas3paboTku
000 «CKAJIA-P» — IO ynpaeneHus knactepom Ckana’ p CnekTp, CO6CTBEHHbLIN MOHUTOPUHT
Ckana” p BusnoH un cpeacteso agmmnHuctTpmpoBaHms Ckana’ p NeHom.

[NprnHUMNBI NPOEKTNPOBaHIS 15 n3 47


https://www.skala-r.ru/

MawwuHa 6a3 gaHHbIx Ckana’” p MBA.MN. TexHnyecknn o630p

B «Komnnekce BCe nepeyncrieHHble HanpasneHus (OPMUPYIOT LENOCTHYI0 CUCTeMmy,
POPMUPYIOLLYIO MHTENMEKTYyanbHyt0 cocTaBnaowyto MawuHbl 6a3 aaHHbIX Ckana” p MB[.MN.

ConpoBoxaeHne n nogaepxka

BaXxHbIM [OOMONHEHNeM KO BCEMY MNEPEYUCIIEHHOMY SIBMSIETCS MOSIHasi OTBETCTBEHHOCTb
Npou3BOAUTENSA 3a peLleHMe B LEeNoMm, BKM4Yasi BCE €ero nporpaMMHble WM annapaTHble
KOMMOHEHTbI. OTO 03HaYaeT He TONbKO YBEPEHHOCTb B paboTOCNOCOOHOCTU M3OenNus B LIENOM,
HO W NocreaywoLLyo NoaAAEPKKY OT eOQMHOro MOCTaBLUMKa B pPeXMMe eQuHOro OKHa, a He oT
HECKONbKMUX pasHbiX MNOCTaBLUMKOB, Kak OblBaeT npu camocTosTernlbHOM noabope,
pa3BepTbIBAHUM U HACTPOMKE KOMIMOHEHTOB B Cry4ae TpaauLUMOHHOIo noaxoaa.
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7. COCTAB PELLEHUA

TepmuHbl, ncnonb3yemble Anst Komnnektauun MawmHbl 6a3 gaHHbix Ckana”p MB.M:

MawwuHa — 310 Habop annapaTHOro 1 nporpaMmmHoro obecneveHus B Buge Mogynen Ckana’ p,
COeOUVHEHHbIX BMecTe Ans obecrneyeHus onpegeneHHoro metoga obpaboTkM AaHHbIX wnn
npegocrtaenenunsa T cepBuca ¢ 3agaHHbIMN XapakTePUCTUKAMMU.

Mopaynb — 370 CTPYKTYpPHbIN anemMeHT MawmHbl 6a3 gaHHbIX Ckana” p MBA.M, BbinonHawoLwmin
onpegeneHHble QYHKUMM B COOTBETCTBUM C MX Ha3HadyeHneM. OH £BNAeTcsS eavHbIM
W HegenuMbIM  3rieMeHTOM  crieundukaumn, coaepxuT Habop annapaTtHbIX — y3roB
1 nporpammHoro obecnevenus (MO).

Y3en — 9710 aneMeHT Moayns, BeINOMAHAKLWMIA onpeaeneHHyto 3agady B coctase Mogyns.
Cekuusa (Ctomka) — Habop Moagynen MawmHbl, 06beANHEHHbIX B OANH CEPBEPHbIN LUKad.

CDOpMI/IpOBaHI/le peweHna oCHOBaHO Ha npuHUuUne pasgeneHna Ha MO,EI,yJ'IVI.

MawwuHa 6a3 gaHHbIx Ckana” p MBA.MN coctont 13 Moaynen, nokasaHHbIX HA PUCYHKE 2:

MD,EI,Vﬂb Bas JaHHBLIX 3 BbIMMCAWTENBHBIX y3na B Mo,qyﬂe, B Ha}K,D,OM*:
* A48a0ep 2.81TU
* 0T 1TE OnepaTHBHON NamMATH
= Ot110 go 160 Tb AMCKOBOro NpocTpaHcTea Ana b

BasoBblil Mogynb .
CeTeBOl KOMMOHEHT:

2x CeTesoil y3en BHEWHEro JoCTyNa " ¥3/bl BHEWMEro AocTyna (Ao 100 Méut/c)
= ¥Y3Nbl BHYTPEHHETD B3aMMoaercTerA (100 Mour/c)

2x CETEEOH Y3eN EHYTPEHHEND B2aMMOALHCTBNA

KOMMNOHEeHTLI ynpasaeHua:
1 (2)x CeTeB0iA y2en ynpagneHna ynp

= (CeTesoM yaen ynpaeneHuA (1 wu 2)
= Y3en ynpaeneHWA M MOHWTOPMHTa (1 wan 2 cepeepa)

Moaynb pe3epBHOro KoNMpoBaHWA
Ay/b P P P KomnoneHT XpaHeHWA:

2% OTHA0YCTOHUMBBIN Y321 XPAHEHMA = OTKaz0yCTOWYWBAA Mapa yanoe-KoHTPONNEpos

= Ya/bl paclIMPEHWA XPAHEHMA (NoakwM JBOD Ao 1 16)

1-2 ¥3na pacluMpeHuA xpaHeHuA (IBOD)

= MalmnHa ONUMOHANEHO MOMET NOCTABNATLCA B TENSKOMMYHUKALMOHHBIX Wiadax 42U
= MawwHa macwrabupyerca Mogynavu 6a3s AaHHBIX 1 MOAYNAMMW PE3EPBHOTO KONMPOBAHWUA

PucyHok 2 — Modynu MawuHb! Ckana’p MBA.IT

MawwuHa 6a3 gaHHbix Ckana” p MB[.IN ocHoBaHa Ha NpyHUMne MoaynbHOCcTU. KoMnoHyeTca u3s
Habopa cTtangapTHbix Moagynen, yem obecneunBaeTcs yHMBepcanbHbI Noaxon, 6omnee BbICOKUI
YPOBEHb TEXHOMOIMMYHOCTM U HAAEXHOCTM SKCINyaTaLmm.

MawwuHbl 6a3 aaHHbIx Ckana”p MBA.IM MoryT nocTtaenAaTbCs B PasNUYHbIX KOMMMEKTaunsx
MW UCMONMHEeHMsX ¢  pasHbiM  Mogynammn. B 3aBucumoctn  oT  TpeboBaHumn
K NPOn3BOANTENBHOCTU M EMKOCTU XpaHeHus, coctaB MawuHbl 1 Mogynen nogbupaetcs noa
Luenesble NokasaTtenu 3akas4uka.

MawwuHa 6a3 paHHbix Ckana’p MB[.I noctaenseTrca kak roToBblIi NPeaHACTPOEHHbIN
KOMMMeKc, o4HaKo B npoLecce akcnnyaTaumm coctaB MawwuHel n Moaynen MoxeT paclunpaTbCa
A8 yBenmyeHus obbema XpaHnmMbIX SaHHbIX U NPON3BOANTENBHOCTH.
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[na obecnevyeHnsi 0OTKA30yCTONYMBOCTU U BbICOKOW NPOM3BOAUTENBHOCTM MPY NMPOEKTUPOBAHUN
MawuHbl 6a3 gaHHbix Ckana’p MBMO.M Gbinyn 3anoxeHbl cnegyowme TEXHONOrnyeckne
NPUHUMNBLI;

ED) — Ay6rvpoBaHme KPUTUUHBIX KOMMOHEHTOB
P —  paBHOMepHOE pacripefernieHe Harpysku Ha AOCTYMHbIE PecypChl
—  coxpaHeHue paboTocnocoBHOCTY NPU OTKa3e OTAeSbHbIX 3NIEMEHTOB CUCTEMBI

(B OoTAENbHbIX CNy4YaAaAX — CO CHUXeHneM I'IpOI/I3BO/J,VITeJ'IbHOCTI/I)

*MpumeyaHue — 30eck u Oariee No mekcmy omaoesibHbIe repeyvucriieMble xapakmepucmuKu MOMeYeHsb!
CcuMB0sI0M 8 crlyqae, ecriu OHU OpueHmuUposaHbl Ha obecredeHue
omkasoycmou4ueocmu (Fault Tolerance), u cumeosiomM , ecriu OHU OpUEHMUPOB8aHb! Ha

obecneveHue npouszsodumenbHocmu (Performance).

Bas3oBbI MoAynb COOEPXKUT y3en YnpaBfeHUst U1 MOHUTOPUHIa, B KOTOpPoM Haxogutcs [0,
obecneunBatoLee pasBepTbiBaHWe/OOHOBNEHME CUCTEMbl 3dKCMMyaTauum M oTBevallee 3a
yrnpasneHue Knactepamu CUCTEMB, BbINOSIHEHWE pe3epBHOro KonmpoBaHus
M BOCCTAHOBMIEHMSI CUCTEMbI, @ TaKKe 3a CUCTEMY MOHMTOpPMHra MalunHbl (KOHTPOIb
napameTpoB, cOOp 1 XpaHeHne 06 bEKTOB yNpaBneHnsl, METPUK, BU3yanm3aunn napameTpoB).

Moaynb 6a3 gaHHbIX COOEPXUT KnacTep U3 TPEX y3noB, B KOTOPOM HaxogaTcs 6asbl 4aHHbIX U
XypHanbsl WAL.

Bsaumogenctene mexay yanamm knactepa MawwumHbl 6a3 pgaHHbix Ckana“p MBA.M
OCYLLECTBAETCS C MOMOLLbIO CeTeBoN noacuctemsl bazoBoro mogyns, kotopast obecneunsaet
BHYTPEHHUA MHTEPKOHHEKT HA BbICOKOW CKOPOCTU, UMEET BbIAENEHHYIO CETb AN YNpaBneHns u
MOHWUTOPUWHra, a TaKkke BO3MOXHOCTb MOAKIMYEHUS K BHELLHUM CETSM.

Moaynb pe3epBHOro KONMMPOBaHUSA XPaHUT pe3epBHbIE Konun 6a3 gaHHbIX U apxmebl WAL.

Cxema BHyTpeHHeln kommyTaumm MawuHbl 6a3 gaHHbIX Ckana” p MB[M.MN (ons ogHoro
cnyxebHoro ysna) npeacraBrneHa Ha pucyHke 3.
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PucyHok 3 — Cxema sHympeHHel kommymauyuu MawuHbl 6a3 aHHbix Ckanap MB/.IT
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BasoBbI Moaynb

ba3soBbli MOOYMNb COCTOUT U3:
= [logcuctembl ynpaBneHns 1 MOHUTOPUHTa

= CeTeBoln nogcuctemsl

Moacucrema ynpaBneHnsa n MOHUTOPUHra

Moacuctema ynpaBneHus U MOHUTOPUHIa peanu3oBaHa Ha 0gHOM UNn ABYX (PU3NYECKMX
y3nax, Ha KoTopble yCTaHaBMnMBaOTCS NporpamMMHbIe NPOAYKTbl pa3paboTkm Ckana’ p:

= ynpaBneHue akcnnyatauvenn MawuHbl 6a3 padHHbix Ckana“p MBAO.NM wn ee
KomnoHeHToB: Ckana”p NeHom

= YnpaBreHue Knactepom y3nos 6a3sbl AaHHbIX: Ckana’ p CnekTp
= CuUcTeMa cobGCTBEHHOro MOHUTOpPUWHra: Ckana” p BusuoH.

Ckana”p FeHOM XpaHUT pPeno3vMTopui HEOOXOAMMBLIX MAKETOB ANt OMNepPaLMOHHbIX CUCTEM,
o6opynoBanus n CYB[ Postgres Pro.

[na ycTaHOBKM OMNEpauuoHHOM CUCTEMbI WCMOMb3YHTCA [OBa JOKarnbHbIX HaKonUTens,
cobpaHHbix B RAID 1. B kadyecTBe onepaunoHHON CUCTEMbI y3ria MOHUTOPUHra MCMNoNb3yeTcs
Anbt CepBep 8.4 SP. [na xpaHeHUs AaHHbIX MOHUTOPWUHIA U PEno3nTOPUS MUCMOSb3YIOTCS
nokanbHble ANCKM COBMECTHO C onepaunoHHON CUCTEMOMN.

MporpammHbIn NpoaykT Ckana”p Bu3noH npegHasHayeH ons Budyanu3auum U MOHUTOPUHIa
paboTbl ceTn n 060pyaoBaHMs, BXOAsALEro B cocTaB koMmnnekca. O6bekToOM MOHUTOPUHIa MOXET
ObITb NtO6ON HU3NYECKUIA UNN NOTMYECKUA OOBEKT, HaNpUmep, NamaATb, NpoLeccop, dannoeas
cuctema, npouecc wunM  nporpaMmma, KONMYECTBO MNofib3oBaTtenen, odepedb dansnos
Ha 06paboTky, 06bem obpaboTaHHOro Tpaduka, 3Ha4eHne TemnepaTtypbl U gpyrue.

OtnuuutenbHon ocobeHHocTbio Ckana’p BU3MOH 4BNAKTCA BO3MOXHOCTM MOHUTOPWHIa
3a cneunuyHbiIMM napametTpamu  MawwuHbl, obecneunBalWMMN €€ HaOeXHOCTb U
NpOn3BOANTENBHOCTb, YTO MO3BONSIET MPOM3BOAUTL ObICTPLIA WM KAYECTBEHHbLIN aHanms
cuTyaumin, CTPOUTb MPOrHO3bl PasBUTUS CUTyauumn B Byayuiem.

C6op gaHHbIX € y3noB npoussBoauTca no npotokony IPMI, Ha ypoBHe onepaunoHHON CUCTEMBI
n CYB[, 4epe3 yCTaHOBMEHHbLIA areHT Ha ys3nax, cOop AaHHbIX C aKTMBHOIMO CETEeBOro
obopynoBaHua obecneunsaeTca npotokoriom SNMP.

OcHoBHOW byHKLMOHanN:

ﬁ — YnpaBneHus knactepom 6a3 aaHHbIX (Ckana” p CnekTp)

— YnpaBneHusi akcnnyataumeit MawmHbl 6a3 agaHHbIX Ckana” p MB[.M, Takke
penosutopui nakeToB obpa3oB 1 obHoBneHun (Ckana” p NeHom)

— CoBCTBEHHOrO MOHUTOPMHIa U BU3yanuaaumm paboTtbl ceTu n obopyaoBaHus,
Bxoadwero B coctaB MawwmHbl 6a3 aaHHbix Ckana” p MB[.MN (Ckana™p
Bu3unoH).

Mprmep nHTeppenca cucTemsl ynpaBneHna akcniyaTaunen npeactaBneH Ha pucyHke 4,
CUCTEMbI YNPaBEHMs KITAaCTEPOM - Ha PUCYHKE 5, CUCTEMbI MOHUTOPUWHIA - HA PUCYHKE 6.
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"reHOM @ > Yam

1 MaeHas
WUmsa 1 P Aarta uamexenus 1! Tun 3arpyskm 1 Cratyc 1

&2 Ceccun

> livecd-84 192168.190.84 2023-05-29, 15:41:00 UEFI
/ YepHosukun

> livecd-86 192.168.190.86 2023-05-29, 15:40:47 UEFI
O Cuexapun

> livecd-85 192168.190.85 2023-05-29, 15:40:32 UEFI

> livecd-86 19216818673 2023-05-29, 14:52:27 UEFI

> livecd-85 192.168.186.74 2023-05-29, 14:51:33 UEFI

> livecd-84 192168.186.75 2023-05-29,14:51:28 UEFI

A Hactpoiikn

PucyHok 4 — lMpumep uHmepghelica cucmembi yrpagneHus akcrinyamauyueli Ckana™p [eHom

A > Knacreps!
CneKkTp
OBBEXTH YIIPARACHUA =
& Be3rpynnuposkn
& Knacrepu
2y Knacrep Crarye Mnowagxa Cepamcui Yanw
f RocTmen pectrum test01 ' 3
weTopwa . ] : .
=3
AocTyme: ectrum-test01 ] )
o :
nocTynEn ectrum-test01 1o 3
nPOuME PECYPCH
1 RocTyneH 1 -
) nocTynE ectrum-test1 ' 3
nocTynen ectrum-testo] s 5
HET avebx o i 5
HET RAHHbIX ectrum-test01 ' 2
pa HET pasoibix e 2 8
T occtum-testo) (] 3

PucyHok 5 — lNpumep uHmepgelica cucmemsbi yripasneHus knacmepamu Ckana’p Crnekmp

CocTaB pelleHuns 2113 47



MawwuHa 6a3 gaHHbIx Ckana’” p MBA.MN. TexHnyecknn o630p

BU3VOH YeefoMneHua Oaw6opab! 06beKTbI HacTpoiiku Be30nacHoCTb
CocTonHkHe MaLuH Koutyp
2 'I 5 MEA.N SP-PRD-2m0001 10
Cepoep
KpHTiaHo Mpo6nema Roctynso
—
I MBA.N SP-PRD-2m0002 10
™ p— Cepaep
Yeepomnenus 8 =
MBA.N SP-PRD-2m0003 10
D38 6 122
MXA.0 $3-PRD-2m0002 6
Cepecp
AKTUBHBIE YBENOMAESHUA [ ] 5
® Disk space s critically low (used > 90%) 9
Mo SP-PRD-2m0001
o MBA.IM MG-PRD-2m0001
202 50047 ﬂ Cepeep
@ /MBD_DATA: Disk space is critically low (used > 90%)
Mcrousm: SP-PRD-2m0003
2024-03-28 13:03:40
@ Disk space is low (used > 85%) MB.T MT-PRD-2m0001 8
e P-PRD-2m0001 Cepoep
1:10:47
) space is low (used > B0%)
-2m0001
MBJA.KX MKH-PRD-2m0001 9
® Cepeep
13
MBA.X MX-PRD-2m0002
Cepeep

10

KommyTatop

10

10

Komuyratop

10

Kommyratop

10

KommyTatop

10

KommyTaTop

LA e Bo
O 2 2 BO
O e BO
L 2 28

A Bo
L3 8O
AR 8o
Qs B8/

PucyHok 6 — lpumep skpaHa cucmembl MOHUMOpuUHa2a Ckana™p Bu3uoH

B cucreme MOHUTOPUHIA UCNOJNIb3YIOTCA BCECTOPOHHME MeTOoAbl

M npoTokonbl cbopa

NHopMaLmm ¢ 06bEKTOB KOHTPONS, OTpaXKaloLLen TEKyLL,ee COCTOSIHNE U 3HAaYEHUsT CreayoLLmX
napameTpoB (eCriv COOTBETCTBYIOLLMNE AAaT4YMKM YCTAHOBMNEHbI B 000pYyO0BaHUN):

= MO COCTOSIHWIO (PM3NYECKUX KOMMOHEHTOB:
— Temnepatypa
— CKOPOCTb BpaLLeHVst BEHTUNATOPOB

— COCTOdAHME NUTaHnA

= [0 KOHUrypaumm:

konuyectso CPU

obbemM namaTu

nMsi o6bekTa MOH UTOopuHra

cnucok cetesbix agantepos, nx MAC- n IP-agpeca

MOAKIOYEHHbIE PECYPChbl XpaHEHUS

= O yTUNu3auum pecypcoB (CHETUUKN):

3arpyska CPU (o6Lwas)

— ucnonb30BaHWe NamMaTu (3aHATO/CBOGOAHO)

— 3arpyska nogcuctembl BBoga-sbiBoaa (B IOPs unu kbytes/sec)

— UCnonb30BaHWe ANCKOBOW NOACUCTEMbI (CBOOOAHOE/3aHATOE MECTO)

— yTuUnu3auus ceTeBbIX UHTEPdENCOB.

CocTaB pelleHuns
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Cb6op

OaHHbIX M3 ceTeBOro obopyaoBaHusa ocyllecTensieTcs 4depesd npoTtokon SNMP

C ucnonb3oBaHMeM 4acTHbix MIB ot I'IpOI/I3BOLI,I/ITeJ'Iel7I O60py,D,OBaHI/IFI n obecneunBaet
MOHUTOPUHI Ccrieayrwmnx napamMmeTpoB:

3arpyska CPU

3arpyska namstu (abcontoTHasa 1 B NpoLeHTax)

COCTOSIHWE W 3Ha4YeHMs JaTYMKOB Temnepartypbl, COCTOsiHNE PS
TUNbl NHTEPdENCOB YCTPONCTB

owmnbkM Ha nHTepdencax

KOHTPOSb 3arpy3kun NOPTOB CETEBbIX YCTPONCTB

KOHTpONb NoporoBbix 3Ha4eHnn SNMP-40CTYMHbIX BENUYNH.

[Ana npuBedeHHbIX MNapamMeTpoB OOBLEKTOB MOHUTOPWMHIra cucTeMa MOo3BOMSET BbIMOMHATb
cnegyoLme (pyHKUMN HACTPONKN N OEeNCTBUS:

YnpaBneHuve cBA3saMnU Mexzay 06bekTaMn MOHUTOPUHIa

HacTpoika ycrnoBui nepexoga COCTOAHNIA Kak Ansl OANHOYHbLIX OOBbEKTOB, TaK U Ans
rpynn

CospgaHne MHUMAOEHTOB U YCNOBMS reHepaLun onoBeLLeHUn 06 aBapusix

XpaHeHne ncrtopudeckomn nHgpopmaumm o6 nHUMAEeHTax ong aHanusa u npegckasaHus
cboes

dopmupoBaHmne TabnuyHbIX N rpadmnyecknx oopm OoTYETHOCTH
Bbibop cnocoboB onoseLleHns
[obaBneHne goKyMeHTauum no o6bEKTY MOHUTOPUHIA

MOHUTOPUHI KOppEenaALMUM NnapameTpoB.

BbiaeneHHbIN NPOM3BOAUTENbHbLIN Y3en:

& 3

— wucnonb3oBaHue SSD anda obecneyeHns BLICOKOM NPON3BOANTENBHOCTU

— BblgeneHHble HakonuTtenu (RAID 1) ansa 3arpyskun OC — obecnedeHve
OTKa30yCTONYMBOCTU

— BblA€eneHHble HaKoNUTEnNu Ans XpaHeHns CnyxebHblX AaHHbIX (MOHUTOpPUHT, 10
Ansa passepTtbliBaHus, MO ynpaeneHus knactepom v ap.)

— BHelHue nHTepdencol aaHHblx gybnuposaHsl (ctaHgapT IEEE 802.3ad LACP) —
NOBbILLEHNE NPOM3BOANTENBHOCTHN, OTKA30yCTONYMBOCTD (B Crnydae oTkasa Of4HOro
N3 NHTEPENCOB BO3MOXHO CHIKEHME NPOU3BOANTENBHOCTN)

— 10/25 Gigabit Ethernet — ans cBA3u ¢ BHELLHUMN CETAMMU

— QOBa b6roka NUTaHug B pexume pesepBupoBaHus no cxeme (1 + 1)
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ﬂ —  2xCPU Xeon (Mnv aHanornyHbin).

Y3en MOHWUTOpWHra ykommnrektoBaH AByms noptamu Ethernet 1 [Gut/c u gBymst noptamm
Ethernet 10/25 I'6ut/c.

Ha 6a3e noptoB 10/25 6ut/c cosgaetcs rpynna arperauumn B pexume 802.3ad LACP, kotopas
npegcraensieT cobon Ha ypoBHE OMepaumMoOHHON CUCTEMbI OAMH Nornveckmin bond-mHtepdenc.
[aHHbIn bond-nHTepgenc npegHasHadeH M9 NOSfb30BaTENbCKOrO B3aMMOOENCTBUSA C Y3rOM
MOHWUTOPUHra 1 NpegocTaBnNsaemMbIiM UM CEPBUCOM.

MopTbl Ethernet 1 Gut/c ucnonb3yoTcs ana cnyxebHoro Tpaduka aBTOMaTU3NPOBAHHBLIX
MpoLEeccoB YCTaHOBKK, ynpaeneHus koHdwurypaumsmm OC, CI1O. 3Ota ceTb msonuposBaHa
OT MoBbIX CTOPOHHMX CETEN.

Cxema ceTeBOro B3aMMOAEWCTBUSA Yy3na YrpaBneHWs U MOHUTOPUHra npuBedeHa Ha
pUCYyHKe 7.

I CTek KOMMYTaTOpPOB BHELUHNX CeTeln
: 25GE + 100GE
|
|

BHewHue ceTn

Y3en
2-10GE ynpaBiieHus
2.1GE | IPMI N MOHUTOPUHTa

s

[
[
KommyTaTop ynpasnexHuns |

1GE + 10GE )

(
: ( Cetn ynpaBnexns ()
|
|

PucyHok 7 — Cxema cemego20o 83aumodelicmeusi y3ra yrnpasrieHust

MpumeHsiemoe nporpammMHoe oGecneyeHue:

— OC: AnbT Cr, RedOS (kak BapuaHTbl) —
Bce ¢ BupTyanusauuen gna OC xocta n 6e3 ans roctesbix OC ynpaensitoLmx
BMPTYyarbHbIX MaLUVH

— KVM ana ynpasneHusa syupTyanbHbIMWU MallnHamm
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BP0 — Cepsep ynpasnenus knactepom yanos 6asbl faHHbIX: Ckana’ p CnekTp

— CepBep ynpaBneHust >XM3HeHHbIM LknoMm MawwuHbl 6a3 aaHHbIX Ckana’ p
MB[.IM 1 ee komnoHeHToB: Ckana”p NeHom

— CepBep cucTeMbl COBCTBEHHOTO MOHUTOPUHTa: Ckana” p BU3MOH.

CeTeBas nogcucrtema

CeTeBas noacuctema COCTOUT M3 KOMMyTaTopa yrnpaBfeHUsi, KOMMYTaTOPOB BHELLHUX CETEN U
BHYTPEHHEro CeTEBOro B3aUMOAENCTBUS (MHTEPKOHHEKTA).

[na NOAKMYEeHM K BHELWHMM CETSIM UCNOMb3YHTCA ABa KOMMyTaTopa ¢ nopTamu 10/25 Mout/c
n uplink-noptamu 100 M6uT/c. KommyTaTopbl cobpaHbl B 04MH BUPTYasibHbIM KOMMYTaTOp (CTEK)
no texHonormn MLAG, 4TO no3BONSieT MNoAkmnoyaTb K nape KOMMYTaTOpOB Y3nbl U apyrue
yCTponcTBa, ncnonb3ysa npotokon LACP. Ha cTeke KOMMYyTaTOpOB BHELUHUX CETEN pearim3oBaH
ceteBow cermeHT External VLAN.

[na peanusaumm ceTy MHTEPKOHHEKTA UCMONb3YTCA ABa KomMyTaTtopa ¢ noptamm 100 [6uTt/c.
KommyTaTtopbl cobpaHbl B O4MH BUPTyanbHbI koMMyTaTop (cTek) no TexHonorum MLAG, 4to
NO3BONSAET NOAKMNIOYaTb K Nape KOMMYTaTOpOB Y3ribl U Apyrne YCTPOMCTBA, MCMOMb3Yys MPOTOKON
LACP. Ha cteke komMyTaTopoB BHELUHNX CETEN peann3oBaH ceTeBon cerMmeHT Internal VLAN.

Ans peanu3auuu ceTen ynpasneHus MCNonb3yeTcs oAvH KommyTaTtop ¢ noptamu 1 [6ut/c
n noptamm 10 6ut/c. KoMMyTaTOp ynpaBneHus MOAKIIOYEH K BMPTyanbHOMY KOMMYyTaTopy
BHELWHMX ceTen aBymsa noptamm 10 6ut/c, cobpaHHbiMM B TpaHk no npotokony LACP.
Ha kommyTaTtope ynpaBneHunsa peanusoaHbl cermeHTbl IPMI, PXE 1 Ring VLAN.

OCHOBHbI€e (pyHKLMU:

ﬁ — nepefava AaHHbIX Mexay anemeHTamm MawuHbl 6a3 gaHHbIX Ckana’ p MB[.M
(MHTEepPKOHHEKT)

BIE) — obecneyenme nHpopmaLmMoHHOro obMeHa C BHELHUMI YCTPONCTBaMM

P — 06MeH cryebHbIMU JaHHLIMK, AaHHBIMU AN MOHUTOPUHIA W YMPaBIeHus.
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O6Lwas cxema ceTeBOro B3aMMogencTems NpuBedeHa Ha pucyHke 8.

IV N

...--%HEMHHE CE‘TH>

CeTb gocTyna |

RommyTaTtop
CeTH [OCTYNa M BHELWHMX

KommyTtaTtop

EEEE EEEW
CETH AO0CTYNE U BHELWHKHX | |

ceTei (Public)

ceTed (Public)

amma mmaa | | CeTb BHYTPEHHEND B23aMMOAEACTEMA M PE3EPEHOID KONWPOBaHKA (CPH) | | amER ausn |
KommyTatop ‘ ‘ ‘ ‘ KomnmyTaTtop
HHTEPKOHHEKTA HHTEPKOHHEKTA
{Interconnect) {Interconnect)
(| A -I]l]l]l]ll]l]E@ (U] <,
&
Yaen @ >
ynpaeneHua u v
316l XpaHeHua CPK
MOHWTOPHMHIa Yanel B
CETb YNPaBNEHHA M MOHUTOPHHT3 |====:]]

HommyTatop
YnpasneHua
(MGMT)

PucyHok 8 — Obuwas cxema cemego2o 83aumodelicmeusi

CocTtaB 060pyaoBaHUs ceTeBOW NOACUCTEMbI:

oa -
oaE -
ﬂ —

BUPTYyarnbHbIA KOMMYTaTOp (CTEK), coGpaHHbIn No TexHonorun MLAG n3 asyx
kommyTaTopoB 10/25 6uT/c_+100 6MT/C Ana NogKOYEHNS K BHELUHUM CETSM

BMPTYarnbHbI KOMMYTaTop (CTeK) no TexHonornm MLAG 13 gByx KOMMYyTaTopoB
100 6uT/c Anst MHTEPKOHHEKTA

kommyTtatop ¢ 1 [out/c +10 '6UT/C 4NS MOHUTOPUHIa, yNpaBneHnsa n crnyxebHoro
obmeHa.

PeanusoBaHHbIe noaceTu:

oaE -

External VLAN — ceTb ans nogkniodeHns k ceperucam bl BHELHNX
nonb3oBaTtenen u NpuKagHbIX CUCTEM, NOAKNIOYEHNE K Y31y ynpaBreHus

Internal VLAN — ceTb ANg BHYTPEHHEro B3aMMmoaencTeumsa mexay yanamm B[,
CeTb Pe3epBHOro KONMMpoBaHUS, CETb KIacTepPHOro B3anmMoaencTeums

PXE VLAN — ceTb Ang pasBepTbiBaHUA ornepaunoHHon cuctembl no PXE,
nnatcopmbl MB[, MOHUTOPUHIa

Ring VLAN — pesepBHas ceTb KracTepHOro B3ammogenctauns, goctyn kK IPMI

IPMI VLAN — ceTb ynpaBneHus obopygoBaHmem Yepes MHTepdencsbl yaaneHHoro
ynpasreHus.
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Moaynb 6a3 gaHHbIX

B kaxxgom Moayne pasmelleHbl 3 BblMUCIIMTENBHLIX y3na 6a3 gaHHbIX (ganee — y3en B[),
CKOH(pUrypypoBaHHbIE B OTKA30yCTOMYMBBLIE KnacTepbl. B knactepe moryT ObiTb pasmelleHbl
oT 1 00 3 HE3aBUCUMbIX 3K3EMNNAPOB 6a3 AaHHbIX.

B coctaB MawwuHbl 6a3 gaHHbix Ckana” p MBA.IM moryT BxoauTb 00 4 Moaynen 6a3 gaHHbIX.
Kaxxabih Mogyrnb COCTOUT 13 0TKa30yCTONYMBOro TPEXY3OBOro Kracrepa (MacTtep, CMHXPOHHast
pennivka, aCMHXpPOHHas pennmka).

— obecneyeHne 0TKa30yCTOMYMBOCTM: B Criydae 0Tkaza MacTepa ero yHKUus
NCMONHAETCA CUHXPOHHOW PENNKON

E — NPV «MHTennekTyansHoM» npuknagHom MO BO3MOXHO M NOBbILLEHNE
NPOM3BOANTENBHOCTU (ECNN HACTPOUTL KOMaHAbI 3amnMcu Ha MacTep PEensvKy,
a KOMaHZbl YTEHUSI — HA CUHXPOHHYIO PETMIMKY).

Peanunsauns KnacTepa 13 Tpex y3noB npeacraBrieHa Ha pucyHke 9.

Master DB

IokanbHag
avncKoBag
nogcucrema

Sync Async

NHTEepKOHHEKT

JlokanbHag JlokanbHas
anckoBasa anckoBa4
noacucrema noacuncrema

PUC_yHOK 9 — Peanu3zayus mpexy3/108020 Krnacmepa

Kaxabin otaenbHbin y3en B:

ﬂ — wucnonb3oBaHue SAS SSD gns TOMOB gaHHbIX 1 TOMOB XKYpHaroB npeasanmcu
anst obecnevyeHnst oNnTUManbHOM NPOU3BOAUTENTLHOCTU
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— BblgeneHHble HakonuTenm (RAID 1) ana 3arpy3kn OC — obecneyeHne
0TKa30yCTOMYMBOCTU
B — nokanbHbie HakonuTeny Ansi pasmeLueHnst AaHHbIx (RAID 10 unm 50) —

NCKIno4veHne JINWHNX anemMeHTOoB U NoBbllLeHNE NMPOon3BOONTENTbHOCTU (HeT
HeobX0ANMOCTM AOMNONHUTENBHOrO BHELLHEr0 0OMeHa ¢ CUCTEMON XpaHeHVIFl)

ﬁ — nokanbHble HakonuTenu Ansa pasmetleHna WAL (RAID 10)
B0 — &ce nHTepdeiictl aanHbIx gybnvposatbl (cTaHpapT IEEE 802.3ad LACP) —

NoBbILLEHNE NPON3BOANTENBHOCTH, OTKA30yCTONYNBOCTD (B Criydae OTkasa O4HOro
N3 NHTEPENCOB BO3MOXKXHO CHKEHNE MPOU3BOAUTENBHOCTH)

— 10/25 Gigabit Ethernet — ans cBA3W ¢ BHELLHUMN CETAMMU

— 100 Gigabit Ethernet — onsa NHTepkoHHeKTa B pamMkax MaluvHbl

[Ba 6rioKka NUTaHUs B pexmme pe3epBupoBaHusi no cxeme (1 + 1)

— 2xCPU Xeon (unu aHanorn4HbIn).

o - ol o]
|

Y3en B ykomnnektoBaH asyms noptamu Ethernet 1 '6ut/c, oymsi noptammu Ethernet 10/25
6ut/c n aByms noptammn Ethernet 100 MouT/c.

Ha 6ase noptoB 10/25 6ut/c cosgaetcsa rpynna arperaumm B pexxume 802.3ad LACP, koTopasi
npeactaenseT cobon Ha ypoBHE OnepaumoHHON CUCTEMbl OOUH nornyeckni bond-nHtepderic.
HaHHbIn bond-nHTepdenc npegHasHavyeH Ang Nonb30BaTeNbCKOro B3auMOLENCTBUS C y3namu
ynpaeneHuns B[l n npegoctaBnsemMbiM cepBucam.

Ha 6ase noptoB 100 6ut/c cosgaeTtca rpynna arperaumm B pexume 802.3ad LACP, kotopas
npeacraenseT cobon Ha ypoBHE OnepaumoHHON CUCTEMbI OOUH fornyeckni bond-nHtepderic.
HaHHbI bond-MHTEpdenc npegHasHayeH gns cnyxebHoro B3anmoaencTemsa mexay yanamm b
1 JOCTyna K NoACUCTEME pe3epBHOrO KONMPOBAHWSI.

OanH  u3 noptoB Ethernet 1 [6ut/c wncnonbdyetca Ansa cnyxebHoro Tpadwuka
aBTOMAaTM3MPOBAHHbIX NPOLECCOB YCTaHOBKMW, ynpaBneHus koHdurypaumsamm OC, CIMO. Ota
ceTb M30nMpoBaHa oT Ntobbix CTOPOHHMX ceTen. [pyron nopt Ethernet 1 [6uT/c ucnonbsyetcs
Ans cnyxebHoro Tpaduka knactepa.
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Cxema ceTeBOro B3anMoaencTBUS BbIMUCIMTENBHOTO y3na npeacraeneHa Ha pucyHke 10.

I CTek KOMMYTaTOPOB BHELLHNX CeTel
: 25GE + 100GE
|
|

BHeLwuHve cetu

B S —— ’_;_+ __________ —
Y3en b/
2+10/25GE
2<1GE | IPMI 2x100GE
K °le

oo
Cetn NHTePKOHHEeKTa | )

|

|

KommyTaTop ynpasnexns |
1GE + 10GE ‘

CTek KOMMYTaToOpPOB

(
: ( CeTu ynpaBneHus
I
I nHTepkoHHekTa 100GE

PucyHok 10 — Cxema cemegozo 83aumodelicmeusi 8bIHUCIUMENbHO20 y3na

MpumeHsiemoe nporpamMHoe obecneyeHue:

— OC: AnbT CIN unu RedOS
P — CYB[: Postgres Pro Enterprise
B2 — ynpasnetue pesepeHbiM konMpoBaHueM: pg_probackup
ﬁ — ynpaeneHue Knactepom y3noB 6asbl AaHHbIX: Ckana”p CnekTp
— ynpaBrieHne Xn3HeHHbIM unknom MawuHbl 6a3 gaHHbix Ckana” p MB[.IM
n ee komnoHeHToB: Ckana”p NeHom
— cucTema cobCTBEHHOrO MOHUTOPUHra: Ckana” p BusnoHn
ﬁ — annapaTHble RAID-KoHTponnepbl HOBOro NOKOMEeHUs, OCHaLLeHHble YHKUMEN

3almnThl K3wa oT cboeB ANEKTponnTaHnA.

Moaynb pe3epBHOro KoNnMpoBaHUs

Moaynb pe3epBHOro KONMpoBaHUA NpeaHasHayeH Ana XpaHeHUs apXmBHbIX DannoB XypHanos
npeasanucn WAL, co3faHns, XpaHeHUs U BOCCTaHOBIIEHUS pe3epBHbIX Konui 6a3 AaHHbIX U1
apXMBHbIX KONWU hannosbix XypHanos npeasanveu WAL.
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MoaaepxunBaeT NPOBEPKY LIENOCTHOCTM AaHHbIX Pe3epBHbIX KOMUA U yrnpaBneHne nonmTukamm
XpaHeHus.

[na BbINOMHEHUSA YyKasaHHbIX Bbille ornepauui ucnonbdyetca ytunuta pg_probackup. Ons
ynpaBfieHnsa pe3epBHbIMU KONUsaMKU pg_probackup cosgaeT katanor pesepBHbIX Konnn. B atom
KaTarnore coxpaHsalTcs Bce hannbl pe3epBHbIX KONUK C AOMNOSTHUTESNTbHOW MeTanHdopmaumen,
a Takke apxmebl WAL, HeobxogMmMble A1 BOCCTAHOBEHUSA HA MOMEHT BpeMeHW. PesepBHbie
KONUWM pasHbIX ak3emnnapoB Bl xpaHATCS B OTAenbHbIX NoAkaTanorax karanora pesepBHbIX
KOMWA.

Peanusauus cepsuca ynpasnenus auckamm CPK npeacraeneHa Ha pucyHke 11.

Knactep 13 ABYX KOHTPOSNEPOB CUCTEMbl PE3EPBHOr0 KOMUPOBaHUA (NEPBUYHbLIN,
BTOPMUYHbIN)

ﬂ — B HOpMarbHbIX YCITOBUSIX ANCKM «pacnpeneneHbl» Ha oba koHTponnepa (pexmv
«HecMMmeTpudHbIA Active-Active»), uTo cnocobCcTByET BbICOKOW
npon3BoanNTEsNIbHOCTU

— B Cny4ae OTKa3a OHOro n3 KOHTposnnepoB d)yHKLl,I/IFI npoaoJrKaeT UCNONMHATLCA
BTOPbIM.

Paiinosbin PaiinoBbin
MpPOTOKON NpoTOKON
NFS NFS
BHeluHme nHTepdencob!: BHeluHme nHTepdencob!:
Ethernet Ethernet
BHyTpeHHne nHtepdencsi: BHyTpeHHne nHtepdencsi:
SAS 12 Gb Heart bit: 1GbE SAS 12 Gb

[duckosblie nonkn JBOD

PucyHok 11 — Peanu3ayus cepsuca ynpasneHus duckamu CPK

(DyHKLWIOHan KaXXaoro otaesibHOro KOHTposnnepa:

ﬂ — ucnonb3oBaHune obLuen amckoson nonkn ¢ NL-SAS-anckamm ansa odbecneveHus
BbICOKOM MPOU3BOAUTENBHOCTHN

— BblgenexHble HakonuTenv (RAID 1) ans 3arpysku OC — obecneveHne
OTKa30yCTOMYMBOCTM
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B — sce nHTepdeiich faHHbIx ay6nvposanbl (craHgapt IEEE 802.3ad LACP) —
MOBbILLIEHNE MPON3BOAUTENBHOCTM, OTKA30YCTOMYMBOCTb (B CRy4ae OTKa3a OfHOro
N3 UHTEPEENCOB BO3MOXKHO CHIXKEHWE MPON3BOAUTENBLHOCTM)

— 10/25 Gigabit Ethernet — ans cBs13n ¢ BHELUHUMMW CETAMU

— 100 Gigabit Ethernet — onsa nHTepkoHHekTa B pamkax MB[

— 2x100 Gigabit Infiniband (/Ethernet) — Ans CMHXPOHM3aUMM K3Lla KOHTPOSS1EpOB

aBa 6roka NMTaHusi B pexmme pe3epBrpoBaHus no cxeme (1 + 1)

— 2xCPU Xeon (Unv aHanornyHbIn)

OO0 B0
|

ﬁ — ofHa nnu aBe BHELLUHWE NOSKM C ANCKaMm ¢ nHTepderncom SAS nogknodatoTcs
K KOHTponnepam no uHtepdency SAS 12G.

B Moayne pesepBHOro KonupoBaHua Ans apxusmpoBaHus ¢annos WAL wucnonbsyeTcs
nokanbHbIN pexmnm paboTbl pg_probackup ¢ 3anucbto B Katanor, CMOHTMpoBaHHbIN no NFS. [ns
pe3epBHOro KOMMPOBAHMS UCMOMb3YeTCA yAaneHHbIn pexum paboTbl pg_probackup ¢ yana,
npepoctasnaowlero cepsuc NFS.

Ona peanusaumn cepsuca CPK wncnonb3yetcs nporpammHo-onpegensiemas CX[ RAIDIX B
ABYXKOHTpornepHon KoHdurypauun. CXI coctout n3 gByx KOHTPOSIEPOB N OQHOW UNKN OBYX
BHELLUHMX Monok ¢ guckamn ¢ mHtepdericom NL-SAS. Mo ymonyaHuio BO BHELLHMX MOSKax
ncnonb3ytoTes xecTtkme anckm (SAS HDD) 6onbLuon emkocTu. [AnckoBble NOMKN NOAKM0YaTCS
K KOHTponnepam no nHtepdency SAS 12G.

KonTponnep CX[ ykomnnektoBaH asymsi noptamu Ethernet 10/25 6ut/c, oBymMs noptamu
Ethernet 100 M6uT/c, aByma noptamu VPI 100 IMout/c (Infiniband/Ethernet 100 M6uT/c), a Takke
AByms cnyxebHbimMn noptamu Ethernet 1 out/c (Bkntovas IPMI) n osyms noptamu Ethernet
1 I'6ut/c gna mexknactepHon ceaAsn (Heartbeat).

Ha 6ase noptoB 10/25 6ut/c cospgaetcsa rpynna arperauumn B pexume 802.3ad LACP, koTopas
npeactaenseT cobor Ha ypoBHE OMepauVoHHOM CUCTEMbl OAMH FIOTMYECKUIA arperMpoBaHHbIN
nHTepgenc. [aHHbin nHTepdenc npegHasHavyeH Ans NOAKNHOYEHUS BHELHMX CUCTEM (B TOM
yucre yaaneHHbIX CUCTEM pe3epBHOro KonnposaHus) Kk cepucy NFS.

Ha 6a3e gByx noptoB 100 6ut/c B pexxume Ethernet cospgaetcsa rpynna arperaumm B pexume
802.3ad LACP, kotopasa npegcrtasnsietr cobo Ha ypOBHe OrnepauuoHHOM CUCTEMbl OOWH
nornyecknn bond-mHtepdenc. [aHHbii bond-uHTepdenc npegHasHadeH Ans cryxebHoro
B3anmoencTems mexay yanamu bl n CX[ nogcnctemMbl pe3epBHOro KONMpoBaHUs, B TOM Ynucne
no npotokony NFS.

Oesa nopta Infiniband 100 [GuT/c wucnonb3ywTCcs AN NPAMOM CUHXPOHM3ALMM  K3LLa
KoHTponnepos CX[.

Ha 6a3e gsyx noptos Ethernet 1 [6uT/c cosnaetcs rpynna arperauumm B pexxume 802.3ad LACP,
KoTopaa npeactaBnseTr cobon Ha ypoOBHE ONepauuoHHOW CUCTEMbl OAWMH  JIOTUYECKUN
arpernpoBaHHbI  MHTepdenc. ITOT MHTepdenc ucnonbdyeTca Ang cnyxebHoro Tpadwuka
knactepa (Heartbeat).

Cxema ceTeBOro B3anmoaencTemsa KoHTponnepos CX[ npeactaBneHa Ha pUcyHke 12.
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CTek KOMMYTaTOPOB BHELIHNX CETei
25GE + 100GE

Crek KOMMYTaTOPOB BHELLHNX CeTeln
25GE + 100GE

( ~ Brewwmecetn ) (  BHewnvecewn )
] - ) LACP 802.3ad LACP 802.3ad ( 1 )
b 6] Y3en NFS B[ ﬂ% Y3en NFS ofe
2+10/25GE| KoHTponnep CX[ | *|%| KonTponnep CX[ |[2:10/25GE
o o
oE—8
2:1GE | IPMI 2x100GE 8 8 2-100GE IPMI | 2-1GE
b | ¢ ole (: i E] ; ? T 2K )
LACP8023ad (~ | | ) ol | ) LACP8023ad LACP 8023ad i > ¢l 17) Lacp8023ad
s —— o | et it | TS | i i e g m—— v ———— \
: ( Cetun ynpasneHus () (! (" Cetu uHTepkorHekTa () | i () CemwuntepkonHekTa ) I, (0 Cetuynpasnerus ) :
| KommyTtaTop ynpasnexns | : CTek KOMMYTaTopoB : : CTeKk KOMMYTaTopoB : I KommyTaTtop ynpasneHus |
I 1GE + 10GE , | WHTepKOHHekTa T00GE | WHTepKoHekTa 100GE | | 1GE + 10GE I
PucyHok 12 — Cxema cemegozo 83aumodelicmeusi KoHmporsnepos CX/
MpumeHsiemoe nporpammMHoe ob6ecneyveHue:
B — rporpammHoe oBecneverne ans opratnsaummn RAID-maccusos Ha CX[: Raidix 5,

[ABYXKOHTpOSepHasi peaakumsi.
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8. CNEUNDPUYHBIE YEPTbI

MpoekTnpoBaHne n peanu3auna MawuHbl 6a3 gaHHbix Ckana’p MB[M.M ocyuwectBnanuco
C yyeToM psiga BblIOpaHHbIX MPUOPUTETOB, OKa3biBAKOLWMX HENOCPEACTBEHHOE BIUSIHUE
Ha (yHKUMOHAmNbHbIE M 3KCNIyaTauuoHHble MokadaTenu. Haubonee 3HauyMMbie M3  HUX
cnegywouiue:

lMpuopumem obecriedyeHusi coxpaHHocmu OaHHbIX rnepeod rnoebieHHoU
docmyrnHOCMbtO

A dekT:

(] rapaHTI/IFI COXPaHHOCTU AaHHbIX NpU nobBbIX OTKazax

= bbiCTpoe BoccTaHOBNEHNE N3 pe3epBHbIX KOMUI B criyvae cboes

Omka3 om ucrosib308aHUs supmyarbHoU cpelkl 08 peanu3ayuu
8bl4UCIUMEsIbHO20 y3/1a 8 0oJb3y arnnapamH{020 peuweHust

OddekT:

= Makcumym nponsBoAUTENBHOCTM Ha aHHOM 0GOpYyAoBaHWUM (HET NoTepb Ha cpeany
BMPTYyanusaumm, npoyne cBefeHbl K MUHUMYMY)

= [loBbllUEHNE HAOEXHOCTH peweHna (HeT OOMOJNTHNTENBbHOIro NporpamMmmMHoro ypOBHFI)

Omka3 om ucrosib308aHus 8b10eIeHHOU cucmemMbl XpaHeHUs!
0r151 pa3meuwieHuUsi 0aHHbIX 8 IM0J1b3Y J10KaslbHbIX OUCKO8

O dekT:

= [loBbllWeHMe NPOM3BOANTENBHOCTI: COKPALLEHNE N3AEPXKEK Ha AOCTaBKy 6r1I04HOro
Tpadurka 3a CYET UCKMOYEHMS MaKCUMAITbHOMO KONMYeCcTBa KOMMNOHEHTOB NyTEM
nepeHoca CUCTEMbI XpaHEHMSI HENOCPEACTBEHHO Ha BbluMCnMTENbHbIE yanbl. (CYB[
Postgres Pro Enterprise nyywe paboTtaeTt ¢ nokanbHbIMX TOMaMn AaHHbIX)

= [loBblWweHNe HageXHOCTN pelleHns (HeT AOMONHUTENBHOIO CMOXHOIO 3NeMeHTa B Buae
CUCTEMbI XpaHEeHUS)

= CHWXeHne CTOMMOCTM peLleHmns (HET pacxogoB Ha CUCTEMY XPaHEHWS B LIENIOM, TOMbKO
Ha HakonuTenu SSD Ansa AaHHbIX M XypHanos. [nga pesepsHbix konui B CPK TunuyHo
npumeHsitoTca HDD).

Omka3 om npuMeHeHUs1 yYHUKalbHbIX arnapamHbix pa3pabomok 6 nosnb3y
cmaHOapmMHO20 8bICOKOHa0EeXH020 U rpou3eodumeribHo20 obopydosaHusi
8 Kayecmee rnramagopmbl 05151 pasMeuw,eHUss KOMIMOHEHMO8 peweHus

O dekT:
= Ob6ecneyeHne cTabmnbHOro ypoBHSA NPOM3BOANTENBHOCTU (KOMMOHEHTBI NPOBEPEHDI
BpeEMeHeM)
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= [oBbleHNe HagEeXHOCTU peLlleHust (HeT YHUKaNbHbIX 3N1IeMEHTOB)

= CHWXeHMe CTOMMOCTM CONPOBOXAEHMS (4OCTYNHOCTL 3NIeMEHTOB MpPU BbIXOAE U3 CTPOS)

Omka3 om npumeHeHus ripoepammHbix RAID 6 nonb3y annapamHsix RAID

A dekT:

= Ob6ecneyeHne 6onee BbICOKON NPOM3BOANTENBHOCTH
= 3awwuTa k3wa oT c60s 3NEeKTPONUTaHUS, YTO CHKAET PUCKN NOTEPU AaHHbIX

= CHMXeHune 3aBMCUMOCTU OT NpoM3BoaUTENEN NporpamMmmMHbix RAID

Omka3 om ucrosib308aHUs rNPornpuemMapHbIX UHOCMPAaHHbIX fpo2paMMHbIX
peweHuu 8 nosnb3y O ¢ omkpbIMbIM KOOOM U OMe4yecmeeHHbIX
paspabomok

O dekT:

= [loBblWeHNE Npon3BOANTENBHOCTY 3a c4eT gopaboTkm MO (cunammn Ckana’ p
N NapTHepoOB)

= [loBbllUEHNE HAOEXHOCTH peweHna (CHI/I)KeHI/le pUCKoB HEAOCTYNHOCTHU I'IOD,D,ep)KKVI)

BoamoxxHocmb rnpumMeHeHUA murioebiX U CImopOHHUX peLUGHU[]
ons MOHUMOPUHea U yripaesfieHus 8 OoriosfiHeHuUe K npedycmaHoeneHHb/M

AddekT

= CoxpaHeHue paHee caenaHHbIX MHBECTULUI B CUCTEMbI yNpaBneHns
UT-uHdpacTpykTypon

= BO3MOXHOCTb NOCTPOEHNSA CKBO3HbLIX CUCTEM YyNpaBreHus, ¢ BKNtoyeHnem MalwmHbl
6a3 paHHbIx Ckana”p MBA.MN — B nHdpacTpykTypy 3akasuuka.
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9. TAPAHTUPOBAHHOE KAYECTBO

KauecTBeHHble nokasaTenu MawwuHbl 6a3 gaHHbix Ckana’p MB[.I obecneuymBatoTcs ee
COOTBETCTBMEM MPOBEPEHHOMY CTaHAAPTHOMY BapuaHTy, COBMIOAEHNEM YCTAHOBIIEHHBLIX HOPM
n TpeboBaHumi no opmmupoBaHMo, peanusaumen paboT BbICOKOKBANMMUUNPOBAHHLIMMU
cneunanucTtaMmm Ha Bcex aTanax XM3HEeHHOro Lumkna.

[Mpon3BoacTBO (KOMMekToBaHue, pa3sepTbiBaHue 10 n npegBaputensHas
HaCTpoKKa)

anI npon3BoacTBE NCNOJ1b3YHTCA BbICOKOKa4YeCTBEHHbIE KOMMMEKTYoLne

C6opka NpoAyKLMM OCYLLECTBNSETCA CTPOro B COOTBETCTBUM C YTBEPXKAEHHbLIM NiaHOM
pa3meLleHns KOMMNOHEHTOB

MepBuyHoe paseepTbiBaHue MO ocyLlecTBRSETCA B aBTOMaATUYECKOM pexmme

[ononHuTenbHble HacTponkn MO ocywecTBNATCA B COOTBETCTBUN C YTBEPXKAEHHOWN
noLlaroBon MHCTPYKUKNEN

OcyuiectBnseTca TecTupoBaHne cpopmmpoBaHHon MawunHbl 6a3 gaHHbIX Ckana’ p
MbAa.N

[lepenaya B akcnyaTaumio

MawwuHa 6a3 gaHHbIx Ckana” p MB[.I nonHocTblo cchopmupoBaHa, NPOTECTUPOBAHA,
rotoBa K pasMeLleHuto B ceTn 3akasyunka u nogknoyeHunto npuknagHoro MO

B komnnekte ¢ MawmHon 6a3 gaHHbIx Ckana” p MB[.M nepenaetcs nacnopt
peLLeHns, aKcnyaTaumoHHasa AOKYMEHTaLms, cepTudmkat Ha noaaepxky

MpoBoautcsa obyveHune cneumnanncToB 3akasumka pabote ¢ MawmHon 6a3 AaHHbIX
Ckana”p MBA.M (onuwns no 3anpocy)

[Moonepxka

MawwuHa 6a3 pgaHHbIx Ckana” p MBA.IN nocTtaBngaeTcst ¢ rogoBoOv NOAAEPXKKON (MOXeT
ObITb NpeaocTaBneHa Takke Ha 2, 3 1 5 neT), KoTopas BKovaeT B cebs peLleHne Bcex
BOMPOCOB, CBA3a@HHLIX C HApyLUEeHNAMM PaboTOCNOCOBHOCTM Kak KOMMNeKca B LerioMm,
Tak 1 ero oTAerNbHbIX annapaTHbIX KOMMIOHEHTOB U NPOrpaMMHOro obecnevyeHus

Moppepxka BCEX KOMMOHEHTOB OCYLLECTBNAETCA Yepe3 eaAnHoe OKHO obpalleHnn
B pexunme 9x5 unn 24x7

Moaaepkka NpefocTaBnsieTcss HEMNOCPEACTBEHHO Npou3BOaUTENEM
Unu cepTUULMPOBAHHBIM NAapTHEPOM

Y 3akasunka ecTb BO3MOXHOCTb BblGopa BapvaHTa NogaepXkkn U3 akTyanbHbIX
Ha MOMEHT NMOCTaBKW, a Takke AONONHUTENbHbIX ONLMIA

B CnoxHbix cnyyasx K peweHuto npobrnem npuBrekalTCa apXUMTEKTOPbl U UHXEHEepPH,
HenocpeaCcTBEHHO y4acTBOBaBLUME B pa3paboTke MawuHbl 6a3 gaHHbIx Ckana”p MBA.M.
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10. PEAKLUUA HA BO3MOXHbIE OTKA3bI

OTkasbl, CBA3aHHbIE CO CTaHOAPTHbIMK afieMeHTaMn MawunHbl 6a3 AaHHbIX
Ckana”p Mb[.I1

B pamkax MawuHbl 6a3 gaHHbix Ckana” p MBA.IM o6ecneyeHa 0TKa3oycTOMYMBOCTb OCHOBHbIX
annapartHbIX 3N1IEMEHTOB, B TOM Y/ChE:

= Yy3noB (aybnmpoBaHne NpoLeccopoB, NCTOYHNKOB NUTaHUA 1 4p.)

= Hakonutenen (npumeHeHue B coctase RAID ¢ TpebyembiM ypoOBHEM
OTKa30yCTOMYMBOCTI)

= BHELUHNX MHTEPEENCOB N BHYTPEHHNX 3NIEMEHTOB CETU N MHTEPKOHHEKTA (NOMHoe
ayonuposaHue)

= 3IeMEHTOB CUCTEMbI PE3EPBHOro KONMpPOBaHUA (oy6rmpoBaHue KOHTPOMNepos,
NHTepdEencoB, N NPUMEHEHNe 0TKa30yCTOMUYMBBLIX KOHUrypauumm RAID)

OTkasbl NEepeyncrieHHbIX 3feMeHTOB oOTpabaTtbiBalOTCs  CTAHAAPTHbIMW - anropuTMamm
B COOTBETCTBUM C MPOU3BEAEHHLIMW HacTponkamu. JIloGoM eOuMHMYHBIN OTKa3 He MNoBNUAeT
Ha OOCTYNHOCTb CUCTEMbI B LIENIOM, XOTS MO KOHKPETHOMY CEepBMCY BO3MOXHO HEKOTOpoe
CHWKEHne NPOU3BOAUTESTBHOCTMU. Mocne yCTpaHeHus HencnpaBHOCTK nosiHas
npounssoantTenbHocTb MawmHbl 6a3 gaHHbIX Ckana” p MB[.IN Takke BOCCTaHOBUTCS.

OTKa3sbl, CBsI3aHHbIE C y3J1aMun Knacrtepa 6a3 AaHHbIX

[na obecneyeHnsa 6ecnepeboMHOCTM AOCTyNa U COXPaHHOCTM AaHHbIX B peLleHun peanv3oBaH
TPEexy3noBoun kractep, coctoswmi M3 mactepa CYB[l, a Takke CUMHXPOHHOW M aCUHXPOHHOM
pennuk. B cnyyae oTkasa noboro 13 nepedncrieHHbiX y3noB Knacrtepa (MM OCTaHOBKM y3na ans
nposeaeHnsa obcnyxmnsaHus) pabotocnocobHocTe MawunHbl 6a3 aaHHbIX Ckana” p MBL.M aonga
nonb3oBartenen dyoeTt coxpaHeHa B NOSIHOM 00beMe B aBTOMATUYECKOM pexmme cpeactBamum
MO ynpaBneHus KnacTepom.

Mpn atoMm npu HeobxoaMmocTM OyayT nepeHasHayeHbl Ponu y3roB Knactepa (akTyanbHO
B Criyyae oTkasa y3na ¢ mactepom CYB[] u yana ¢ CMHXPOHHOW penmnkon).

Mocne 3aBeplieHnss 06CNyXMBaHNA UNN YCTPAHEHUS NMPUYMHBLI OTKa3a U BOCCTAHOBMEHMS y3na
Heobxoanmble AaHHble ByayT BOCCTAHOBIIEHbI (B 3aBUCUMOCTWN OT CTEMNEeHM «OTCTaBaHUsA») U3
pe3epBHbIX Konuin u/mnn apxmsos WAL.

[etanbHble anroputMbl obecrneyeHns  OTKa3oyCTOMYMBOCTM  Krnactepa 6a3  AaHHbIX
N pekomeHgaumMm no OencTBuaAM agMuHUCTpatopa B TOW WM MHOW KOHKPETHOW CUTyauuu
npuBeeHbl B AOKYyMEHTaLmMK, nepegaBaemMon 3akasdnky coBmectHO ¢ MawmnHon 6a3 gaHHbIX
Ckana”p Mb[.I.

Mockonbky ans MawwuHbl 6a3 aaHHbix Ckana”p MBM.M n3bpaH npuoputet obecneveHus
COXPaHHOCTM AaHHbIX, OAHOBPEMEHHbIA UNN NocrefoBaTenbHbIA 0TKa3 ABYX Y3MOB Kractepa
NpMBOANT K NONTHOM ocTaHoBke MawunHbl 6a3 aaHHbIX Ckana” p MB[.M BBuay Toro, YTo B 9TKX
ycnoBusx npogosrkeHne pabotel CYB[l mMoXeT nMpyMBECTM K YaCTUYHOM WM MOSIHOW noTepe
AaHHbIX.
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11. TUMOBbIE KOMMJEKTbI PELUEHUA

TunoBble koMnnekTbl nocTaBkn MawmnHbl 6a3 gaHHbIx Ckana’ p MB[.MN npuBeaeHbl Ha pUcyHke
13.

lMpumevyaHue — 803MoxxHa nocmaska 6e3 CX/ koHmponnepos (6e3 KOHMPOIepHOU rnapbi U rMosioK)

MalwuHa 6a3 gaHHbIX MawwuHa 6a3 gaHHbIX MawwuHa 6a3 gaHHbIX
Ckana”p Mb[.M M-1 Ckana’p MbA.MN M-2 Ckana”p MbA.MN M-3/M-4

BA3 AAHHBIX

CcKaAa'p Yaen 6O N6 i cKaAa'p ckaaa’p Yaen 6 Ner2
i
ckaaa'p YsenBANSS > CLU2 i . CKaaa'p 5 > Cw2 ckaaa'p Yien BANe1 - CLUA

ckana’'p o vaen 5N |

i
ckaaa'p /sen B Ned i G ckaAa'p
: N 1 SWINT1.2

CKaAa'p Yaen ynpamnensen cKkaAa’'p II sen ynpassesun ! = CKaAQ'P

cKaAa'p cKaaa'p Vien6a N3 | i CKaAa'p cKaAa'p Vien6ANGS

L X >
cKkaaa'p n > w1 = ckaaa'p Yaen 6aNe2 (- CWL H - cKkaaa'p e w1 cKaaa’'p Yien6ANsS - CLU3

cKaAa'p

cKaaa p Ysen B N1 i T CKaAQ p CKaAa p Yien B Ne7
: o
CKaAG'P X worponnep 2 i ckana'p X0 owTporrep 2 i v ckaaa'p O romTponnep 2 ., CKaAG'P X rorporrep 2

K O owrponrep 1 @l mormponnep 1 i XA wormponnep 1 £ O ompornep 1

PucyHok 13 — Turnosslie komrinekmsi nocmasku Mawursl 6a3 daHHbix Ckana™p MB

MawwuHa Ba3 [laHHbIX nocTaBnsaeTca komnnekramm no Mogynsam Takum o6pasom, 4Tobbl MOXKHO
66110 nogobpaTe ONTMManbHYHO KOHUrypaumo OT KonuyecTsa pasmMellaemblx 6a3 gaHHbIX Ha
y3nax b[]. Hwke (Tabnuua 3) npvBeaeH npuMmep pasMeLleHnsa oTaenbHbIX ak3emnnspos CYB[
B Moaynsx 6a3 gaHHbiX Takum obpasom, 4Tobbl pasmecTuTb 40 4 9K3eMMNApoB OTAENbHbIX
CYB[ B kaxxgom Moayne. BoamoxxHa koHdMrypaums waxmaTHoro pasmelleHns B ogHom Mogyne
00 3 pasHbix ak3emnnspoB 6a3 gaHHbIx Postgres. KommyHanbHOe MCNOnb3oBaHME OQHOMO
Mogynsa BO3MOXHO B Criydyae paspelleHus pasMmelleHnsa Takmx 6a3 gaHHbIX B OAHOM CeKTope
©e3onacHocTw.

Tabaruya 3 — Ilapamempol nocmasnsemulix mooeneil (npouzsooumenshsiii npoguns, 0o 160 Toatim)

TR
Konunuecteo y3nos B/ 2x3 3x3 4x3
KonunuecTtBo ak3emnndapos CYb[ o3 no 6 oo 9 no 12

Obwmn nonesHbin obbem Bcex b, go 160 Jo 2x160 Jo 3x160 [o 4x160
To6ant
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[MonesHbIn 06beM XpaHeHus cuctembl 190-1024
pesepBHOro konupoBaHus (BO+WAL),
Ha ogHy Nonky, TéanTt

Pa3melleHune B cTorkax 1 1 2 2

JNnueHsnpoBaHve HeobxoouMoro nporpaMMHoro  obecneyeHust  OcyLlecTBrsieTcs B
COOTBETCTBMUN C KONMYECTBOM Y3roB M cokeToB Moaynei 6a3 aaHHbIXx. CTOMMOCTb NULEH3UI
ydYTeHa B CTOMMOCTU peLleHus.
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12. BAPUATUBHOCTb PELLEHUA

Manbin unu TectoBbIv NaHawadgT

BapwvaHT pelueHus:
= JoctatoyHo namatn RAM (512 [Gan)
= BbICOKOMpousBoauTenbHble Hakonutenn SSD (8 x 1,92 TB + 2x 1,92 ana WAL)
= OAWH annapaTHbii RAID KoHTponnep

= RAID5,RAID1

BbicokonpounsBoauTenbHbIN NPOoaYKTUBHBIN NnaHgwadgpt OLTP
BapuaHT pelueHus:
= Oonbwe namatn RAM (2 T6anT)
= TBEpAOTENbHbIE HAKONUTENWN NOBbLILWEHHOro obbema (16x 7,68 TB + 4x 7,68 TB)
= [Ba COBpPeMEeHHbIX annapaTHbix RAID koHTponnepa

= RAID 50, RAID 10

["eoknacTep (kak onums)
BapwuaHT pelueHus:
= OONOJIHUTESIbHbIE CeTeBble KapThbl B y3nax BD,

= chneuuanbHble HacTponkn knactepHoro MO n NO pe3epBHOro KONMPOBaHUSA

Pa3melleHne Heckonbkux akzemnnapos knactepos CYB[] B oaHoM
MawwwuHe

BapuaHT pelleHus:

= YBenuyeHune KkonuyecTasa y3nos 6a3 gaHHbIX B cocTaBe MalluuHbl; pa3meLleHune
Heckonbknx ak3emnnapos CYB[] Ha kaxaom n3 y3nos 6a3 gaHHbIX

= Pa3MelleHune penyink B «llaxmMmaTtHOM nopAaake»

= pasHble knactepbl B[] MoryT 6bITb HACTPOEHbI NOA, pasHble naHawagTbl
(TecToBbIN UM NPOAYKTUBHbIN)

ToHKasa HacTponka 4515 NOBbILWEHUS NPOU3BOAUTENBHOCTY (ONLUMS)
BapuaHT pelueHus:

= MOXEeT MCnonb30BaTbCH B KOMMeKce ¢ NobbiM U3 BApMaHTOB

= TpebyeTcsa yyacTne pas3paboTymKoB NPUKNAAHbLIX CUCTEM

= [OOCTUraeTcd HanpaslieHUeEM YTeHUA N 3anncCn Ha pas3Hble Yy3Ibl Krnactepa nyTem
BHeCeHUA COOTBETCTBYHOLLUX HACTPOEK B NpPpUKNagHbliX CUCTEMAX
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13. TPEBOBAHUA K PASMELLEHUIO PELLEHUA

PelleHne noctaBndaeTcs B BMAe OTAENbHOMO CEPBEPHOrO MOHTaXHOrO LWKada 19”, BbicoTa 42U.

HanonHeHnune wkada obGopyaoBaHMEM U COBOKYMHbIN BEC 3aBUCUT OT BblOpaHHOro BapuaHTa
pelueHnst u moxeT cocTaBnAaTb oT 400 go 800 «r.

,D,J'IH NnoaKnr4YeHnA IJJKa(ba K cucrteme SHGKTPOCHGG)KGHVIH OOJTKHbI ObITb npegycMoTpeHbl ABa
He3aBUCUMbIX BXOAaA 3N1EKTPONMNTaHnA.

MoTpebnsemas MoWHOCTL WKada coctasnseT oT 6 go 11 kBT.
HormxkHbl 6bITb NPEYCMOTPEHbI COOTBETCTBYOLLIME MOLLHOCTU MO OTBOAY Tenna.

[na nogknioveHns K nokanbHOM ceTu Heobxoaumm pesepBupoBaHHbIM kaHan 4x100 Gigabit
Ethernet nnu go 8x10/25 Gigabit Ethernet.

I'Ipvl pa3BepTbiBaHUN peLleHnAa Ha HEM 6y}1yT OoCyLlecCTBI1EHbI HaCTpOVIKM ceTeBbIX agpecoB B
COOTBETCTBUN CO CprKTypOIZ ceTn 3akasunka. 3akasumnk OOmKeH npeanocTtaBuTb HeobxoanMble
AaHHble B COOTBETCTBUU C HOMeHKﬂaTypOVI KOMIMNOHEHTOB peLleHnd.

B cetn 3akasumka JomkHbl ObiTb HACTPOEHbI COOTBETCTBYOLLME MapLUPYThl U NpaBa g4ocTyna.

,Elaanelhmme MeponpuaTna no BBOAY B 3KCnyaTauuio OCYLLEeCTBNAKTCA 3akasdnkom nyTem
nposegeHunsA HaCTpOIZKVI npuknagHbiX NporpamMmmMmHbIX CUCTEM.
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14. NPUMEPbI PABOTAIOLLUX PELLEHUN

[Mpumep: pasmelleHne 3x cepBMCOB Ha OQHOM KnacTtepe

PeweHne — MawwuHa 6a3 paHHbix Ckana” p MBA.I.

KoHconvpauus Tpex cepBucoB 6a3 AaHHbIX HA €AMHOM KnacTepe C LeNnblo onTMMu3aumm
MCMONb30BAHUS BbIYUCIIUTENBHbLIX PECYPCOB.

= 1 annapatHbin knactep (3 yana)

= 3 cepsuca b/l

= CVYB[ Postgres Pro Enterprise Certified

= 00bem B[]l Ne 1 ~18 T6ant

= 00bem B[l Ne 2 ~ 17,5 Tbant

= 00bem B[l Ne 3 ~ 10 Toant
«WaxmaTtHoe» pasmelueHne B no yanam knactepa (PucyHok 14).
Cneunduka

= [loBblWwEeHNE yTUNM3aLUN BbIYUCIIMTENBHBIX PECYPCOB

= «lWaxmaTtHoe» pasmelleHne B[] no yanam knacrepa:
Kaxabii 13 y3noB B[l aBnseTca mactepom anst ogHou 13 6as,
CUHXPOHHOW Konuen — ns apyron 1 aCUHXPOHHOW KonNuen — Ansi TpeTben

MbA.l

@& -

PucyHok 14 — «lllaxmamHoe» pasmeweHue B[] rno ysnam knacmepa

[Mpumep: meTpoknacTep

PeweHune — aBe cBasaHHble MawunHbl 6a3 aaHHbIX Ckana” p MBA.M

Kaxgaa CYB[l nmeeT BbICOKOAOCTYMHY KOHUrypaumio (Mactep + CUHXPOHHas pennuka) Ha
CBOEN OCHOBHOM nNriowagke, npu 3ToM obecnevnMBaeTCs aCUHXPOHHOE (UM CUHXPOHHOE)
pennuuMpoBaHne Ha COCEOHION NOLWAAKy ANna BOCCTaHOBNEHMS B criydae cbosa LIO.

B kaxxgom LJO[] pasBepHyT cobcTBeHHbIN Moaynb pesepBHOro konnposaHus. Apxmsauns WAL n
co3faHune pe3epBHbIX KON BbINOMHAKTCA B kaxkaoM LJO/L] He3aBmucmnmo apyr oT apyra.
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MepekntoveHne ponn B cnyyae cbost yana unu LUOda nponcxoant aBTomMaTn4eCcKu.
B coctaBe kaxgon MawwuHbl 6a3 gaHHbIX Ckana” p MB[.IM:

= 2 cepsuca b[]

= 2 y3na knactepa O4HOro cepsuca n 1 y3en BToporo

= CYB[ Postgres Pro Enterprise Certified
Cneuundumka

= ObecnedvyeHre 0TKa30yCTONYMBOCTM B Npefenax O4HOro perMoHa peanns3oBaHo 3a cyeT
ACUHXPOHHON (CUHXPOHHOM) PensiMK1 Ha yaaneHHoW nnoLlaake

= ABTOMaTMYeCKOEe BOCCTaHOBIIEHME npu cboe y3na unu nnowankum

= LleHTpanusoBaHHOE ynpaBneHme MeTpoknacTepamMm ocyLLecTBnsieTcs ¢ nomolybio MO
Ckana” p CnekTp.

Peannsauusa metpoknactepa
= YpaneHHocTb nopsaaka 20 km.
= Kanan 100 6ut/c

= Ha kaxgon nnowagke ectb pensivka OCHOBHOrO KnacTtepa

MpvmMep peanusaumm MeTpoknacTepa npuBeneH Ha pucyHke 15.

NN Km

100 rGw/c ASYNC ASYNE

My = A Y 2
— SYNC N SYMC — A
— :.___ _J — _1

IIIIIIE [TIMIIIE [TITne TITITIITITES S TS R

NOE2ABHIA AMCKOEaR TIORENBHAA ANCKOE3A NOKaNbHAA AWCKoEaR JIOKANBHER JHCKOEAA JloKaNDHER AHCKOBAA NOKaNBHER JUCKOBER
MOACHCTEMS nopfCHCTEMS NOACHCTEMS noAcHcTEMa nogoMcTEMa nogcncrema

T

MBA.N 1 MEA.N 2

PucyHok 15 — lMpumep opaaHu3ayuu Mempoknacmepa

[Mpumep: reopacnpeneneHHbln Krnactep

PeweHune — aBe cBasaHHble MawunHbl 6a3 aaHHbIX Ckana” p MBA.M

OnemeHTamm obecnedeHns KaTacTpodOyCTOMYMBOCTM CUCTEMbI Ha YypoBHE 0a3 AaHHbIX
angaetcs pasmeweHne CYB[ Ha aByx nnowagkax. OgHa 13 nnowagok SABASeTCS akTUBHOWN,
BTOpasi — ropsi4Mm pe3epBoM.

CUHXPOHM3aLMA OaHHbIX Mexay ABYMS Nnowagkamu, a Takke Mexay CepBepamu BHYTPU
nnowagku OCYyLecTBSeTCd CcpeacTBaMu BCTPOEHHOW MOTOKOBOW pensiukauum CUCTeMbI
ynpasneHunsa 6asamu gaHHbIx Postgres Pro. B pamkax ogHOM NNoLwagku CUHXPOHMU3aLMSA AaHHbIX
OCYLLECTBISAETCS Yepes CeTb MHTEPKOHHEKT, MeXay nnoLiagkamm — Yepes ceTb reopensnimkauuu.
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Takke ceTb MHTEPKOHHEKT MCMOMb3yeTcs Ons pe3epBHOro konvpoBaHua un apxusaumm WAL
XypHanoB. B kaxgom LOL pasBepHyT coGCTBEHHbIM Moaynb pe3epBHOro KOMMpPOBaHUS.
Apxusauuna WAL un cosgaHue pesepBHbIX KONUIA BbINOSHAKTCSA B kKaxxaom LIO HesaBucmumo apyr
OT gpyra.

B nobon mMOMeHT BpeMeHun aktmBHon sBnsetca CYB[ Tonbko Ha ogHOM M3 NOLWadok.
lMepekntoveHne nnm cMeHa ponu NNOLLAAKM MOXET OCYLLIECTBATLCS MO0 B NIaHOBOM PEXMME,
nn6o B cryvae katacTpodbl.

B cocTaBe kaxagon MawwuHbl 6a3 gaHHbIX Ckana” p MB[.MM:
= 1 annapaTHbIn knacTep (3 y3na)
= 1 cepsuc B[]
= CYB[ Postgres Pro Enterprise Certified

Cneuunduka

= ObecnedyeHre 0TKa30yCTOMYNBOCTM Ha YPOBHE KaTacTpodbl peanv3oBaHo 3a cyeT
NOSTHOW KOMWUK KracTepa Ha pe3epBHOM MoLaake.

= [loBblweHne nponseoguTensHocTn CYB[ 3a cueT peanunsauumn Ha ypoBHE NMPUITOXKEHMS
pacnpegeneHns YTeHns nNo pennunkam 6asbl JaHHbIX.

= LleHTpanusoBaHHOe ynpasneHue reopacrnpeaeneHHbIM KnacTepoM OCYLLEeCTBAeTCs C
nomotbto MO Ckana” p Cnekrp.

Peanusauyus reopacnpenerieHHoro Knacrtepa

= BTtopas, Bzanmogencteyowan «MawmnHa 6a3 gaHHbix Ckana” p MB[ #2»
(norHasa konusa OCHOBHOW)

= YaaneHHocTb nopsaka 500 km.
= Kanan 25 6ut/c

= KackagHas pennukaums

Mpumep peanusaumm reoknactepa NpMBEAEH Ha pucyHke 16.

m

NI

25 lur/c Cascade ASYNC

OCHOBHOR KnacTep PesepeHbiit Knactep
Nowanssas gnckosan Nowanshan gncosan
NOACKUCTEME NOLCHCTEME
SYNC ASYNC Leaf ASYNC Leaf ASYNC
NoanbHan anckosas Nowanstas guckosan ToxanbHan Anckosan JlokansHan anckosan
P — noAcucTeMa nopcucTema noacucTema
MEAM 1 MBI 2

PucyHok 16 — [Mpumep peanusayuu 2eoknacmepa
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Pe3yn bTaTbl TECTUPOBAHUA

TecTtbl npoBogunuce ¢ nomousto MO pgbench, obecneunsatowero TPC-B nogo6Hy0 Harpysky
Ha 6a3y AaHHbiX. CTaHOApTHbIM BCTPOEHHBIN CKPUNT BbiAAEeT CeMb KOMaHA B TpaH3akumu
CO cry4variHo BbiGpaHHbIMK aid, tid, bid n delta (pexxum RW):

1. BEGIN;

2. UPDATE pgbench_accounts SET abalance = abalance + :delta WHERE aid = :aid;

3. SELECT abalance FROM pgbench_accounts WHERE aid = :aid;

4. UPDATE pgbench_tellers SET tbalance = tbalance + :delta WHERE tid = :tid;

5. UPDATE pgbench_branches SET bbalance = bbalance + :delta WHERE bid = :bid;

6. INSERT INTO pgbench_history (tid, bid, aid, delta, mtime) VALUES (:tid, :bid, :aid,
:delta, CURRENT_TIMESTAMP);

7. END;

Mpu BbIGOpe BCTpoeHHoro Tecta «select-only» M3 ykaszaHHbIX Bbllle KOMaHZ BbINOMHAETCS
Tonbko «SELECT» (pexmm «SO»).

AnnapaTHble XxapakTepUCTUKK:
= 2xCPU Xeon 24 agpa
= 1024 [6anT onepaTMBHOM NaMATH
= Hakonutenn SAS SSD

MapameTtp pgbench sf=75000 npuBoant Kk cosgaHuio B[ obbemom ~1 T6anT; yHKUMA
obbeanHeHns B nynbl pgbench He wucnonb3oBanacb, ANs KaXgoro nonb3oBartens
ncnonb3oBanocb BblaeneHHoe nogkntodeHne k CYB[L. Tectbl npoBoannuck Ha RedOS8 ans
ceptucpmumnposaHHon Bepcum Postgres Pro Enterprise. C 2023 roga Mbl  YCAOXHUIM
TecTMpoBaHus M Hadanu mucnonb3oBatb B[l obbemom 3 Tb6anta. Ha pucyHke 17 nokasaHbl
pesynbTaTbl Tecta MawwnHel 2025 roga.

Pesynbrartbl tpsB

150000
130000
110000
S0000
70000
50000
30000

10000

-1000050 200 450 700 950 1200 1450 1700 1950 2200
KOJIMYECTBO COEAVUHEHUM

PucyHok 17 — [lIpouszgodumenbHocmb MawuHbl 6a3 daHHbIx Ckanap MBA.IT
o pesynbmamam mecma pgbench
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15. O PE3YJIbTATAX PACHETA HAOEXHOCTU

MawwuHa 6a3 gaHHbix Ckana” p MB[.[1 opveHTpoBaHa Ha obecneyeHne O0TKa3oyCTONYMBOro
N BbICOKOMNPOM3BOANTENBHOIO pyHKUnoHuposaHust CYB[ Postgres. Npu peannsaunmn npoekTos
¢ npumeHeHnem MawwuHbl 6a3 gaHHbIX Ckana’p MB[.M Bo3HMKaeT NOTPeOHOCTb B 3HAHUU
pearbHbIX Noka3aTenen HagexXHocTn, obecneymBaemMbix 3TUM pPeLLEHNEM.

3HavyeHnss nokasaTenen 3aBUCAT OT KOHKPETHOW KOHUrypauum peLleHust U MUCMonb3yemMoro
Habopa obopynoBaHus.

Cneunanuctamu Ckana”p B cootBeTcTBUM ¢ TpeboBaHnammn «FOCT 27.301-95 HagexHocTb B
TexHuke. PacdeT HagexHocTM. OCHOBHble MOMOXeEHUsI» paspaboTaHa creumanbHas
MaTemaTMyeckas Mofesnb, MNOo3BONsAloWAas OLUeHUTb OCHOBHble MoKasaTenu HageXHOCTU
peLleHus.

Mogenb 6bina nNpMMeHeHa K «cpegHemy» TUNOBOMY BapuaHTy KoHdwurypauun MawwuHbl 6a3
AaHHbix Ckana’p MBM.M, kotopbin BkNtovaeT B cebsi ABa TPexysnoBbIX Knactepa v Ose
amnckoBbIx nonku B coctase CX[. bonee nonHo cTpykTypa BbiIGpaHHOro Ans pacdeta BapuaHTa
peLleHns oTpaxeHa Ha pUcyHke 18.
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100G (MPO) 2x10G LC
e — = = = e s aneanl
| |
Y3l BHelwHero foctyna (@) SWEXT 1,2
I (25GB, 100GB) a2 I
I T HQ- Hi;- 2%1G
> 251
I [ocryn =2x 100G = 3
| )
I
| Y3/ibl CeTeBoro B3auMoeicTBUs =
| & (100GB) e =
DAC — - mum X m
| _!E __;E & <
| 2 100G =
| VIHTepKOHHeKT § ckKaaa p Vien B Nee
| 61006 g Yansi A o 641G g cKaAQ’'p Yaen BANGS - CLU2
| i L
| X255 : - — ckaaa’p Yysen B Ned
o] it .
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I 2%1G ckana p Y320 yNpaeneHu A
100G
|| —-.
| 25G = [ o S M
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I =
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. 2X 1G
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il B x1G
| ; * # : MNonka DSK2
I
I CerteBoil y3en ynpasnexus (1GB)
| e======= ,__ Monka DSK1
|

Ynpaenexue -

PucyHok 18 — Cxema 83aumodeticmeusi 0r1si pacdema HadexHocmu MawuHbl 6a3 0aHHbix Ckana™p MB/.I1
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3AKINMIOYEHUE

MawwuHa 6a3 aaHHbix Ckana” p MB.M — nporpammHO-annapaTHbI KoMnneke Anst 06paboTku
N XpaHeHus gaHHbIX ¢ ncnonb3oBaHnem CYB[] Postgres B BbICOKOHArpy>KEHHbIX CUCTEMAX.

OcHoBHble 4epTbl MawuHbl 6a3 gaHHbIX Ckana”p MB[.M:
= OTKasoycToM4YMBOCTb
= Bblcokaga nponssoantensHOCTb
= [lpropuTeT coxpaHHOCTM AaHHbIX
= [OTOBHOCTb K GLICTPOMY pa3BepTbIBAHUIO
= YpoGHasa akcnnyaTtauns
= OKOHOMUYeckasi 3ahPeKTUBHOCTb

MawwuHa 6a3 aaHHbIx Ckana” p MB[.IN n ee Mogynn nponsseneHsl B PO 1 BHECEHbI B peecTpbl
P3N MMNT (B Tom uncne kak NAK) n peectpbl NAK MuHumdpbl

CtpykTypHO B MawuHy 6a3 aaHHbIx Ckana” p MBM.IM sxoaar:
= basoBbit Mmogynb
= Moaynb 6a3 gaHHbIX
= Moaynb pe3epBHOro KoNMpoBaHNs

Kaxgbim n3 Moagynen — 310 cneumanbHO nogobpaHHbIi KoMNekT obopyaoBaHus, a Takke
npegycTaHoOBMIEHHOE U HACTPOEHHOE nporpaMmHoe obecnedeHne, aganTUpoBaHHOE nOns
obecneyvyeHns (pyHKLMOHaNa peLeHns B LesoM U NPOCTOTbl €r0 MOAEPHM3aLNN.

HapexHocTtb, nponssoantensHocTb MawmnHbl 6a3 gaHHbIX Ckana” p MB[.IN noaTeepxnaetca
NPoBeAEHHbIMM  TecTamMu,  cneumanbHbIMA  pacyYeTHbIMW  AaHHbIMW,  MPaKTUYECKUM
NCNonb30BaHNEM PELLEHN B TEYEHNE psaa NerT.

HononHutensHas nHdopmauma no MawunHe 6a3 gaHHbix Ckana’ p MB[.IN npegoctaBnsaeTcs
no 3anpocy info@skala-r.ru.
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O KOMMNAHUH

Ckana” p — nuaep poccumckoro poeiHka MNMAK no sepcun CNews Analytics, 2024.

MporpammHo-annapatHble komnnekcbl (MawwuHbl) Ckamna’p Bbinyckaotca ¢ 2015 roga um
NPeacTaBnalT  LUMPOKMN  TEXHOMOTMYECKUM  CTeK Ans  MOCTPOEHUS  OUHAMUYECKMX
WHPACTPYKTYP W MHAPACTPYKTYp  YNpaBneHWss  OaHHbIMW  BbICOKOHArpy>KeHHbIX
NH(OPMALIMOHHBIX CUCTEM.

Mpogyktel Ckana’p Bkmo4veHbl B EPPPII, npousBegeHHonW Ha Tepputopumn Poccuickon
®epepauumn, n B EPPIT gna OBM u B[. CooTeBeTcTBYeT KpUTEPUSM [OOBEPEHHOCTU WU
MCNONb30BaHMIO ANs1 0OBEKTOB KPUTUYECKON MHGOPMAaLMOHHOM MHApacTpyKTypbl (KUN).

MawwuHbl Ckana’p sIBNAOTCA CEPUNHO BbINyCKAaeMbIMW MPEAHACTPOEHHLIMU KOMMSIeKCamMu,
KOTopble ObICTPO pa3BepThiBAOTCA M BBOOATCA B 3KcnnyaTauuto. [nybokas WHTerpaums
TEXHUYECKUX CpeacTB U nporpaMmmMmHoro obecneyeHus B NAK Ckana’p nossonsieT nonyy4ntb
pacLUMpPEHHbIE BO3MOXHOCTU U (OYHKLIMOHANBHOCTb, KOTOPbIe HEAOCTYMNHbI NMPU UCMONb30BaHMK
OTAENbHbIX KOMMNOHEHTOB.

MoaynbHbid  NpuHUMN  obecrneynMBaeT MHTErpaumilo  PasHOPOAHbIX  KOMMoHeHToB  WUT-
MHPACTPYKTYpbl B eauHylo nnatgopmy npeanpusiTuid, kopriopauuin u Begomcts. EauHble
nogaepkka W cepBuMCHoe oOcCnyxuBaHue pnns Bcex MpOAyKTOB nuHerikn Ckana’p oT
npousBoauTens obecrneynBatoT onepaTMBHOE paspeLleHne NHLUNOEHTOB Ha CTbIKE TEXHOMOMMM.
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